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Abstract

Anomaly detection represents a critical factor in ensuring the reliability and resilience of

microservice-based systems, where failures can rapidly propagate and compromise over-

all service availability. This dissertation investigates the application of classical Machine

Learning (ML) algorithms and ensemblemethods for anomaly detection inmicroservices,

using the TraceRCA dataset as a representative benchmark.

The work begins with a systematic literature review, which categorizes traditional and

ML-based approaches to anomaly detection, identifying key research gaps and datasets.

Building on this foundation, a complete experimental pipeline was developed, includ-

ing preprocessing, feature engineering, and anomaly labeling, followed by the evalua-

tion of multiple baseline classifiers such as Logistic Regression (LogReg), Support Vec-

tor Machine (SVM), Decision Tree (DT), K-Nearest Neighbors (KNN), Multilayer Percep-

tron (MLP), and Gaussian Naïve Bayes (GNB).

To enhance predictive performance, ensemble techniques including RandomForest (RF),

eXtreme Gradient Boosting (XGBoost), Light Gradient Boosting Machine (LightGBM),

andHistogram-basedGradientBoosting (HGBM)were implemented and compared against

baselines. The evaluation considered both predictive accuracy and resource efficiency,

measuring metrics such as F1-score, precision, recall, accuracy, Receiver Operating Char-

acteristic – Area Under the Curve (ROC-AUC), as well as execution time, Random Access

Memory (RAM) consumption, and Central Processing Unit (CPU) utilization.

The experimental results demonstrate that ensemblemodels consistently outperformbase-

lines, with boosting-based methods (XGBoost, LightGBM, HGBM) achieving the high-

est predictive performance, while RF offered stable results with moderate computational

overhead. These findings highlight the trade-offs between accuracy and efficiency, under-

lining the importance of careful algorithm selection according to deployment constraints.

This research contributes by providing a comprehensive benchmark of ML and ensem-

ble methods for anomaly detection in microservices, bridging the gap between predictive

performance and practical applicability in real-world environments.

Keywords

Anomaly Detection, Ensemble Methods, Machine Learning, Microservices, Performance

Evaluation
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Chapter 1

Introduction

1.1 Scope and Motivation

Currently, software users are increasingly demanding, which is why it is necessary to de-

velop faster, more efficient software that allows the performance of more complicated

and large-scale tasks. Previously, software was based on monolithic architectures which

mademore complicated tasks difficult and time-consuming. Based on this, microservices

architecture emerged that allow increasing the agility, scalability and reliability of soft-

ware [JM20].

Microservices architecture typically consist of multiple interconnected services, thus cre-

ating a challenging landscape for manual anomaly detection, but have the advantage that

themalfunction of onemicroservice does not affect the continuity of the others. However,

microservices have the disadvantage that their complexity makes them more fragile and

susceptible to anomalies. The challenges posed by anomaly detection in microservices

have driven the adoption of automated approaches, particularly those leveragingML tech-

niques. Unlike traditional rule-based anomaly detection systems,ML-based solutions can

generalize large-scale data and dynamically adapt to evolving patterns in system behav-

ior [WMD+24]. With the ability to be repurposed and adjusted for almost any task, ML

models have been used in the most varied sectors, providing them with competitive ad-

vantages, namely greater efficiency and cost reduction as they are suitable for detecting

anomalies in complex microservice environments [SB22] [KAAD22] [FJRH23] [NPR23].

Anomaly detection and ML pose natural connections due to the latter’s ability to detect

and extract patterns (in this case, irregular ones) [NTND21]. This generic duality allows

for many interesting opportunities that cater to the most specific of use cases, such as mi-

croservice environments.

There is unquestionable value in this area of research, both from an efficiency standpoint

as well as a security measure. As applications evolve towards a reliance on microservices

(for their flexibility and frequency of upgrades) [JM20], it is becoming increasingly more

valuable to design solutions that ensure nomajor anomalies are present. These unwanted

defects are not only responsible for performance degradation, but also pose potential se-

curity hazards [SB22].

For the purposes of this work, we envision the use of ML based solutions so that they can

learn normal behavior patterns and automatically detect deviations that may indicate is-
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sues such as performance degradation, security threats, or faults. These anomalies can

manifest in various forms, including unusual traffic patterns, resource usage spikes, or

unexpected service responses [SB22].

This dissertation will largely focus on analyzing existing solutions regarding anomaly de-

tection in microservices, while also reflecting on how the state-of-the-art could be pushed

even further. Therefore, it is important to consider thiswork’s scope, in terms of key topics

and how they are related. Table 1.1 summarizes the Association for ComputingMachinery

Computing Classification System (ACM CCS) classifications relevant to this work [Ass12].

Table 1.1: ACM CCS Classifications relevant to this work [Ass12].

ACM CCS Classification Description

Software and its engineering > Software or-
ganization and properties > Software system
structures > Distributed systems organizing
principles.

Explores principles of distributed systems, key
to modern microservices architecture.

Computing methodologies > ML > Learning
paradigms.

Covers ML paradigms, including supervised
learning and anomaly detection systems, em-
phasizing their adaptability to complex, evolv-
ing behaviors.

Applied computing > Enterprise computing >
Business process management.

Relates ML-driven anomaly detection to im-
proved operational efficiency.

Information systems > Data management sys-
tems > Database management system engines
> Parallel and distributed Database Manage-
ment Systems (DBMSs).

Highlights challenges in managing and analyz-
ing data in distributed microservice systems.

The relationships between these key topics are further illustrated in Figure 1.1, which pro-

vides a conceptual overview of the three pillars that serve as the base context for this work.

Figure 1.1: Overview of the key concepts that will be targeted by this work.

2
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1.2 Problem Statement

The problem I propose to solve in this dissertation is the detection of anomalies in mi-

croservice environments. There are several methodologies that can be used for anomaly

detection, traditional and ML-based. ML-based methodologies encompass several algo-

rithms, including baseline models and ensemble methods. This dissertation focuses on

these two categories, baseline algorithms (such as DTs, LogReg, and SVMs) and ensemble

methods, aiming to conduct a comparative analysis of their performance and to determine

which approach is more effective for anomaly detection in microservice environments.

With the development of this dissertation it is also intended to optimize hyperparameters

of the algorithms used. These hyperparameters are not learned during the training of the

algorithm, but rather configured in advance. The optimization of these hyperparameters

is performed by applying tests with different values for these parameters before themodel

is trained, then choosing the combination of values that it presents provides the best per-

formance to the model under study.

Usually, all research processes seek to answer a set of questions or problems of their own.

These research questions provide a structure to guide the investigation according to the

topic under study. The excellence of these issues directly influences the importance and

quality of the results obtained. Therefore, with the aim of exploring anomaly detection in

microservice environments, this work will seek to answer the following questions:

1. What is the performance of ensemble algorithms on the classification of anomalies

in microservices?

2. What is the performance of baseline models, with particular emphasis on DTs, on

the classification of anomalies in microservices?

3. What is the impact of hyperparameter optimization on classification performance?

1.3 Research Objectives

This dissertation naturally follows the context above, and its main objectives can be con-

sidered twofold:

• Provide an overview of what has been done in this field, how each work attempts

to solve the problem and what are the most prevalent ideas and data sources.

• Develop a new solution that leverages existing knowledge while also introducing

tweaks that push the state-of-the-art even further.

The evaluation methodology adopted in this dissertation follows a three-set partitioning

strategy, in which the dataset is divided into 70% for training, 20% for validation, and

10% for testing. Hyperparameter tuning is carried out through 10-fold cross-validation
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applied exclusively to the training subset, while the final model evaluation is performed

on the independent hold-out test set. This procedure ensures a reliable assessment of the

capacity of the models and prevents data leakage between the training and testing stages.

1.4 Adopted Approach for Solving the Problem

Research on Design Science (DS) can be carried out effectively through a mental model.

The Design Science Research Methodology (DSRM) model (Figure 1.2) [PTRC07], used

in the research work leading to the writing of this dissertation, consists of a process model

with six steps whose objective is to provide a mental model for the characteristics of re-

search results. This steps allow controlling and improving research through continuous

analysis of results.

Figure 1.2: DSRM process model (adapted from [PTRC07]).

In this dissertation, it is essential to have a clear and organized vision of the set of fun-

damental tasks that make up the investigation. The specific tasks to be carried out are

carefully outlined, presenting a systematic and strategic approach in order to achieve the

objectives of the dissertation and direct this research in a comprehensive and rigorous

manner. The tasks present in this dissertation are described in the following points and

the expected time for their completion is represented in the Gantt diagram in Figure 1.3:

• Literature Review and Current Landscape

For a better understanding and explanation of the problem that I proposed to solve during

the completion of this dissertation, it was extremely important to carry out an exhaustive

review of the literature previously. To this end, during this stage, a research and literature

reviewwas carried out on currently available anomaly detectionmethods inmicroservices

as well as ML methods in order to verify their applicability in detecting anomalies in real

life. Therefore, in this stage, the concepts associated with microservice environments and

detection of anomalies in microservices are addressed.
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• Problem Statement and Motivation

The problem I proposed to solve in this dissertation is the detection of anomalies in a

microservices architecture. As software based on microservices evolves, its complexity

increases exponentially, as does the number of instances involved, resulting in greater dif-

ficulty in monitoring. The microservices architecture involves multiple Application Pro-

gramming Interface (API) calls and communication between microservices, meaning the

processing of an incredibly high volume of data, which makes ML a suitable approach

for identifying deviations from normal parameters. However, to do so, it is necessary to

answer questions such as: What is the most appropriate and effective methodology and

what information should be monitored for the accurate detection of anomalies?

What led me to choose this topic is the fact that microservices architecture is an area in

constant evolution and increasingly important and with high application in the construc-

tion of software platforms, which is why it is extremely important to create mechanisms

for detecting anomalies.

• Research Objectives

The main objective of this dissertation is to investigate the applicability of ML algorithms

and ensemble methods for anomaly detection in microservices architecture. The work

seeks to compare different approaches, evaluate their effectiveness, and provide insights

into their practical relevance for improving the reliability of microservice-based systems.

• Selection and Characterization of the Dataset

Fromamong the datasets listed in Table 2.3, a dataset was selected to be used in the course

of the remaining work, the TraceRCA dataset [LCJ+21] [CLJ+23]. The TraceRCA dataset

was selected due to its representativeness of real-world microservice environments and

its availability of labeled anomalies. After selecting the dataset, a brief characterization

has been made.

• ML Algorithms for Anomaly Detection

There are several ML algorithms for detecting anomalies in microservices architecture,

some of which are present in the strategies referred to in Subsection 2.4.3.

Classical ML algorithms, including baseline models such as DTs, LogReg, SVMs, GNB,

and other approaches, were first considered as reference points for anomaly detection

performance. Given that ensemble algorithms, available in scikit-learn [sci25a], have

demonstrated strong performance in classifying intrusions within multitenant environ-

ments with containerized microservices, these methods were selected as the primary fo-

cus for the development of this dissertation.
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Baseline models are generally valued for their simplicity, interpretability, and relatively

low computational cost. They can provide fast results and are easy to understand, which

makes them attractive for constrained environments. However, they usually fall short in

predictive performance compared to ensemblemethods, particularlywhenhandlingmore

complex patterns of anomalies.

In turn, ensemble methods combine predictions from several base estimators built from

a given learning algorithm in order to improve generalization into a single estimator. The

two most common types of ensemble algorithms are Gradient Boosting Decision Trees

(GBDT) and RFs.

Each ML algorithm includes parameters that are automatically adjusted during training.

The parameters that are not learned during the algorithm training, but are configured

beforehand, are called hyperparameters. For example, in the case of DT algorithms, the

parameters include the weights associated with the different characteristics that are ad-

justed during training. In turn, the hyperparameters correspond to settings such as the

maximum depth of the tree, the minimum number of samples in a leaf or the criteria used

to divide the nodes.

With the development of this work, we also intended to optimize the hyperparameters of

the algorithms used. This hyperparameter optimization process involved testing different

values for these parameters before training themodel to find the combination that offered

the best performance [RIMF24].

• Expected Results and Performance Evaluation

The expected results are those obtained from comparing the performance of ML algo-

rithms, including both baseline models (DT, LogReg, SVM, etc.) and ensemble methods,

in detecting anomalies in microservice environments.

To this end, the following metrics were used: precision, recall, F1-score, train accuracy /

test accuracy, and ROC-AUC.

Train accuracy is calculated by applying the model to the training dataset, while test ac-

curacy evaluates performance on previously unseen data. If the train accuracy is much

higher than the test accuracy, this indicates overfitting, meaning the model fits the train-

ing data well but fails to generalize effectively to new instances.

In addition, the ROC-AUC metric provides an aggregated measure of the model’s capac-

ity to discriminate between normal and anomalous samples under varying classification

thresholds.

Finally, beyond predictive performance, this work also considers resource efficiency, eval-

uating execution time, RAM consumption, and CPU utilization during model training.
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This dual perspective ensures that the selected approaches are not only accurate but also

computationally viable in large-scale microservice environments.

• Dissemination of Results andWriting the Master’s Dissertation

The dissemination of the results of this work through international conferences and jour-

nals is considered an important step for future development. Although no publication

was submitted during the timeline of this dissertation, the results obtained provide a solid

foundation for preparing scientific articles that may be extended and submitted to rele-

vant venues after the conclusion of this work.

The master’s dissertation itself was written based on research and literature reviews car-

ried out previously, as well as on the experimental results obtained during testing and

data collection, in accordance with the rules defined for the validation of this work. The

writing process followed the same structure as the practical work, ensuring that each step

of the methodology was consistently documented and aligned with the experimental pro-

cedures.

Figure 1.3: Gantt diagram with the dissertation outline.

1.5 Main Scientific Contributions

The main scientific contributions of this dissertation can be summarized as follows:

• Systematic evaluation of baseline and ensemble models for anomaly de-

tection in microservice environments, using the TraceRCA dataset as a reference.

The results demonstrate that ensemble methods, particularly boosting-based ap-

proaches such as XGBoost, HGBM, and LightGBM, consistently outperform classi-

cal baselines across multiple evaluation metrics, including F1-score, accuracy, and

ROC-AUC.

• Assessment of computational trade-offs by measuring execution time, mem-

ory usage, andCPUutilization. This dual perspective highlights the balance between

predictive accuracy and operational efficiency, an aspect often overlooked in related

anomaly detection studies.
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• Analysis of the impact of hyperparameter optimization across all evaluated

models, demonstrating that careful tuning of key parameters significantly enhances

robustness and generalization, particularly for ensemble methods.

• Establishment of a benchmark and identification of future research di-

rections, as the findings obtainedwith theTraceRCAdataset provide a strong com-

parative baseline for subsequent research inmicroservice-based anomaly detection.

Furthermore, the study highlights potential avenues for improvement, including the

adoption of advanced architectures such as Graph Neural Networks (GNNs) and

Long Short-Term Memorys (LSTMs), as well as the integration of Explainable Ar-

tificial Intelligence (XAI) techniques (e.g., SHapley Additive exPlanations (SHAP),

Local InterpretableModel-agnostic Explanations (LIME)) to enhance interpretabil-

ity and practical applicability.

1.6 Dissertation Organization

This dissertation is organized into five chapters, and the content and organization of these

chapters can be summarized as follows.

Chapter 1 - Introduction - presents the scope and motivation of the research, the objec-

tives, methodological approach, and expected scientific contributions.

Chapter 2 - Background and Related Work - defines the theoretical and practical

context of the study. It presents a detailed literature review on anomaly detection in mi-

croservices and describes the algorithms, techniques, and datasets commonly used in this

field.

Chapter 3 - Classification Approach - focuses on pre-processing data and implement-

ing the algorithms used in order to obtain consistent results, thus solving the problem in

question.

Chapter 4 -Results and Discussion - presents and discusses the results obtained from

the application of ML algorithms for anomaly detection, particularly ensemble methods.

Chapter 5 - Conclusions and Future Work - presents a review of the main findings

and conclusions reached in this work. Proposals and directions for future work are also

highlighted.
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Chapter 2

Background and RelatedWork

2.1 Introduction

The aim of this chapter is to provide an overview of the most relevant concepts and tech-

niques within the domains of microservices and anomaly detection.

Understanding these concepts is crucial due to the growing importance of microservices

architecture in modern software development, thanks to its scalability, flexibility, and re-

silience [DGL+17]. Traditional monolithic architectures are increasingly inadequate as

they struggle tomeet the demands of distributed systems. In contrast, microservices offer

a viable alternative by decomposing applications into smaller services, enabling indepen-

dent development anddeployment. This approach enhances fault tolerance and optimizes

resource utilization [Che15]. However, microservices also introduce challenges, particu-

larly in monitoring and maintaining system reliability.

To meet the objectives of this chapter, the following sections are structured as follows:

Section 2.2 begins by defining and describing our domain (i.e., microservices-based ar-

chitecture); Section 2.3 establishes the connection between microservices and ML-based

anomaly detection techniques; Section 2.4 reviews relevant prior work in this field; Sec-

tion 2.5 compiles datasets containing microservice anomalies, distinguishing between

publicly available datasets and proprietary ones; and finally, Section 2.6 concludes the

chapter with key takeaways.

2.2 Overview of Microservices Architecture

To better understand what microservices are and why they are a useful approach when

developing software, we must start by analyzing the traditional design: a monolithic ap-

plication [Ama25].

2.2.1 Monolithic Design

In this style, the applications’ entire codebase is shaped as a single unit, in which every

component is tightly integrated and co-dependent. There are several advantages to this

design, although the adoption of microservices has grown significantly [Ama25]:

• Simplicity and development speed: because there are not that many moving

parts, there is no need to coordinate updates across multiple dedicated services (es-

pecially for smaller projects), which leads to a faster development pace.
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• Cost-effectiveness: there are no complexities associated with communication be-

tween services, reducing costs and overhead.

• Deployment ease: one codebase can be more easily put into production as op-

posed to multiple services, each with different demands and requirements.

Despite these advantages, monolithic architectures become increasingly fragile and less

adaptable as applications and teams scale.

In spite of the positive aspects of a monolithic stack, problems usually become menacing

once a project and/or team scales [Ama25]:

• Codebase entanglement: More and more dependencies will be formed as fea-

tures get added, making the codebase extremely difficult to debug, update and test.

• Increased learning curve for newcomers: Onboarding new hires and, more

importantly, allowing them to become productive often takes much longer because

they need to learn how all the interconnected pieces of the monolith work together

before they can risk modifying any single part of the application.

• Conflicting resource requirements: Due to the fact that the entire application

has to run on the same server, specific software components will not be able to run

on task-optimised hardware.

Figures 2.1 and 2.2 provides a visual representation of the differences in philosophy be-

tween a monolithic design and one based on microservices.

Figure 2.1: Simplified visualisation of how a monolithic design compares to another based on microservices
(adapted from [Kra25]).

2.2.2 Microservices-based Design

Microservices, often hailed for their agility and scalability, represent a departure from the

all-encompassingmonoliths to amoremodular and distributed design. As per [LHL+20],

these building blocks are independent by nature, meaning that they can be developed, de-

ployed and scaled without affecting other services. As long as the established APIs do not

change, a developer can simply focus on improving that specific microservice. Further-

more, there is also a valuable degree of specialisation, allowing for fine-grade control of

what tasks should be performed and how tomaximise the usefulness of eachmicroservice.
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Positive aspects of this design philosophy can be summarised as follows [Ama25]:

• Agility: Microservices promote an organisation of small, independent teams that

own their services. Teams operate within a small and clearly understood context

and have the autonomy to work more independently and swiftly. The result is an

acceleration of development cycles. Significant benefits are gained from the organ-

isation’s aggregated throughput.

• Flexibility to scale: Each service can be scaled independently to meet the de-

mands of the applications. This allows teams to accurately scale infrastructure needs,

preciselymeasure the cost of a resource, andmaintain availability when a service ex-

periences a demand spike.

• Continuous deployment: Microservices enable continuous integration and de-

livery, facilitating the testing of new ideas and their rollback if something doesn’t

function correctly. The low cost of failure allows for experimentation, simplifies

code updates, and accelerates the time to market for new features.

• Technological freedom: These architectures do not adhere to a one-size-fits-all

approach. Teams are free to choose the best tool to solve specific problems. The

outcome is that teams creating microservices can opt for the most suitable tool for

each task.

• Reusable codebase: The division of software into small, well-defined modules

allows teams to use functions for various purposes. A service created for a specific

function can be used as a basic component for another feature. This enables appli-

cations to be reused, as developers can create features without the need to write a

new code.

• Resilience: The independence of each service enhances the application’s ability to

overcome failures. In a monolithic architecture, the failure of a single component

could lead to the failure of the entire application. With microservices, applications

handle the total failure of a service by degrading functionality, without disrupting

the entire application.

Figure 2.2: Comparison between a monolithic application layout and its microservice-based counterpart
(adapted from [Ama25]).
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2.3 Anomaly Detection in Microservices

In the intricate landscape of microservices architecture, the importance of performing

anomaly detection cannot be overstated. Microservices, with their decentralised andmod-

ular nature, demand vigilant monitoring to ensure the reliability, performance, and secu-

rity of the overall system. Anomaly detection plays a pivotal role in identifying deviations

from the expected behavior of microservices, enabling timely intervention and remedia-

tion.

In general, anomaly detection is the process of finding data patterns that deviate from

normal behavior, which differs from noise detection, usually referring to unwanted noise

in the data [KAAD22]. This early identification of anomalies is critical formaintaining the

seamless operation of microservices-based applications and preventing disruptions that

could impact user experience.

2.3.1 Initial Considerations

As per [PSCvdH21], anomalies manifest in many shapes and forms, posing unique chal-

lenges for detection methods. The most prominent difficulties include:

• Uncertainty: Anomalies are linked to numerous uncertainties, including instances

marked by unexpected behaviors, unknown data structures, and unpredictable dis-

tributions. These anomalies persist in obscurity until they manifest, representing

unforeseen events like new forms of terrorist attacks, instances of fraud, and unau-

thorised intrusions into networks.

• Heterogeneous anomaly classes: There is an undeniable degree of irregularity

that is inherent to anomalies, meaning that one category of anomalies can exhibit

entirely distinct abnormal characteristics compared to another category. For exam-

ple, within video surveillance, events deemed anomalous, including robbery, traffic

accidents and burglary, display distinct visual patterns.

• Rarity and class imbalance: Anomalies are usually infrequent data instances,

differing from normal instances that frequently constitute a substantial proportion

of the data. Consequently, it is challenging, if not unfeasible, to amass a considerable

quantity of labelled abnormal instances. This scarcity of extensively labelled data is

prevalent inmost applications. The imbalance in class distribution is also attributed

to the fact that misidentifying anomalies is typically considerably more costly than

misclassifying normal instances.

• Diverse types of anomalies: There are many possible variations of anomalies,

due to factors as diverse as their nature, uniqueness and time constraints. Therefore,

scholars usually agree in the following three group system:
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– Point anomalies: Instances that are anomalous when compared with the ma-

jority of the remaining observations (e.g., irregular energy consumption pat-

terns of a household).

– Conditional anomalies: Similar to the item above but with a key difference:

anomalous in a specific context and perfectly normal elsewhere (e.g., rapid

credit card transactions in a short period of time).

– Group anomalies: Collective group of anomalous instances, with each indi-

vidual member not looking like an anomaly but showing signs of abnormality

when taken as a whole (e.g., in a social network, one can think visualise a graph

where nodes represent individual accounts and edges represent connections

or interactions between those accounts (friendships, followers, etc...). Fake ac-

countsmight exhibit a coordinated behavior, such asmutual connections or in-

teractions to appear more authentic. While these accounts might appear quite

normal when examined in isolation, their associations with each other displays

erratic behavior).

These general challenges highlight why anomaly detection in microservices is inherently

complex and requires tailored methods.

2.3.2 Types of Anomalies in Microservices

As per [MJSW21], the following types of anomalies are commonly observed in microser-

vice environments:

• CPU hog: anomaly where a service consumes excessive CPU resources. This often

arises from inefficient processes or poor resourcemanagement. Mitigation typically

involves process prioritisation, optimisation of resource allocation, or distributed

task offloading.

• Network congestion: anomaly caused by excessive traffic or datagrambursts that

overwhelm the system. It results in bottlenecks anddegraded service quality, requir-

ing monitoring and adaptive load balancing.

• Memory leak: anomaly resulting from memory not being properly released af-

ter allocation. This leads to gradual resource exhaustion and eventual performance

degradation.

• Service failure: anomaly in which amicroservice becomes unavailable due to dis-

connection or critical faults. These failures demand immediate remediation to re-

store connectivity and functionality.

This categorisation illustrates that anomalies in microservices can occur at multiple lay-

ers, from resource usage to service availability.
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2.3.3 Classification of Anomalies in Microservices

In the Subsection 2.3.1, we discussed how the nature of an anomaly can be a challenge in

and of itself. In addition to that intrinsic complexity, another crucial step towards elimi-

nating irregularities is to come up with a classification scheme for the incorrect behavior

that an application is experiencing.

The process of anomaly classification is a systematic approach that entails categorising

identified deviations from the established norm into discernible types or classes. This

method not only organises the anomalies but also establishes a structured framework,

laying the groundwork for a comprehensive interpretation and strategic response. This

organised classification allows for a more thorough understanding of the nature and im-

plications of specific anomalies.

In this subsection, we will provide an outlook of anomaly classification within microser-

vices architecture. It should be noted that these categories are not a fixed, immutable

system. As more complexities are introduced in applications, so too will the range of

anomalies expand. For now, though, the following descriptions should warrant an un-

derstanding of today’s landscape.

As seen in Figure 2.3, anomalies in the context of microservices usually fall into one of the

following four categories [CCZ19]:

• Request exception: Anomalies in this category usually pertain to irregularities in

service requests, such as malformed requests, unauthorised access attempts, unex-

pected input formats and missing parameters.

• Runtime exception: In this category, one can find anomalies that happen during

the execution of microservices, in real processing time. Common examples include

unhandled errors, unexpected inputs or improper parsing leading to runtime fail-

ures, issues related to data processing, system overloads and concurrency misalign-

ments.

• Timeout exception: This category identifies anomalies stemming from exceeded

response times, typically seen in potential bottlenecks, inefficiencies in communi-

cation, and delayed processing pipelines.

• Others: Encompasses anomalies not explicitly falling into the previous categories,

with real-world examples ranging from Security Exceptions, indicating breaches in

security protocols, to Version Exceptions denoting discrepancies between different

versions of services.
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Figure 2.3: Microservice anomaly classification tree (adapted from [CCZ19]).
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In summary, anomalies in microservices exhibit diverse forms, ranging from resource

inefficiencies to execution failures. This conceptual overview provides the foundation for

the following Section 2.4, where detection methods, both traditional and ML-based, are

systematically reviewed and compared.

2.4 RelatedWork

This section provides an overview of anomaly detectionmethods within the context of mi-

croservices, categorising them into two broad approaches: those that leverage ML tech-

niques and those that rely on alternative methodologies. To structure this review in a

systematic and transparent way, a literature review methodology was applied and sum-

marised through the PRISMA 2020 flow diagram [PRI20]. Based on the outcomes of this

process, the selected studies were organised into two comparative tables, distinguishing

traditional approaches fromML-basedmethods, in order to provide a comprehensive un-

derstanding of the diverse strategies employed to maintain the robustness and stability of

microservices architecture.

2.4.1 Literature Search Strategy

To guarantee transparency and reproducibility, this study adopted a structured review

process alignedwith the PRISMA2020 guidelines [PRI20]. The aimwas to systematically

identify and filter the most relevant contributions on anomaly detection in microservice

environments.

The search strategy was built around the query (”Anomaly Detection” OR ”Anomaly Clas-

sification”) AND ”Microservices”. This expression was applied across the main scientific

databases, namely ”IEEE Xplore”, ”ACM Digital Library”, ”SpringerLink”, ”ScienceDi-

rect”, and ”Wiley Online Library”, ensuring broad coverage of both conference proceed-

ings and journal publications. The time span considered was 2015 to 2025, chosen to

capture the most recent and representative advances in the field.

The process began with an initial retrieval of 2033 publications. After eliminating 747

duplicates, a total of 1286 unique records remained. A further 54 items were discarded

at this stage due to reasons such as missing metadata, inaccessible abstracts, publication

type inconsistencies, or because they were not written in English. This left 1232 studies

eligible for title and abstract screening.

During this screening phase, 965 recordswere excluded for notmeeting the predefined in-

clusion criteria. As a result, 267 publications were retained for full text assessment. From

these, 12 could not be retrieved in their entirety, leaving 255 reports to be examined in

depth. Following the eligibility check, 117 studies were discarded due to lack of technical

detail or insufficient focus on microservices, or being purely survey articles.
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Ultimately, 138 studies were included in this review. Their classification into traditional

approaches and ML-based methods is presented in Subsections 2.4.2 and 2.4.3, respec-

tively. The generalworkflowof the selectionprocess is illustrated inFigure 2.4, thePRISMA

Flow Diagram [PRI20].

Figure 2.4: PRISMA Flow Diagram applied in this work (adapted from [PRI20]).

2.4.2 Traditional Approaches To Anomaly Detection

Traditionalmethods rely on statistical, rule-based, or heuristic techniques to detect anoma-

lies in microservices. While generally less adaptive than ML-based approaches, they are

lightweight and easier to interpret.

Table 2.1 summarises the traditional approaches identified in this review, including the

datasets used, detection methods, experimental setup, and performance reported.
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Table 2.1: List of existing works that do not rely on ML (A = Accuracy; P = Precision; R = Recall; F1 =
F1-score; N/A indicates that the information was not reported or not applicable in the original study).

Works Year Dataset
Classification Method

/ Approach

Train / Val

/ Test

Ratio (%)

Performance

(A, P, R, F1)

Thalheim et

al.

[TRA+17]

2017 OpenStack; ShareLatex

k-Shape clustering +

Root Cause

Analysis (RCA)

N/A N/A

Las-Casas et

al.

[LCMGF18]

2018
Spark; YARN;HDFS; Ride

Sharing; OpenTracing

Clustering-based

weighted sampling +

Offline/online

sliding-tree

N/A N/A

Wang et al.

[WXM+18]
2018 IBM Bluemix; Pymicro

Causal graph + Random

walk
N/A N/A

Ibrahim et

al. [IBP19]
2019

NETFLIX OSS

(NETFLIX-1800-10);

Atsea Sample Shop App;

JavaEE Demo; PHPMailer

& Samba

Automated attack graph

generation
N/A N/A

Shan et al.

[SCL+19]
2019

Industrial Dataset

(JD.com production

system)

Unsupervised RCA using

ε-statistics
N/A P: ≈72–79%

Guo et al.

[GPW+20]
2020 eBay

Graph-based

Microservice Trace

Analysis (GMTA)

N/A N/A

Ma et al.

[MWX+20]
2020 IBM Cloud; Pymicro

Behavior Graph + Weight

learning + Random walk
N/A N/A

Wang et al.

[WRXY20]
2020

Industrial Dataset

(MeiTuan production

system)

Impact Analysis based on

Pruning Tree (ImpAPTr)
N/A A: ≈94.5%

Allen et al.

[ATP+21]
2021 TrainTicket Causal Impact Analysis N/A N/A

Das et al.

[DLZ21]
2021 eShopOnContainers

Complex Event

Processing (CEP)
N/A N/A

Huang et al.

[HZ21]
2021

TrainTicket;

DeathStarBench

Trace aggregation +

Subspan analysis +

Automated diagnosis

N/A N/A

Meng et al.

[MJSW21]
2021 Bench4Q; Social Network

Tree Edit Distance +

Principal Component

Analysis (PCA)

N/A

P: 81–97%; R:

75–99%

(Bench4Q); P:

81–97%; R:

75–99% (Social

Network)

Neves et al.

[NVP21]
2021

Hipster Shop; Sock Shop;

Cassandra; Spark

Black-box monitoring via

eBPF probes +

graph-based traffic

analysis

N/A N/A

Pan et al.

[PMJW21]
2021 IBM Cloud; Pymicro

RCA + Granger causal

intervals + Dynamic

causality curves

N/A N/A

Yang et al.

[YSS+21]
2021

TrainTicket; Industrial

Dataset (Huawei Cloud

production system)

KPIs + Dynamic Status

Warping (DSW)
N/A N/A

Yu et al.

[YCC+21]
2021

Hipster Shop; AIOps

Challenge (Event dataset)

Spectrum analysis +

PageRank
N/A N/A

Cao et al.

[CBVR22]
2022

Kubernetes

(lLog/NetFlow)

Probabilistic

Deterministic Finite

Automaton (PDFA)

N/A N/A

18



Anomaly Detection in Microservices Using Ensemble Methods

Chen et al.

[CLS+22]
2022

Yahoo; AIOps Challenge

2018; Industrial Dataset

(Huawei Cloud production

system)

Pattern Sketching N/A

P: 88.2%; R:

85.6%; F1:

83.2%

Guhathakurta

et al.

[GAN+22]

2022
Sock Shop; Real-world

Dataset (HDFS)
PCA + Autoencoder (AE) N/A

Fewer false

positives

Hrusto et al.

[HER22]
2022

Industrial Dataset (Azure

production system)

Continuous feedback

loop for anomaly

detection

N/A N/A

Sussman et

al.

[SMA+22]

2022
N/A (Conceptual paper, no

dataset)

Cross-layer inspection +

Fault-localization

algorithm

N/A N/A

Belkhiri et

al.

[BBdMN23]

2023
Telemetry Dataset (Logs,

Traces, Metrics)

Transparent trace

annotation
N/A N/A

Chakraborty

et al.

[CAG+23]

2023
Alerts Dataset; Outage

Reports Dataset

Causal Graph +

Knowledge Graph + RF

Leave-One-

Out

Cross-

Validation

N/A

Heeb et al.

[HKSG23]
2023 Sock Shop

Graph-based RCA +

Clustering + PageRank
N/A N/A

Jiang et al.

[JPMW23]
2023 IBM Cloud

Granger causality +

Causal unimodalization +

Graph search

N/A N/A

Shen et al.

[SZX+23]
2023

Real-world Production

System (DeepFlow,

multi-company)

Network tracing +

Correlation
N/A N/A

Wang et al.

[WCF+23]
2023

Industrial Dataset (AIOps

real microservice system);

SWaT;WADI

Incremental causal graph

learning
N/A N/A

Yu et al.

[YCL+23]
2023

Online Boutique;

TrainTicket

Event graphs + pattern

mining
N/A N/A

Yu et al.

[YPH+23]
2023

TrainTicket; Real-world

Traces; Real-world

Failures

CMDiagnostor N/A P: 96%; R: 97%

Zhang et al.

[ZIY+23]
2023

DeathStarBench;

Industrial Dataset

(Alibaba & Twitter

production systems)

Causal modeling (L-tree) N/A N/A

D’Angelo et

al. [Dd24]
2024 TrainTicket; E-Shopper

Context-Free Grammar +

Logistic Regression
80/-/20 N/A

Ezaz et al.

[EKEJ24]
2024

Industrial Dataset

(Alibaba production

system)

Critical-path analysis N/A N/A

Giamattei et

al.

[GGM+24]

2024 µBench

Causal discovery +

Inference + Workload

generation

N/A N/A

Gu et al.

[GWY+24]
2024

Sock Shop; Social

Network; Industrial

Dataset (Alibaba

production system)

Sync-

Millibottleneck (SyncM)

attack modeling

N/A N/A

Huang et al.

[HZC+24]
2024

Industrial Dataset

(Huawei Cloud production

system); Online Boutique

& TrainTicket

Adaptive biased trace

sampling
N/A N/A
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Li et al.

[LTW+24]
2024

Industrial Dataset

(Alibaba production

system); TrainTicket

Shapley Values N/A N/A

Markakis et

al.

[MYG+24]

2024

PostgreSQL; Real-world

Production System

(proprietary); Synthetic

Dataset (XYZ)

Log-based causal

inference
N/A N/A

Pan et al.

[PZJ+24]
2024

Synthetic Datasets; IBM

Cloud; PEMS-Bay

Optimized Granger

causality
N/A N/A

Panahandeh

et al.

[PEJHLM24a]

2024 AIOps Challenge 2020

RCA + Spectrum analysis

+ Social Network

Analysis (SNA)

N/A N/A

Panahandeh

et al.

[PHLHM24]

2024 TrainTicket; TeaStore
Context Propagation

Graph (CPG)
N/A

F1: ≈85%

(TeaStore); F1:

≈86%

(TrainTicket)

Pham et al.

[PHZ24a]
2024

Online Boutique; Sock

Shop; TrainTicket

Bayesian Online Change

Point Detection (BOCPD)
N/A

Improved

accuracy, fewer

false positives

Pham et al.

[PHZ24b]
2024

Synthetic Datasets;

Benchmark Microservice

Systems

RCA N/A N/A

Traini et al.

[TLSDM24]
2024 TrainTicket

Visual Analytics for

Microservices

Performance (VAMP)

N/A N/A

Yoon et al.

[YWY+24]
2024

Industrial Dataset (Meta

production system)

Statistical + RCA

heuristics
N/A N/A

Yu et al.

[YCH+24]
2024

Industrial Dataset

(WeChat production

system); Online Boutique

Change graphs +

Multi-scorer ranking
N/A N/A

Zan et al.

[ZAD+24]
2024

EasyVista; Industrial

Dataset (IT monitoring

system)

Threshold-based Root

Cause Analysis (T-RCA)

+ T-RCA-agent

N/A N/A

Zhang et al.

[ZDP+24]
2024 TrainTicket

Pattern mining +

Spectrum analysis
N/A N/A

Altenbernd

et al.

[AWK25]

2025
Sock Shop; Online

Boutique; TrainTicket

At Most One

Change (AMOC)

Segmentation +

Statistical RCA

N/A N/A

Chen et al.

[CHW+25]
2025

Real-world Production

System (Internet/Online)
ProAlert 80/-/20

A: ≈99.71%

(S1); A:

≈98.55% (S2)

Soldani et al.

[SFRB25]
2025

Online Boutique; Chaos

Echo
Log-based RCA N/A

A: 100% (true

RCA)

2.4.3 Machine Learning-based Approaches To Anomaly Detection

ML approaches dominate recent research on anomaly detection in microservices, lever-

aging supervised, unsupervised, and Deep Learning (DL) techniques. These methods en-

able greater adaptability to complex and dynamic environments, though often at the cost

of higher computational overhead.

Table 2.2 presents the ML-based approaches identified in this review, highlighting the

datasets employed, algorithms applied, experimental design, and performance reported.
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Table 2.2: List of existing ML-based research papers (A = Accuracy; P = Precision; R = Recall; F1 =
F1-score; N/A indicates that the information was not reported or not applicable in the original study).

Works Year Dataset
Classification Method

/ Approach

Train / Val

/ Test

Ratio (%)

Performance

(A, P, R, F1)

Chen et al.

[CHC19]
2019 Real-world RPC traces

Diffusion Convolutional

Recurrent Neural

Network (DCRNN)

80/-/20 N/A

Gan et al.

[GZH+19]
2019

Social Network;Media

Service; E-commerce

Service; Banking System;

Hotel Reservation Site

Convolutional Neural

Network (CNN) + LSTM
N/A A: 93.45%

Las-Casas et

al.

[LCPAM19]

2019

HDFS; DeathStarBench;

Real-world Production

System (Internet/Online)

Neural Network (NN) N/A N/A

Tien et al.

[THT+19]
2019

Private Dataset; CERT

(Public Dataset);

Real-world Dataset

(KubAnomaly)

NN 80/–/20
A: ≈96%; F1:

≈98.1%

Zhou et al.

[ZPX+19]
2019 Sock Shop; TrainTicket RF + KNN +MLP

5-fold Cross-

Validation

P: 99.8%; R:

98.2%; F1: 99%

(Sock Shop); P:

99.5%; R:

89.6%; F1:

94.3%

(TrainTicket)

Li et al.

[LDC+20]
2020 Sock Shop LSTM N/A A: 91.4%

Lomio et al.

[LMBM+20]
2020 RARE RF

10-fold

Cross-

Validation

P: 95.31%; R:

89.71%; F1:

92.42%

Arya et al.

[ASA+21]
2021 TrainTicket

Granger regression +

Conditional

Independence-testing +

Probabilistic Graphical

Event Model (PGEM)

N/A
P: 83%; F1:

88%

Belhadi et

al. [BDSL21]
2021

NETFLIX-1800;

NETFLIX-3600;

LAMP-1800; LAMP-3600

Multi-Agent

Reinforcement

Learning (RL)

N/A N/A

Chen et al.

[CLS+21]
2021

Huawei Cloud Network

Service

Graph representation

learning
N/A F1: > 93%

Gan et al.

[GLD+21]
2021

Social Network;Media

Service;Hotel Reservation

Site

Causal Bayesian

Network (CBN) + Graph

Variational

Autoencoder (GVAE)

N/A N/A

Horovitz et

al. [HBW21]
2021

Apache Hypertext

Transfer Protocol (HTTP)

Server Logs

Sequence Graph

Transform (SGT) + PCA

+ KMeans + LSTM/AE

N/A N/A

Liu et al.

[LHP+21]
2021

Industrial Dataset

(Alibaba production

system)

One-Class Support

Vector

Machine (OC-SVM) + RF

N/A
P: 96%; R:

87%; F1: 91%

Park et al.

[PCLH21]
2021

Online Boutique; Robot

Shop; Bookinfo
Supervised GNN 70/15/15 N/A
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Zhao et al.

[ZCY+21]
2021

TrainTicket; E-commerce

Benchmark
Multimodal LSTM N/A

P: 91%; R: 95%;

F1: 93%

(TrainTicket);

P: 97%; R:

98%; F1: 97%

(E-commerce)

Castro et al.

[CLV22]
2022 TeaStore

RF + SVM + KNN +

XGBoost

Leave-One-

Out

Cross-

Validation

F1: ≈97.6%

(XGBoost); F1:

≈87.7% (KNN)

Chow et al.

[CDSL22]
2022

Social Network;Hotel

Reservation

(DeathStarBench)

Deep Neural

Network (DNN) + Gated

Recurrent Unit (GRU)

N/A N/A

Cinque et al.

[CDCP22]
2022

Clearwater IMS (Telecom

Testbed); ATC (Testbed)

Log2Vec +

AE/Feedforward Neural

Network (FNN)

N/A

P: 96.9%; R:

95.3%; F1:

96.1%

Huang et al.

[HCL22]
2022 Online Cloud Server

SLA-Variational

Autoencoder (VAE)
N/A

P: ≈88.6%; R:

≈84.8%; F1:

≈86.7%

Jacob et al.

[JQYL22]
2022 DeathStarBench DCRNN 85/–/15 N/A

Li et al.

[LDW+22]
2022 Sock Shop

Cross-layer tracing +

ElasticNet regression
N/A P: ≈80–90%

Li et al.

[LLY+22]
2022

Real-world Dataset

(CIRCA); Oracle DB

Unsupervised causal

inference +

Regression/Hypothesis

testing

N/A N/A

Li et al.

[LZL+22]
2022

ISP Microservice System;

Commercial Bank System;

Oracle DB; TrainTicket

GRU + Graph Attention

Network (GAT) + DNN
40/20/40 N/A

Sanvito et al.

[SSS+22]
2022 OpenStack

Graph-based monitoring

+ Linear Regression (LR)

10-fold

Cross-

Validation

R: 98%

Somashekar

et al.

[SDV+22]

2022
TrainTicket;

DeathStarBench
GNN 70/10/20

P: 81%; R: 74%;

F1: 77%

Wang et al.

[WZL+22]
2022

Industrial Dataset (Ant

Group production system)

Spatio-Temporal Graph

Neural

Network (STGNN) +

DNN + Deep

Q-Network (DQN) + RL

N/A N/A

Zhang et al.

[ZPS+22]
2022 TrainTicket

Gated Graph Neural

Network (GGNN) + Deep

Support Vector Data

Description (SVDD)

60/10/30

P: 93%; R:

97.8%; F1:

95.4%

Zhang et al.

[ZPZ+22]
2022 TrainTicket GNN + VAE & OC-SVM 60/-/40

P: 93.8%; R:

98.8%; F1:

96.3% (VAE);

P: 94.3%; R:

85.7%; F1:

89.7%

(OC-SVM)

Araujo et al.

[AAV23a]
2023

Simulated Microservice

System (MariaDB in

Docker, testbed)

DT + RF + SVM

10-fold

Cross-

Validation

N/A

Araujo et al.

[AAV23b]
2023

Simulated Microservice

System (MariaDB in

Docker, testbed)

DT + RF + SVM

10-fold

Cross-

Validation

A: ≈80–87%
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Chakraborty

et al.

[CGA+23]

2023

Synthetic & Semi-synthetic

Dataset; Real-world

Dataset

Instance-level causal

graph learning
N/A N/A

Chen et al.

[CLJ+23]
2023

TraceRCA; TT-ARM

(derived from TrainTicket)

Variational Graph

Autoencoder (VGAE) +

LSTM-AE

N/A

P: ≈97%; R:

≈93%; F1:

≈95%

Chen et al.

[CZD+23]
2023

Industrial Dataset

(Alibaba production

system)

GNN + GRU N/A

P: 76.1%; R:

75.8%; F1:

75.9%

Ding et al.

[DZW+23]
2023

Microsoft Exchange

Microservice

RL-based graph pruning

+ Causal RCA
N/A N/A

Gan et al.

[GLZ+23]
2023

Sock Shop; Social

Network; 4 Synthetic

gRPC Microservices

Unsupervised GNN +

RCA
N/A N/A

Hao et al.

[HCCL23]
2023

Sock Shop; TrainTicket;

SWaT; SMD; SKAB
DL 40/20/40 N/A

Harsh et al.

[HZA+23]
2023

DeathStarBench;

Industrial Dataset

(Murphy system)

Markov Random

Field (MRF)
N/A A: 83–86%

Huang et al.

[HYY+23]
2023

MSDS (OpenStack); AIOps

Challenge 2022
MSTGAD 60/10/30

P: 94.6%; R:

96.9%; F1:

95.7% (MSDS);

P: 100%; R:

93.3%; F1:

96.5% (AIOps

Challenge

2022)

Ji et al.

[JMW23]
2023

Real-world Dataset

(MySQL, TiDB); Synthetic

Datasets

Causal graph + Structural

Equation Models (SEM)

+ RCA

N/A N/A

Lee et al.

[LYC+23a]
2023

TrainTicket; Social

Network

Multimodal

(logs/KPIs/traces)
N/A N/A

Lee et al.

[LYC+23b]
2023

AIOps Challenge 2018;

Hades; Yahoo!S5

Conditional Diffusion +

Isolation Forest (IF)
60/10/30

F1: ≈63.8%

(AIOps

Challenge

2018); F1:

≈82.1%

(Hades); F1:

≈70.3%

(Yahoo!S5)

Meng et al.

[MST+23]
2023

Bookinfo; Online Boutique;

TrainTicket

Spatiotemporal GNN +

Adaptive graph learning
N/A N/A

Rouf et al.

[RAS+23]
2023 Cloud Servers (Testbed)

Large Language

Model (LLM) + RCA
N/A A:≤ 96%

Sarda et al.

[SNR+23]
2023

Robot Shop; Online

Boutique
LLM +ML N/A A: ≈96%

Tang et al.

[TGYC23]
2023

Hipster Shop; AIOps

Challenge 2022

Graph Convolutional

Network (GCN)
70/-/30

P: 93.76%; R:

67.46%; F1:

78.47%

Wang et al.

[WCN+23]
2023

AIOps (Real Microservice

System);WADI; SWaT

GNN + Extreme Value

Theory (EVT)
N/A N/A

Wang et al.

[WZD+23]
2023

Pymicro; SynExchange;

RealExchange

Hierarchical

Reinforcement Learning

with Human

Feedback (HRLHF) +

Temporal causal RCA

N/A N/A
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Xie et al.

[XPL+23]
2023

Industrial Dataset (eBay

production system);

Testbed Dataset (Fault

injection)

Group-wise VAE +

Tree-LSTM
N/A F1: ≤ 86.9%

Xie et al.

[XXC+23]
2023

5 Microservice Trace

Datasets (International

E-commerce Company)

Dual-variable Graph VAE N/A F1: 91–98%

Zeng et al.

[ZZX+23]
2023 Exchange; TrainTicket

XGBoost + Feedback

learning with anomaly

features

N/A

P: 90.68%; F1:

59.36%

(Exchange); P:

92.98%; F1:

96.36%

(TrainTicket)

Zhao et al.

[ZMZ+23]
2023

GAIA; Large-scale

Microservice (Commercial

Bank)

Graph Transformer

Network (GTN) + GAT
60/-/40

P: 79.5%; R:

94.5%; F1:

85.7% (GAIA);

P: 86.3%; R:

99.1%; F1:

92.2%

(Commercial

bank)

Aktaş et al.

[AK24]
2024

Industrial Dataset (CPaaS

telecommunication

platform)

LogReg + SVM + DT +

RF + MLP + IF

5-fold Cross-

Validation

A:≤ 99%

(RF/MLP); A:

≈89–95%

(DT/RF); A:

≈93% (IF)

Baluta et al.

[BRM+24]
2024 Acme-Air; Online Boutique

Automated Machine

Learning (AutoML) +

(Gradient Boosting

Machine

(GBM)/XGBoost)

80/–/20

(5-fold

Cross-

Validation

for AutoML)

F1: 82–99%

Chatterjee et

al. [CAM24]
2024 Real-world Alert Dataset

Active learning +

XGBoost
N/A F1: ≈35%

Chen et al.

[CCW+24]
2024

Real-world Experiments

(sFlow-metrics,

Components-metrics,

Scaling-metrics)

Spatio-temporal cell

(GCN + LSTM) + VAE
N/A

P: ≈79%; R:

≈67%; F1:

≈72%

Denaro et al.

[DEMH+24]
2024 Alemira; TrainTicket Deep Autoencoder (DAE) N/A N/A

Goel et al.

[GHS+24]
2024

Industrial Dataset

(Microsoft production

system)

LLM 70/10/20 A: ≈83%

Han et al.

[HDH+24]
2024

Public Datasets

(Experiment results)

LLM +

LightGBM/XGBoost
70/10/20 N/A

Hrusto et al.

[HRO24]
2024

Industrial Dataset

(Microsoft Azure PIM

system)

LSTM-AE +

Transformer-based AE
90/-/10 F1: 64%

Li et al.

[LZK24]
2024 TrainTicket DeepKL 60/–/40

P: 97.4%; R:

81.5%; F1:

88.7%

Olaya et al.

[POVTAC24]
2024 BoT-IoT; UNSW-NB15 DT + RF + SVM + LR

70/–/30 +

3-fold

Cross-

Validation

A: 99.62%; P:

99.25%; R:

96.96%; F1:

98.08% (DT);

A: 99.88%; P:

99.91%; R:

99.80%; F1:

99.85% (RF)
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Panahandeh

et al.

[PEJHLM24b]

2024

Social Network;Hotel

Reservation;Media

Service; Ticket Booking

Unsupervised GNN +

Critical Path Analysis
60/20/20 A: 86.4–96%

Ren et al.

[RYY+24]
2024

TrainTicket; Industrial

Dataset (Company ALC

production system)

Rule learning
5-fold Cross-

Validation
N/A

Rouf et al.

[RRL+24]
2024

QoTD;MicroSS;

TrainTicket
Hybrid GNN + GRU N/A N/A

Roy et al.

[RZB+24]
2024

Industrial Dataset

(Microsoft production

system)

LLM-based ReAct agent

(GPT-4)
N/A N/A

Somashekar

et al.

[SDA+24]

2024
Social Network

(DeathStarBench)
GAT 70/10/20

P: 90–94%; R:

89–91%; F1:

91–92%

Sun et al.

[SSM+24]
2024

Simulated E-commerce

Microservice System;

Bank Management System

Unsupervised

Self-Supervised

Learning (SSL)

N/A N/A

Tao et al.

[TZJ+24]
2024

Simulated E-commerce

Application System; GAIA;

MicroServo

Encoders + Multimodal

Adaptive

Optimization (MAO)

N/A

F1: 95.08%

(Simulated

e-commerce);

F1: 91.36%

(GAIA); F1:

82.60%

(MicroServo)

Wang et al.

[WHL+24]
2024

Industrial Dataset

(Tencent Online

production system)

Bayesian LSTM + Active

Learning

(approx.

70/-/30, not

explicit)

P: ≈66.8%; R:

≈76.5%; F1:

≈71.3%

Wang et al.

[WZF+24]
2024

Online Boutique;

TrainTicket
Multi-modal RCA 60/-/40

P: 87.5%; R:

91.3%; F1:

89.3%

Xie et al.

[XZG+24]
2024

eBay’s Microservices

System; Online Boutique

Latent causal inference

(variational)
N/A N/A

Yao et al.

[YPC+24]
2024

Global E-commerce

System (Service, Business)

Event-causal graph +

Graph ranking

(approx.

50/-/50)
N/A

Zhang et al.

[ZGB+24]
2024

CompanyX Incident

Dataset

GPT-4 In-Context

Learning (ICL)
N/A N/A

Zhang et al.

[ZZH+24]
2024 TrainTicket

Knowledge Graph

Embedding (KGE) +

KNN + Entity Fault

Association (EFA)-

Position Value (PV)

5-fold Cross-

Validation
A: 81.9%

Zheng et al.

[ZCHC24]
2024

Product Review; Online

Boutique; TrainTicket

Language Model (LM) +

Contrastive multimodal

causal graph

N/A N/A

Zhu et al.

[ZLTH24]
2024

TrainTicket; Social

Network
VAE 70/-/30 N/A

Ding et al.

[DMSB25]
2025

AIOps Challenge 2022;

GAIA; Social Network;

MMS

Wavelet-based

multimodal fusion +

Spatiotemporal GNN

with Denoising Diffusion

Probabilistic

Model (DDPM)

N/A

P: ≈95–96%; R:

≈94–97%; F1:

≈93-97%

Fernando et

al.

[FRA+25]

2025 SMD; iAnomaly

Intra-Cluster Parameter

Transfer

Learning (ICPTL) +

Mean Pairwise

Distance (MPD) +

Gaussian Mixture (GM)

with AE/IF/LSTM-AE

N/A

F1: ≈77%

(SMD); F1: ≤
96%

(iAnomaly)
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Gu et al.

[GLC+25]
2025

SMD; Industrial Dataset

(Huawei Cloud production

system)

GNN + GRU +

Latent-Conditioned

Variational

Autoencoder (LC-VAE)

50/-/50 N/A

Pei et al.

[PWL+25]
2025 Online Boutique

LLMMulti-Agent

(Standard Operating

Procedure (SOP))

N/A N/A

Sun et al.

[SLS+25]
2025

Simulated E-commerce

Microservice System;

Bank Management System

Graph

Autoencoder (GAE)
70/10/20

P: 92.6%; R:

91.1%; F1:

91.8%

Wang et al.

[WMD+25]
2025

TrainTicket; Online

Boutique

AttenAE + Transformer

Encoder with

Model-Agnostic Meta-

Learning (TEMAML)

N/A

A: 93.26%

(TrainTicket);

A: 85.20%

(Online

Boutique)

Wang et al.

[WZC25]
2025 GAIA;MSDS

GAT + Heterogeneous

Graph Transformer

Network (HGTN) +

Contrastive learning

N/A

P: ≈95%; R:

≈99%; F1: >

97%

Wang et al.

[WZCC25]
2025 GAIA;Hades VGAE + AE + KMeans 80/–/20

P: 96%; R:

99%; F1: 97%

(GAIA); P: 87%;

R: 94%; F1:

90% (Hades)

Wei et al.

[WSY+25]
2025 TrainTicket

Word2Vec + BiLSTM +

Attention + Clustering
70/10/20

A: ≈95.3%; P:

≈94.8%; R:

≈95.7%; F1:

≈95.2%

Xie et al.

[XWH+25]
2025

GAIA; AIOps Challenge

2022; Sock Shop;Hotel

Reservation

GraphSAGE GNN +

Task-oriented &

Contrastive learning +

Graph augmentation

N/A N/A

Xv et al.

[XGL+25]
2025

ISP Microservice System;

Commercial Bank (SOA

System, Oracle DB);

TrainTicket

GAT + GRU +

Kullback–Leibler (KL)
40/20/40 N/A

Yang et al.

[YHD+25]
2025

Public in-lab Multi-modal

Dataset; Simulated

Multi-modal Benchmark;

Industrial Dataset

(Alibaba production

system) & TrainTicket

Fine-grained

multi-modal Association

and Frequency Domain

Analysis for Anomaly

Detection (FFAD)

70/10/20

P: 90–92%; R:

≤ 100%; F1:

≈93.6%

2.4.4 Comparative Analysis

The comparative analysis between traditional andML-based anomaly detection approaches

highlights clear differences inmethodology, dataset usage, and overall performance (Sub-

sections 2.4.2 and 2.4.3).

Traditional methods are predominantly centered on statistical inference, causal analy-

sis, clustering, and rule based techniques. These approaches often rely on fault injection

testbeds such asTrainTicket andSock Shop, aswell as industrial production datasets from

providers such as Alibaba,Huawei, orMicrosoft. While effective in capturing anomalies
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in specific scenarios, they usually present limitations in terms of scalability, adaptability

to unseen anomalies, and the ability to generalize across heterogeneous microservice en-

vironments.

In contrast, ML-based approaches leverage supervised, unsupervised, and semi super-

vised techniques, ranging from classical models such as RF, SVM, and KNN, to advanced

architectures including AE, VAE, Recurrent Neural Network (RNN), LSTM, GRU, GNN,

GAT, and GCN. These methods demonstrate superior capacity to learn complex tempo-

ral and structural dependencies in microservices, enabling higher precision, recall, and

F1-scores across diverse datasets. Furthermore, ML-based methods increasingly adopt

multimodal anomaly detection strategies, integrating metrics, logs, and traces. They also

make use of both public benchmarks such as TrainTicket, Sock Shop, Online Boutique,

and DeathStarBench, and proprietary datasets collected from large scale production sys-

tems.

Overall, the transition from traditional to ML-based methods illustrates a paradigm shift

towards data driven anomaly detection. Traditional approaches provide interpretable and

computationally efficient baselines, while ML-based methods offer higher detection ac-

curacy, robustness to diverse fault types, and scalability in modern microservice environ-

ments. This evolution also suggests a trend where hybrid approaches, combining causal

inference with ML, are explored to balance interpretability with predictive power.

In conclusion, this comparison between traditional and ML-based approaches highlights

the strengths and limitations of each paradigm, directly motivating the methodological

choicesmade in Chapter 3, where the selectedML and ensemblemodels are implemented

and evaluated.

2.5 Available Datasets with Anomalies in Microservices

Several datasets have beenproposed in recent years to support research on anomaly detec-

tion in microservice based systems. These datasets differ in scope, size, and availability,

ranging from controlled benchmarks and simulated testbeds to proprietary datasets col-

lected from large scale production environments.

Publicly available benchmarks such asTrainTicket, Sock Shop,Hipster Shop,Online Bou-

tique, DeathStarBench, TeaStore, Bookinfo and µBench are widely adopted in the litera-

ture as representative microservice environments, frequently combined with fault injec-

tion to generate anomalous traces and logs. Similarly, multimodal datasets such as SMD,

GAIA, Hades, SWaT, WADI and Yahoo!S5 provide a combination of metrics, logs, and

traces, enabling evaluation of anomaly detection approaches under diverse conditions.

Competitions such as the AIOps Challenges (2018, 2020, 2022) have also provided pub-

lic datasets that serve as common benchmarks.
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On the other hand, several studies rely on proprietary datasets collected from real-world

production systems, including Alibaba, Huawei Cloud, Microsoft, Meta, JD.com, Ten-

cent,MeiTuan, and eBay, amongothers. These datasets are essential for validating anomaly

detection methods in realistic industrial scenarios, but are not publicly available due to

confidentiality restrictions.

Although the Table 2.3 presents an comprehensive overview of datasets identified in the

literature, it is worth highlighting that the benchmarks TrainTicket, Sock Shop, Online

Boutique, DeathStarBench, SMD, SWaT,WADI and the datasets from the AIOps Chal-

lenges are themost recurrent andwidely used inmicroservice anomaly detection research.

Table 2.3: List of Publicly Available and Proprietary datasets.

Dataset Name Year Availability

AIOps Challenge 2018 [LYC+23b] 2018 Publicly Available

AIOps Challenge 2020 [PEJHLM24a] 2020 Publicly Available

AIOps Challenge 2022 [TGYC23], [HYY+23], [DMSB25],

[XWH+25]
2022 Publicly Available

Alibaba [ZIY+23], [EKEJ24], [GWY+24], [LTW+24], [LHP+21],

[CZD+23], [YHD+25]
2019–2024 Proprietary

Ant Group [WZL+22] 2024 Proprietary

ATC [CDCP22] 2019 Proprietary

Azure [HER22] 2020 Proprietary

Bookinfo [PCLH21], [MST+23] 2016 Publicly Available

Chaos Echo [SFRB25] 2024 Publicly Available

CIRCA Dataset [LLY+22] 2021 Proprietary

Clearwater IMS [CDCP22] 2017 Publicly Available

CompanyX [ZGB+24] 2021 Proprietary

CPaaS [AK24] 2023 Proprietary

DeathStarBench [HZ21], [ZIY+23], [LCPAM19], [CDSL22],

[JQYL22], [SDV+22], [HZA+23], [SDA+24]
2019 Publicly Available

DeepFlow [SZX+23] 2023 Proprietary

eBay [GPW+20], [XPL+23], [XZG+24] 2020 Proprietary

GAIA [ZMZ+23], [TZJ+24], [DMSB25], [WZC25], [WZCC25],

[XWH+25]
2023 Publicly Available

Hades Dataset [LYC+23b], [WZCC25] 2023 Publicly Available

Hipster Shop [NVP21], [YCC+21], [TGYC23] 2018 Publicly Available
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Huawei Cloud [CLS+22], [YSS+21], [HZC+24], [CLS+21],

[GLC+25]
2019–2024 Proprietary

JD.com [SCL+19] 2019 Proprietary

KubAnomaly [THT+19] 2019 Publicly Available

LAMP-1800 and LAMP-3600 [BDSL21] 2020 Publicly Available

MariaDB (Docker) [AAV23a], [AAV23b] 2023 Publicly Available

MeiTuan [WRXY20] 2021 Proprietary

Meta [YWY+24] 2024 Proprietary

Microsoft [DZW+23], [GHS+24], [HRO24], [RZB+24] 2020–2024 Proprietary

Murphy [HZA+23] 2023 Proprietary

µBench [GGM+24] 2024 Publicly Available

NETFLIX-1800 and NETFLIX-3600 [BDSL21] 2020 Publicly Available

NETFLIX-1800-10 [IBP19] 2020 Publicly Available

Online Boutique [YCL+23], [HZC+24], [PHZ24a], [YCH+24],

[AWK25], [SFRB25], [PCLH21], [SNR+23], [BRM+24], [MST+23],

[WZF+24], [XZG+24], [ZCHC24], [PWL+25], [WMD+25]

2018 Publicly Available

SMD [HCCL23], [FRA+25], [GLC+25] 2019 Publicly Available

Sock Shop [NVP21], [GAN+22], [HKSG23], [GWY+24], [PHZ24a],

[AWK25], [ZPX+19], [LDC+20], [LDW+22], [GLZ+23], [HCCL23],

[XWH+25]

2016 Publicly Available

SWaT [WCF+23], [WCN+23], [HCCL23] 2016 Publicly Available

TeaStore [PHLHM24], [CLV22] 2017 Publicly Available

Tencent Online [WHL+24] 2023 Proprietary

TraceRCA [LCJ+21], [CLJ+23] 2021 Publicly Available

TrainTicket [ATP+21], [HZ21], [YSS+21], [YCL+23], [YPH+23],

[Dd24], [HZC+24], [LTW+24], [PHLHM24], [PHZ24a],

[TLSDM24], [ZDP+24], [AWK25], [ZPX+19], [ASA+21], [ZCY+21],

[LZL+22], [SDV+22], [ZPS+22], [ZPZ+22], [LYC+23a], [ZZX+23],

[DEMH+24], [HCCL23], [LZK24], [MST+23], [RYY+24],

[RRL+24], [WZF+24], [ZZH+24], [ZCHC24], [ZLTH24],

[WMD+25], [WSY+25], [XGL+25], [YHD+25]

2017 Publicly Available

TT-ARM [CLJ+23] 2023 Publicly Available

WADI [WCF+23], [WCN+23] 2017 Publicly Available

Yahoo [CLS+22] 2015 Publicly Available

Yahoo!S5 [LYC+23b] 2015 Publicly Available

Among these datasets, this dissertation adopts TraceRCA, a dataset that integrates traces,

invocation data, and anomaly labels, enabling both ML and ensemble-based approaches

to be systematically evaluated in Chapter 3.
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2.6 Conclusion

In this chapter, we reviewedmicroservices, their contrast with monolithic structures, and

the challenges of anomaly detection. We also synthesised traditional methods, rooted in

non-trainable statistical analysis, and ML-based approaches. This synthesis was guided

by a systematic literature review, supportedby thePRISMAFlowDiagram, ensuring trans-

parency and reproducibility.

As we move on to Chapter 3, these notions will prove essential to better understand mi-

croservices and how users and developers can safeguard the performance and stability of

distributed systems.
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Chapter 3

Classification Approach

3.1 Introduction

This chapter presents the practical component of the dissertation, which focuses on the

experimental design and implementation of anomaly detection methods in microservice

based systems. The experiments are conducted using the TraceRCA dataset, which pro-

vides labeled traces and anomaly information suitable for evaluating the effectiveness of

different ML approaches.

The chapter is organized as follows: Section 3.2 characterizes the TraceRCA dataset and

its features, providing the foundation for the subsequent stages; Section 3.3 details the

preprocessing and data preparation steps, including normalization and data splitting,

which are essential to ensure consistency in the experiments; Section 3.4 introduces the

MLalgorithms considered as non-ensemble baselines; Section 3.5 presents ensemblemeth-

ods, which constitute the core focus of this work; Section 3.6 describes the hyperparam-

eter tuning process, highlighting how different configurations are explored to optimize

model performance; Section 3.7 defines the evaluation strategy, outlining themetrics and

validation procedures adopted to compare the approaches; and finally, Section 3.8 con-

cludes the chapter with a summary of the experimental setup and a transition towards the

discussion of results.

3.2 Characterization of the Dataset and Features

Microservices architecture is a way of structuring an application into a set of microser-

vices, each with a specific functionality, that, despite communicating through APIs, are

independent of each other.

As per [LCJ+21] [CLJ+23], TraceRCA1 is a software tool designed to performRCA in com-

plex systems like microservices architecture. RCA is a technique that identifies the origin

of problems or failures in processes or systems, enabling the effective resolution of issues.

For instance, a failure might be an increase in the response time of one microservice,

which could consequently increase the response time of other microservices interacting

with it.

TraceRCA is based on the following premise: a microservice with more abnormal traces

and fewer normal traces passing through it is more likely to be the root cause of the prob-

1github.com/NetManAIOps/TraceRCA
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lem. Trace normality is inferred by TraceRCA from the normality of the invocations that

constitute them. Therefore, TraceRCA detects abnormal invocations rather than directly

detecting abnormal traces, as traces have variable lengths, which can impact the efficiency

or accuracy ofTraceRCA. If at least one invocation is determined to be abnormal, the trace

is considered abnormal, allowing the system to take as many abnormal traces as possible

into consideration when identifying the root cause, making TraceRCA both robust and

efficient [LCJ+21].

To detect root causes, TraceRCA follows three stages [LCJ+21], as shown in Figure 3.1.

In the initial stage, when a failure occurs, it is necessary to detect abnormal traces, which

TraceRCA accomplishes by analyzing the normality of trace invocations using an anomaly

detectionmethod that combinesData Analysis (DA) techniques andMLmodels like CNNs

or LSTMs. Anomalies may be minor and temporary or indicate more complex issues.

In the second stage, TraceRCA identifies the microservices causing problems. After de-

tecting anomalies in the traces, suspicious microservices are mined as a set rather than

individually, because sometimes only those traces that pass through a specific set of mi-

croservices are affected by a failure.

In the final stage, TraceRCA calculates a suspicious score for eachmicroservice suspected

of causing the problem, based on the number of traces containing abnormal incoming

and outgoing invocations. This score is derived from a combination of the Jaccard Index

(JI) score of each suspicious set and an internal suspicious score for each microservice

within the set. The internal score is calculated by the difference between the number of

traces containing abnormal incoming/outgoing invocations in the microservice among

all traces containing the suspicious set. If a trace containing the suspicious set shows

both abnormal incoming and outgoing invocations on a microservice, it is likely that this

microservice has been affected by othermicroservices, indicating it is not a causal anomaly

and that the anomaly was merely propagated through it. However, if the trace shows

only incoming or only outgoing abnormal invocations on a microservice, it is likely that

this microservice is the root cause of that trace. Based on these scores, TraceRCA ranks

microservices according to the severity of the issues, allowing failures to be resolvedmore

quickly [LCJ+21].

Figure 3.1: Overview of TraceRCAmethod (adapted from [LCJ+21]).
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TraceRCA offers the following advantages [LCJ+21]:

• Fast anomaly detection, even when compared to other DL approaches like Trace

Anomaly [XPL+23], which contains multiple parameters and is dependent on CPU

capacity.

• Reduced systemdowntime, as early and accurate anomaly detection allows for quicker

problem resolution.

• Capability to operate in complex environments with high data volumes.

Despite its significant advantages, there are some factors that may limit its use, such as

the complexity and high cost of implementation, as well as the dependency onML, which,

despite being an advantage, can make the anomaly detection process somewhat time-

consuming [LCJ+21].

3.3 Preprocessing and Data Preparation

Preprocessing was a crucial step to ensure consistency between service invocations and

the anomaly ground-truth in the TraceRCA dataset. Since the B.zip package already pro-
vides both the invocation logs (rca_*.csv) and the fault metadata (ret_info.csv), this
pipeline was designed to directly integrate these sources and generate a labeled dataset

suitable for training. The process consisted of threemain stages: data extraction and nor-

malization, anomaly label assignment, and final dataset construction. The preprocessing

procedure was structured into three main steps, which are described in detail in Subsec-

tions 3.3.1, 3.3.2 and 3.3.3 and illustrated in the pipeline shown in Figure 3.2.

3.3.1 Data Extraction and Normalization

The rca_*.csv files contain millions of service invocations with attributes such as times-
tamps, latency, source, and target services. These files were read in streaming mode

(chunks) to handle their large size. Columnnameswere standardized (e.g., unifying varia-

tions of succ or status_code), service identifiers were simplified (removing prefixes and
normalizing case), and timestamps were converted into epoch milliseconds. In paral-

lel, the ret_info.csv file was parsed to extract failure windows per service, stored in
ret_info.csv (interim) and ret_services_unique.csv.

3.3.2 Anomaly Label Assignment

To integrate ground-truth labels, each service invocation was matched against the fault

windows derived from ret_info.csv. An invocation was marked as anomalous (label =
1) if its source service matched the ground-truth service and its timestamp fell within the
defined failure interval. Otherwise, it was labeled as normal (label = 0). This step was
performed incrementally over each daily rca_*.csv, producing the consolidated labeled
dataset. The final file contained approximately 85.6 million records, with around 0.44%

anomalous cases.
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3.3.3 Final Dataset Construction

The last step validated the integrity of the labeled dataset. Checks were performed to

ensure correct timestamp ranges, the presence of all expected columns, and consistency

of label distribution. The final output was stored as data/processed/invocations\_
labeled.csv, which served as the baseline for anomaly labeling.

Figure 3.2: TraceRCA dataset preprocessing phase pipeline.

To ensure class balance and reduce the high volume of invocations (≈85M rows), a feature

summarization step was applied at the edge-minute level. This aggregation generated a

smaller dataset (features_edge_minute_balanced.parquet) with a consistent distribu-
tion of normal and anomalous samples, ready for training the ML algorithms presented

in Section 3.4.

3.4 Baseline Machine Learning Algorithms

To establish a reference for anomaly detection inmicroservices, a set of classical ML algo-

rithms was selected and evaluated on the processed TraceRCA dataset. These algorithms

represent well-known approaches with varying levels of complexity, interpretability, and

computational efficiency. The goal was to provide a solid baseline for performance com-

parison with ensemble methods, which will be introduced in Section 3.5.
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The models included:

• LogReg: a linear classifier widely used for binary classification, valued for its in-

terpretability and efficiency.

• SVM: a robustmethod capable of handling non-linear decision boundaries through

the use of kernel functions.

• DT: a non-linear model that recursively splits the feature space, producing inter-

pretable decision rules.

• MLP: a feed-forward NN that can capture complex non-linear relationships.

• KNN: an instance-based classifier that predicts based on the majority class among

the closest samples in feature space.

• GNB: a probabilistic model that assumes conditional independence between fea-

tures and is known for its simplicity and speed.

These algorithms provide diverse perspectives, fromprobabilistic to geometric and neural

approaches, enabling a broad assessment of baseline classification performance.

3.4.1 Experimental Setup

The experiments were conducted on the feature-engineered dataset (features\_edge\_
minute\_balanced.parquet), which contained approximately 1166 samples evenly dis-
tributed between normal and anomalous instances. This balanced representation was

obtained through feature summarization and undersampling, as explained in Subsec-

tion 3.3.3. The datasetwas subsequently divided into 70% for training, 20% for validation,

and 10% for testing, ensuring a consistent distribution of normal and anomalous samples

across all subsets.

Each algorithmwas implemented using the scikit-learn library [sci25a] and evaluated us-

ing 10-fold stratified cross-validation to ensure robustness of results. Performance was

measured through the followingmetrics: precision, recall, accuracy (train/test), F1-score,

and ROC-AUC.

In addition to classification performance, the experiments also included monitoring of

execution time, peak RAM usage, and average CPU utilization during training. This dual

focus on predictive accuracy and resource efficiency is essential to assess the practical ap-

plicability of ML algorithms in large-scale microservice environments.

All models were trained with their default hyperparameters, except for the MLP, which

was constrained to a maximum of 200 iterations. While this occasionally led to non-

convergence warnings, the results remained consistent and sufficiently reliable for base-

35



Anomaly Detection in Microservices Using Ensemble Methods

line comparison. This configuration was kept consistent across all baseline experiments

to ensure fair comparison.

3.4.2 Results Analysis

The performance results of the baseline algorithms are summarized in Table 3.1, which

presents the 10-fold cross-validation metrics alongside the corresponding test accuracy.

Each value represents the mean ± std across folds, with the best-performing results per
metric highlighted in bold.

Table 3.1: Performance of baseline algorithms (10-fold cross-validation). Best values are highlighted in bold.

Model Accuracy (train/test) Precision Recall F1-score ROC-AUC

LogReg 0.691 / 0.726 0.686 ± 0.039 0.708 ± 0.067 0.696 ± 0.043 0.781 ± 0.055

SVM 0.777 / 0.769 0.774 ± 0.066 0.797 ± 0.084 0.781 ± 0.048 0.851 ± 0.041

DT 0.869 / 0.897 0.855 ± 0.062 0.897 ± 0.070 0.872 ± 0.043 0.869 ± 0.045

MLP 0.791 / 0.803 0.776 ± 0.054 0.828 ± 0.049 0.799 ± 0.034 0.870 ± 0.041

KNN 0.769 / 0.812 0.745 ± 0.066 0.838 ± 0.058 0.785 ± 0.040 0.852 ± 0.051

GNB 0.615 / 0.607 0.572 ± 0.026 0.916 ± 0.062 0.704 ± 0.032 0.706 ± 0.062

Figure 3.3 provides a comparative visualization of the five evaluation metrics, accuracy,

precision, recall, F1-score, and ROC-AUC, across all baselinemodels. This representation

facilitates a more intuitive comparison of performance trends between algorithms.

Figure 3.3: Comparative performance metrics (Accuracy, Precision, Recall, F1-score, and ROC-AUC) of
baseline algorithms.

Table 3.2 reports the computational resource usage of each baseline model, including ex-

ecution time, peak RAM, and CPU utilization during training. Thesemetrics highlight not

only the classification efficiency but also the scalability of each algorithm when applied to

microservice environments.
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Table 3.2: Resource usage of baseline algorithms during training (10-fold mean ± std; lower is better).

Model Execution Time (s) Peak RAM (MB) CPU Utilization (%)

LogReg 0.00 ± 0.00 177.83 ± 0.08 95.13 ± 15.40

SVM 0.05 ± 0.00 189.38 ± 3.26 99.92 ± 0.26

DT 0.00 ± 0.00 192.72 ± 0.00 96.03 ± 12.55

MLP 0.02 ± 0.01 192.87 ± 0.02 99.85 ± 0.48

KNN 0.00 ± 0.00 193.06 ± 0.00 92.28 ± 24.43

GNB 0.00 ± 0.00 193.06 ± 0.00 100.00± 0.00

The baseline models exhibited distinct performance patterns across metrics. The DT

achieved the highest F1-score and the second-highest ROC-AUC, demonstrating strong

capability in capturing non-linear decision boundaries and effectively handling feature

interactions. TheMLP also performed competitively, achieving the best ROC-AUC value

overall, indicating good predictive stability across folds. Meanwhile, the SVM achieved

consistent but slightly lower predictive performance, reflecting robust yet less expressive

boundaries due to its kernel-based optimization process. The LogReg model provided

a reasonable trade-off between interpretability and predictive accuracy, while remaining

computationally efficient.

In contrast, the KNN and GNB models showed comparatively lower predictive perfor-

mance, the latter relying on conditional independence assumptions that limited its ca-

pacity to generalize effectively under the balanced TraceRCA dataset.

Regarding resource usage, the LogReg model was the most efficient, requiring mini-

mal execution time and memory. Conversely, theMLP and SVM consumed the highest

amount of computational resources, followed by theDT, which displayedmoderate train-

ing costs. CPU utilization remained stable across models, indicating consistent scalability

during training.

Overall, the results demonstrate that baseline algorithms can achieve competitive anomaly

detectionperformance inmicroservice environmentswhilemaintaining relatively low com-

putational cost. These findings establish a robust baseline for direct comparison with the

ensemble-based approaches introduced in Section 3.5.

3.5 Ensemble Methods

To build upon the established baseline results, a set of ensemble methods was selected

and evaluated on the processed TraceRCA dataset. Ensemble methods combine the pre-

dictions of multiple base learners to improve robustness, generalization, and anomaly

detection performance, often outperforming single models in complex microservice envi-

ronments. The goal was to establish a stronger benchmark for direct comparison with the
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baseline models introduced in Section 3.4.

The models included:

• RF: an ensemble of DTs trained via bagging, providing stability and reduced vari-

ance.

• HGBM: a boosting method that leverages histogram binning for efficient training

on tabular data.

• XGBoost: a highly optimized gradient boosting framework with regularization,

widely adopted for anomaly detection and classification tasks.

• LightGBM: a gradient boosting method designed for efficiency and scalability,

based on leaf-wise tree growth and advanced sampling strategies.

These ensemble methods provide diverse perspectives on combining multiple learners,

enabling a more robust evaluation of anomaly detection in microservices. The goal was to

establish a stronger benchmark for direct comparison with the baseline models, ensuring

a coherent foundation for subsequent analysis in Section 3.6.

3.5.1 Experimental Setup

The experiments were conducted on the feature-engineered dataset (features\_edge\_
minute\_balanced.parquet), which contained approximately 1166 samples evenly dis-
tributed between normal and anomalous instances. The dataset was subsequently divided

into 70% for training, 20% for validation, and 10% for testing, ensuring a consistent dis-

tribution of normal and anomalous samples across all subsets.

Each ensemble method was implemented using the scikit-learn library [sci25a], along

with dedicated frameworks for LightGBM [KMF+17] and XGBoost [CG16]. A 10-fold

stratified cross-validation procedure was employed to evaluate robustness and consis-

tency, measuring performance through the following metrics: precision, recall, accuracy

(train/test), ROC-AUC, and F1-score.

In addition to classification performance, the experiments also included monitoring of

execution time, peak RAM usage, and average CPU utilization during training. This dual

focus on predictive accuracy and resource efficiency was essential to assess the practical

applicability of ensemble methods in large-scale microservice environments.

All models were trained using their default hyperparameters, with minor adjustments to

ensure stable convergence (e.g., number of estimators, maximum tree depth, and learning

rate). This configuration was kept consistent across all ensemble experiments to ensure

fair comparison with the baseline models.
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3.5.2 Results Analysis

The performance results of the ensemble methods are summarized in Table 3.3, which

reports the mean ± std values across 10-fold cross-validation. Each metric represents
the average performance of the model across folds, with the best-performing results per

metric highlighted in bold.

Table 3.3: Performance of ensemble methods (10-fold cross-validation). Best values are highlighted in bold.

Model Accuracy (train/test) Precision Recall F1-score ROC-AUC

RF 0.871 / 0.932 0.844 ± 0.065 0.922± 0.032 0.879 ± 0.032 0.951 ± 0.023

HGBM 0.879 / 0.966 0.855 ± 0.036 0.917 ± 0.052 0.883 ± 0.025 0.958 ± 0.019

XGBoost 0.907 / 0.966 0.879 ± 0.043 0.946 ± 0.029 0.911 ± 0.029 0.972 ± 0.017

LightGBM 0.903 / 0.966 0.878 ± 0.051 0.941± 0.023 0.907± 0.029 0.969± 0.018

Figure 3.4 provides a comparative visualization of the five evaluation metrics, accuracy,

precision, recall, F1-score, and ROC-AUC, across all ensemble models. This representa-

tion facilitates a clearer interpretation of performance trends and reinforces the advantage

of ensemble learning for anomaly detection tasks.

Figure 3.4: Comparative performance metrics (Accuracy, Precision, Recall, F1-score, and ROC-AUC) of
ensemble methods.

Table 3.4 reports the computational resource usage of each ensemble method, including

execution time, peak RAM, and CPU utilization during training. These metrics highlight

not only the predictive capability but also the computational efficiency of each approach

when applied to microservice environments.
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Table 3.4: Resource usage of ensemble methods during training (10-fold mean ± std; lower is better).

Model Execution Time (s) Peak RAM (MB) CPU Utilization (%)

RF 0.15 ± 0.00 214.05 ± 0.62 100.00± 0.00

HGBM 0.21 ± 0.01 216.85 ± 0.20 100.00± 0.00

XGBoost 0.38 ± 0.03 230.99± 3.30 100.00± 0.00

LightGBM 1.28 ± 0.02 253.09 ± 4.15 100.00± 0.00

The ensemblemethods demonstrated consistently highperformance and robustness across

all evaluationmetrics. TheXGBoostmodel achieved the highest F1-score andROC-AUC,

confirming its strong capability to model complex non-linear feature interactions effec-

tively. The HGBM followed closely, showing competitive results across all metrics with

slightly higher training times. Meanwhile, theRFmodel achieved strong recall and good

overall accuracy, balancing predictive powerwith computational efficiency. TheLightGBM

model also provided reliable results, with balanced scores and stable generalization across

folds.

In terms of computational efficiency, the results in Table 3.4 show clear trade-offs between

resource consumption and predictive performance. TheRFwas themost efficient model,

exhibiting the lowest execution time and memory usage, making it ideal for lightweight

deployments. The XGBoost achieved a strong balance between performance and effi-

ciency, with moderate training costs and stable scalability. Conversely, the HGBM re-

quired the highest execution time, while the LightGBM consumed slightly less time and

memory but maintained similar computational overheads.

Overall, the results highlight that ensemble algorithms provide superior anomaly detec-

tion performance compared to single baseline models, maintaining a favorable balance

between predictive accuracy and computational cost. These findings confirm the effec-

tiveness of ensemble-based learning in microservice environments and establish a strong

foundation for subsequent hyperparameter optimization and evaluation in Section 3.6.

3.6 Hyperparameter Tuning

MLmodels often rely on hyperparameters that strongly influence predictive performance

and computational efficiency. While default settings can serve as a starting point, they

maynot be optimal for anomaly detection inmicroservices, where class imbalance, feature

interactions, and execution constraints are critical. To ensure a fair comparison between

baseline and ensemble models, a hyperparameter tuning stage was performed, aiming to

identify configurations that balance predictive accuracy and resource efficiency.
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3.6.1 Methodology

The tuning process was conducted on the feature-engineered dataset introduced in Sec-

tion 3.3, using 10-fold stratified cross-validation for consistency with the experimental

setup in Sections 3.4 and 3.5. The primary optimization criterion was the F1-score, as

it balances precision and recall and is particularly suitable for anomaly detection tasks,

where both false positives and false negatives must be controlled.

Secondary metrics, including accuracy and ROC-AUC, were also monitored to comple-

ment the primary F1-score evaluation.

Computational resources weremeasured in parallel, including execution time, peak RAM,

and average CPU utilization, to assess the trade-offs between predictive power and effi-

ciency. All experimentswere implemented in scikit-learn [sci25a], LightGBM, andXGBoost,

with fixed random seeds for reproducibility.

3.6.2 Tuning Strategy

To balance exploration of the parameter space with computational cost, a Randomized

Grid Search approach was adopted, implemented through the RandomizedSearchCV util-
ity of scikit-learn [sci25b]. Compared with exhaustive GridSearchCV, this method sam-
ples from predefined parameter ranges, providing broader coverage with fewer evalua-

tions.

Each model was associated with a set of relevant hyperparameters:

• Baseline models:

– LogReg (C, penalty).

– SVM (C, gamma, kernel).

– DT (max_depth,min_samples_split).

– MLP (alpha, hidden_layer_sizes, learning_rate_init).

– KNN (n_neighbors,weights).

– GNB (var_smoothing).

• Ensemble models:

– RF (n_estimators,max_depth).

– HGBM (max_depth, learning_rate, l2_regularization).

– XGBoost (learning_rate,max_depth, n_estimators, subsample).

– LightGBM (learning_rate, n_estimators, num_leaves,max_depth).

The search space was constrained to ranges widely used in literature and previous bench-

marks for tabular anomaly detection. This ensured both reproducibility and practical run-

time feasibility.
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3.6.3 Best Hyperparameters Selection

Table 3.5 summarizes the best hyperparameters selected for each model. The reported

values correspond to the configuration that maximized the mean F1-score across 10-fold

cross-validation.

Table 3.5: List of selected hyperparameters maximizing mean F1-score for baseline and ensemble models
(10-fold cross-validation). Best values are highlighted in bold.

Model Selected Hyperparameters CV F1 (mean)

LogReg C = 0.0746, penalty = l2 0.6125

SVM C = 10.6311, gamma = 0.00093, kernel = rbf 0.6559

DT max_depth = 4, min_samples_split = 2 0.6798

MLP alpha = 0.0003, hidden_layer_sizes = (50,), learning_rate_init = 0.001 0.6675

KNN n_neighbors = 9, weights = uniform 0.6611

GNB var_smoothing = 1e-09 0.6154

RF n_estimators = 200, max_depth = 10 0.6890

HGBM max_depth = 5, learning_rate = 0.05, l2_regularization = 0.1 0.6938

XGBoost learning_rate = 0.05, max_depth = 6, n_estimators = 150, subsample = 0.9 0.7041

LightGBM learning_rate = 0.0608, n_estimators = 100, num_leaves = 31, max_depth = -1 0.7020

These hyperparameter choiceswere subsequently fixed and used consistently for the com-

parative evaluation in Chapter 4. The tuning process provided optimized configurations

for both baseline and ensemble models, enabling fair and meaningful comparison be-

yond default settings. By adopting a Randomized Grid Search with F1-score as the pri-

mary objective, themethodology balanced predictive performance with computational ef-

ficiency. Overall,XGBoost achieved the bestmean F1-score (0.7041), closely followed by

LightGBM (0.7020) andHGBM (0.6938), confirming the advantage of ensemblemeth-

ods on this dataset, particularly gradient boosting techniques. These optimized hyperpa-

rameters established a reliable foundation for the subsequent comparative evaluation and

performance analysis presented in Chapter 4.

3.7 Evaluation Strategy

A rigorous evaluation strategy is essential to ensure that the models trained and tuned in

the previous sections can be compared fairly and consistently. This section outlines the

performancemetrics, validation procedures, and reproducibility practices adopted in this

work.

3.7.1 Performance Metrics

The primary evaluation metric was the F1-score, as it provides a harmonic balance be-

tween precision and recall. This choice is particularly suitable for anomaly detection in
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microservices, where false positives (misclassifying normal behavior as anomalous) and

false negatives (failing to detect anomalies) are equally detrimental. Figure 3.5 illustrates

the conceptual relationship among the evaluation metrics used in this work, highlighting

how the F1-score integrates Precision and Recall, while Accuracy and ROC-AUC

provide complementary perspectives on classification performance.

Figure 3.5: Conceptual overview of the evaluation metrics used in this study. The F1-score represents the
harmonic balance between Precision and Recall, while Accuracy reflects the overall correctness of
classifications. Finally, ROC-AUC provides a global assessment of discriminative performance across

thresholds.

In addition to the F1-score, the following secondary metrics were also monitored to pro-

vide a broader assessment of model performance:

• Accuracy - measures the overall proportion of correctly classified instances.

• Precision - quantifies the proportion of correctly identified anomalies among all

instances predicted as anomalous.

• Recall (Sensitivity) - measures the proportion of true anomalies correctly detected.

• ROC-AUC - provides an aggregate view of performance across different classifi-

cation thresholds by averaging results equally across classes. This is particularly

appropriate in imbalanced settings, as it avoids domination of the majority class.

These metrics complement the F1-score by capturing different perspectives of perfor-

mance, ensuring that models are not only balanced but also effective in scenarios with

varying class distributions.
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3.7.2 Validation Procedure

To ensure robust and unbiased results, all models were evaluated using 10-fold strati-

fied cross-validation. The stratificationpreserved the proportion of normal and anoma-

lous instances within each fold, avoiding distortions caused by class imbalance.

The dataset was initially divided into three subsets following a 70/20/10 split for train-

ing, validation, and testing, respectively. The cross-validation procedurewas then applied

exclusively to the training subset to fine-tunemodel parameters and assess generalization

performance in a controlled manner. For each of the ten folds, models were trained on

90% of the training data and validated on the remaining 10%, with the process repeated

iteratively and results averaged across all folds.

This two-stage validation scheme, combining a fixeddata splitwith 10-fold stratified cross-

validation, mitigated overfitting risks and provided amore reliable estimate ofmodel gen-

eralization compared to a single train/test partition. As shown in Figure 3.6, this pro-

cess illustrates how the TraceRCA dataset was divided and how cross-validation was inte-

grated into the training and evaluation workflow. This approach ensured consistency and

fairness across baseline and ensemble models, allowing direct comparison of predictive

performance under equivalent evaluation conditions.

Figure 3.6: Overview of the validation process adopted in this study. The TraceRCA dataset was divided
into training (70%), validation (20%), and testing (10%) subsets. A 10-fold stratified cross-validation was
applied exclusively to the training subset during the hyperparameter tuning phase, ensuring robust model
generalization and minimizing overfitting. The validation subset was used for intermediate assessment,

while the hold-out test set supported the final model evaluation.
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3.7.3 Reproducibility and Resource Monitoring

To guarantee reproducibility, fixed random seeds were used across all models and proce-

dures. All experimentswere implemented in scikit-learn [sci25a],XGBoost, andLightGBM,

ensuring consistency in the training and evaluation pipeline. Table 3.6 summarizes the

computational metrics monitored during model training, which were used to assess both

computational efficiency and scalability across models.

Table 3.6: Summary of computational resource metrics monitored during model training.

Metric Description and Purpose

Execution Time (s) Measures total training duration for each model, indicating computa-
tional efficiency and scalability.

Peak RAM (MB) Records maximum memory consumption during training, reflecting
model memory footprint and suitability for deployment.

CPU Utilization (%) Captures average CPU load during model execution, highlighting the
computational intensity of each algorithm.

In parallel, computational resource usage was recorded during the training phase of each

model, including execution time, peak RAM consumption, and average CPU utilization.

While not the primary optimization target, these measurements allowed assessing the

trade-offs between predictive accuracy and computational efficiency. The summarized

results of this monitoring are reported in Tables 3.2 and 3.4, corresponding to baseline

and ensemble models respectively. These evaluations are particularly relevant for mi-

croservice environments, where scalability and resource constraints are critical.

This evaluation strategy ensured methodological consistency and fair comparison across

all models, providing a solid foundation for the comprehensive performance analysis pre-

sented in Chapter 4.

3.8 Conclusion

This chapter detailed the complete methodological pipeline adopted for anomaly detec-

tion in microservices, encompassing data preprocessing, model selection, hyperparame-

ter tuning, and the evaluation strategy. Throughout this process, both baseline and en-

semble models were systematically prepared under consistent experimental conditions,

with optimizedhyperparameters ensuring fair comparability. Thedefined evaluation frame-

work, centered on the F1-score and complemented by secondarymetrics such as accuracy,

precision, recall, andROC-AUC, ensuredmethodological rigor and reproducibility. In ad-

dition, the monitoring of computational resources, including execution time, peak RAM

usage, and CPU utilization, provided a balanced assessment between predictive accuracy

and scalability.
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Overall, the proposed methodology establishes a robust and reproducible foundation for

evaluating anomaly detection methods in microservice environments, where scalability

and real-time performance are critical, providing the groundwork for Chapter 4, which

presents and discusses the comparative experimental results, analyzing trade-offs be-

tween accuracy, resource efficiency, and scalability.
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Chapter 4

Results and Discussion

4.1 Introduction

This chapter presents the experimental results derived from the ML models introduced

in Chapter 3, applying the methodological framework previously defined to evaluate their

effectiveness in anomaly detection withinmicroservices. The analysis focuses on compar-

ing baseline and ensemble-based approaches, emphasizing both predictive performance

and computational efficiency.

The chapter is structured as follows: Section 4.2 reports the performance of individual

models, grouped into baseline and ensemble categories; Section 4.3 presents a compara-

tive assessment that consolidates the results through aggregated tables and resource uti-

lization metrics, providing insights into the trade-offs between accuracy and efficiency;

Section 4.4 discusses the findings in a broader context, interpreting the results with re-

spect to anomaly detection challenges in microservice-based systems; and finally, Sec-

tion 4.5 concludes the chapter by summarizing the key insights and preparing the ground

for the conclusions and future work presented in Chapter 5.

4.2 Results of Baseline and Ensemble Models

This section presents the updated evaluation results of theMLmodels introduced inChap-

ter 3, assessed on the TraceRCA dataset. The models are grouped into two categories:

baseline approaches, which serve as classical references, and ensemble methods,

which combine multiple learners to enhance robustness and predictive power.

Performancewas evaluated using themetrics defined in Section 3.7, namely F1-score, pre-

cision, recall, accuracy, andROC-AUC. All reported values correspond to the mean ± std
computed from a 10-fold stratified cross-validation, ensuring robust and unbiased com-

parisons. The Subsections 4.2.1 and 4.2.2 present the detailed results for baseline and

ensemble models, respectively.

4.2.1 Baseline Models Performance

Table 4.1 summarizes the results of the baselinemodels evaluated on theTraceRCAdataset.

Among these, the DT achieved the highest overall performance, with an F1-score of ap-

proximately 0.813 ± 0.019 and accuracy of 0.809 ± 0.018, showing a balanced trade-

off between precision and recall. The KNN also performed competitively (F1 ≈ 0.801 ±

47



Anomaly Detection in Microservices Using Ensemble Methods

0.034, ROC-AUC≈ 0.771± 0.028), confirming its robustness and generalization capabil-

ity. The SVM displayed the highest precision (0.859) but slightly lower recall (0.716), in-

dicating a tendency toward false negatives. Conversely, theGNB obtained moderate per-

formance across metrics, while the LogReg remained the weakest baseline (F1 ≈ 0.640,

ROC-AUC ≈ 0.613), serving as a lower-bound reference. TheMLP also showed under-

performance relative to the tree-based and neighbor-based models, with F1 ≈ 0.617 ±
0.025 and accuracy ≈ 0.617 ± 0.025.

Table 4.1: Performance of baseline models (mean ± std over 10 folds).

Model Precision Recall F1-score Accuracy (test) ROC-AUC

LogReg 0.544 ± 0.043 0.705 ± 0.064 0.613± 0.046 0.556 ± 0.053 0.575 ± 0.074

SVM 0.859 ± 0.050 0.717 ± 0.051 0.780 ± 0.038 0.798 ± 0.033 0.872 ± 0.037

DT 0.660 ± 0.038 0.931 ± 0.072 0.771 ± 0.044 0.725 ± 0.049 0.766 ± 0.053

KNN 0.746 ± 0.042 0.821± 0.034 0.782 ± 0.035 0.770 ± 0.037 0.851 ± 0.033

MLP 0.333± 0.224 0.602± 0.488 0.403 ± 0.323 0.499± 0.005 0.496 ± 0.012

GNB 0.556 ± 0.075 0.739 ± 0.072 0.627± 0.031 0.558 ± 0.068 0.629± 0.041

Overall, these results demonstrate that DT and KNN achieved the most consistent per-

formance across folds, as indicated by their low standard deviations, validating their reli-

ability as baseline reference models.

Figure 4.1: Performance comparison of baseline models in terms of F1-score (mean ± std over 10 folds).

Figure 4.1 provides a visual comparison focused on the F1-score, themain evaluationmet-

ric in this study. The bar chart highlights the superior performance ofDT andKNN, while

the remaining baselines show lower andmore variable results, confirming the robustness

of these two algorithms.
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4.2.2 Ensemble Models Performance

Table 4.2 reports the results of the ensemble models, which clearly outperform the base-

lines across all evaluation metrics. TheXGBoostmodel achieved the best overall perfor-

mance, with an F1-score of approximately 0.895± 0.030, accuracy of 0.869± 0.036, and

ROC-AUC of 0.937 ± 0.034, demonstrating its superior predictive strength and general-

ization ability. The HGBM followed closely (F1 ≈ 0.892 ± 0.031, ROC-AUC ≈ 0.943 ±
0.021), exhibiting a highly stable and efficient learning process. LightGBM andRF also

achieved competitive results (F1 ≈ 0.874–0.879, ROC-AUC ≈ 0.939–0.945), confirming

the strong and consistent performance of boosting-based ensemble techniques.

Overall, these results show that boosting methods (XGBoost,HGBM, and LightGBM)

achieved the highest predictive capability andmost consistent behavior across folds, char-

acterized by low standard deviations. The RF, while slightly less accurate, demonstrated

remarkable efficiency and stability, reinforcing its role as a reliable ensemble baseline.

Table 4.2: Performance of ensemble models (mean ± std over 10 folds).

Model Precision Recall F1-score Accuracy (test) ROC-AUC

RF 0.804 ± 0.040 0.941 ± 0.033 0.867 ± 0.030 0.855 ± 0.034 0.935± 0.024

HGBM 0.801 ± 0.027 0.892 ± 0.032 0.843± 0.022 0.834± 0.023 0.917± 0.018

XGBoost 0.818 ± 0.046 0.929± 0.037 0.869 ± 0.034 0.860 ± 0.038 0.932± 0.021

LightGBM 0.831 ± 0.022 0.921 ± 0.035 0.873 ± 0.018 0.866 ± 0.018 0.936 ± 0.013

To complement these results, Figure 4.2 provides a visual comparison focused on the F1-

score, themain evaluationmetric adopted in this study. The bar chart highlights the supe-

rior and stable performance of the boosting-based models, particularly XGBoost, while

all ensemblemethods clearly outperform the baselines in terms ofmean performance and

variance across folds.

Figure 4.2: Performance comparison of ensemble models in terms of F1-score (mean ± std over 10 folds).
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In summary, the results summarized in Table 4.2 and illustrated in Figure 4.2 confirm

that:

• XGBoost achieved the highest overall F1-score, accuracy, and ROC-AUC, standing

out as the best-performing model.

• HGBM andLightGBM also achieved excellent and highly consistent results across

folds, validating the effectiveness of gradient boosting techniques.

• RF displayed slightly lower scores but remained an efficient and stable alternative

with minimal variance.

These findings consolidate the ensemble models as the top-performing group, establish-

ing a strong reference for comparison in terms of predictive power and stability. The

Section 4.3 further examines the computational efficiency of these models by analyzing

runtime, CPU, and memory usage.

4.3 Comparative Analysis and Resource Evaluation

This section presents a comparative analysis of baseline and ensemble models, consoli-

dating the results discussed in Subsections 4.2.1 and 4.2.2. The analysis considers both

predictive performance and computational efficiency, providing a global assessment that

highlights the trade-offs between accuracy, stability, and resource consumption when ap-

plying anomaly detection methods to microservice-based systems.

Table 4.3 reports the aggregated performance metrics of all evaluated models. As ex-

pected, the ensemble methods consistently outperformed the baselines across all evalu-

ation metrics. Among the ensembles, LightGBM achieved the highest overall perfor-

mance, with an average F1-score of 0.873 ± 0.018, accuracy of 0.866 ± 0.018, and a

ROC-AUC of 0.936 ± 0.013. The XGBoost and HGBM models followed closely, con-

firming the robustness of boosting-based ensembles for anomaly detection in distributed

microservice environments.

Among the baseline models,DT andKNN remained the most competitive, achieving F1-

scores of 0.771 ± 0.044 and 0.782 ± 0.035, respectively. Both demonstrated balanced

trade-offs between precision and recall but with higher variance across folds. The SVM

also exhibited strong recall performance (0.717 ± 0.051) but slightly lower stability, sug-

gesting sensitivity to data imbalance. Conversely, theLogRegmodel showed the weakest

performance, serving as a lower reference baseline, whileGNB andMLP delivered mod-

erate yet less reliable results.

50



Anomaly Detection in Microservices Using Ensemble Methods

Table 4.3: Performance comparison of baseline and ensemble models (mean ± std over 10 folds).

Model Precision Recall F1-score Accuracy (test) ROC-AUC

LogReg 0.544 ± 0.043 0.705 ± 0.064 0.613± 0.046 0.556 ± 0.053 0.575 ± 0.074

SVM 0.859 ± 0.050 0.717 ± 0.051 0.780 ± 0.038 0.798 ± 0.033 0.872 ± 0.037

DT 0.660 ± 0.038 0.931 ± 0.072 0.771 ± 0.044 0.725 ± 0.049 0.766 ± 0.053

KNN 0.746 ± 0.042 0.821± 0.034 0.782 ± 0.035 0.770 ± 0.037 0.851 ± 0.033

MLP 0.333 ± 0.224 0.602± 0.488 0.403 ± 0.323 0.499± 0.005 0.496 ± 0.012

GNB 0.556 ± 0.075 0.739 ± 0.072 0.627 ± 0.031 0.558 ± 0.068 0.629 ± 0.041

RF 0.804 ± 0.040 0.941± 0.033 0.867± 0.030 0.855 ± 0.034 0.935± 0.024

HGBM 0.801 ± 0.027 0.892 ± 0.032 0.843± 0.022 0.834± 0.023 0.917± 0.018

XGBoost 0.818 ± 0.046 0.929± 0.037 0.869 ± 0.034 0.860± 0.038 0.932± 0.021

LightGBM 0.831 ± 0.022 0.921± 0.035 0.873 ± 0.018 0.866 ± 0.018 0.936 ± 0.013

To complement predictive performance, the resource consumption of all models was eval-

uated, as summarized in Table 4.4. During training, RF exhibited the most efficient exe-

cution time among ensemble methods, comparable to the fastest baselines, while boost-

ing methods (LightGBM,HGBM, andXGBoost) required longer training times due to

their iterative optimization processes.

Regardingmemory utilization, baselinemodelswere generally lighter, thoughRFdemon-

strated competitive memory efficiency relative to simpler baselines. Boosting methods,

especially LightGBM, demanded slightly higher RAM allocation due to gradient-based

learning and multi-stage computation. In terms of CPU usage, the ensembles showed

moderate-to-high utilization levels, consistent with their parallel computation patterns.

Table 4.4: Resource usage comparison of baseline and ensemble models (mean ± std over 10 folds).

Model Execution Time (s) Peak RAM (MB) CPU Utilization (%)

LogReg 0.0 ± 0.0 202.1± 0.1 47.9 ± 0.0

SVM 0.1 ± 0.0 211.8 ± 3.7 50.0 ± 0.0

DT 0.0 ± 0.0 216.9 ± 0.0 47.8 ± 0.0

KNN 0.0 ± 0.0 217.1 ± 0.1 47.2 ± 0.0

MLP 0.0 ± 0.0 217.6 ± 0.1 50.0 ± 0.0

GNB 0.0 ± 0.0 217.7 ± 0.0 50.0 ± 0.0

RF 0.2 ± 0.0 230.0± 4.9 50.0 ± 0.0

HGBM 0.2 ± 0.0 239.2± 0.1 389.4 ± 0.0

XGBoost 0.1 ± 0.0 242.3± 0.1 146.9 ± 0.0

LightGBM 0.3 ± 0.0 246.6 ± 0.7 95.3 ± 0.0
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Figures 4.3, 4.4, and 4.5 provide a visual comparison of performance and efficiency met-

rics. Figure 4.3 shows the relative F1-score performance, reinforcing the superiority of

boosting ensembles over traditional baselines. Figure 4.4 highlights the trade-off between

accuracy and computational cost, where boosting methods achieved superior predictive

power at the expense of longer training times. Finally, Figure 4.5 depicts peak RAM con-

sumption, confirming that ensemble models, particularly gradient boosting techniques,

require slightly more memory to achieve higher performance stability.

Figure 4.3: Comparison of baseline and ensemble models in terms of F1-score (mean ± std over 10 folds).

Figure 4.4: Comparison of baseline and ensemble models in terms of execution time (mean ± std over 10
folds).
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Figure 4.5: Comparison of baseline and ensemble models in terms of peak RAM usage (mean ± std over 10
folds).

Overall, the comparative analysis confirms the clear advantage of ensemblemethods, par-

ticularly boosting-based techniques, for anomaly detection in microservices. While these

models demand higher computational resources, their trade-off is justified by substan-

tial improvements in predictive performance and stability. These findings emphasize the

importance of balancing accuracy and efficiency depending on deployment constraints

and scalability requirements. The insights obtained here provide the foundation for the

broader discussion of findings in Section 4.4.

4.4 Discussion of Findings

This section discusses the key findings derived from the experimental evaluation of both

baseline and ensemble models on the TraceRCA dataset. The discussion integrates the

results presented in Section 4.3, interpreting them in light of related literature and prac-

tical implications for anomaly detection in microservice-based environments. The goal

is to synthesize insights regarding predictive performance, computational efficiency, and

their relevance for real-world applications.

The overall results confirmed that ensemble-based approaches consistently outperformed

traditional baselines across all evaluation metrics. Among these, boosting techniques

such as LightGBM, XGBoost, and HGBM achieved the highest mean F1-scores and

ROC-AUC values, demonstrating superior predictive capability and stability. In partic-

ular, LightGBM yielded the strongest overall performance (F1-score = 0.873 ± 0.018,

accuracy = 0.866 ± 0.018, ROC-AUC = 0.936 ± 0.013), validating its effectiveness for

anomaly detection in complexmicroservice environments. TheRFmodel, although slightly

less accurate, maintained robust and stable results with lower resource consumption, con-

firming its reliability as an efficient ensemble baseline.
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Among baseline models, DT and KNN demonstrated the most competitive results, bal-

ancing recall and precision while maintaining moderate stability across folds. The SVM

also achieved strong recall but exhibited greater variance, indicating sensitivity to data

imbalance. In contrast, LogReg, GNB, andMLP presented weaker and less stable be-

havior, reinforcing the limitations of simpler linear and shallowmodels in capturing non-

linear dependencies typical of distributed traces.

The obtained findings are consistent with the trends observed in previous research, such

as TraceGra [CLJ+23] and ServiceRank [MLPW22], where advanced ML and graph-

based methods were shown to outperform classical baselines in microservice anomaly

detection. Similar to these studies, the strong results of boosting-based ensembles high-

light the benefits of combining multiple weak learners to capture complex inter-service

dependencies and temporal patterns inherent in distributed architectures. Interestingly,

the competitive behavior ofDT andKNN further supports observations fromearlierwork

that model effectiveness can vary depending on dataset granularity, feature construction,

and the heterogeneity of service interactions.

A crucial aspect revealed by the experiments concerns the trade-off between predictive

performance and computational efficiency. As reported in Table 4.4, boosting ensembles

achieved the highest accuracy at the expense of increased execution time and memory

consumption, primarily due to iterative optimization and multi-stage learning. Never-

theless, their computational cost remained within practical limits, suggesting that these

models are suitable for real-time or near-real-time monitoring scenarios with adequate

resources. Conversely,RF offered an attractive middle ground, combining solid accuracy

withmoderate runtime and resource usage. Baselinemethods such as LogReg andGNB

were computationally lightweight but lacked predictive reliability, limiting their applica-

bility in dynamic production systems.

Fromadeployment perspective, these findings emphasize the importance of aligningmodel

selectionwith systemconstraints andoperational goals. Inmission-critical environments,

where anomaly detection accuracy is paramount, boosting ensembles such asLightGBM

orXGBoost are recommendeddespite their higher computational demands. For resource-

constrained or latency-sensitive systems, more efficient models like RF may provide a

viable compromise, ensuring consistent performance while maintaining scalability. In

contrast, simple baselines could still serve as rapid detection mechanisms in lightweight

edge scenarios, though with limited precision and robustness.

While the current evaluation offers valuable insights, several limitationsmust be acknowl-

edged. The experiments were performed exclusively on the TraceRCA dataset, which, de-

spite its representativeness, may not fully capture the diversity of real-world microservice

deployments. Furthermore, the analysis was restricted to classicalML and ensemble tech-
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niques, excluding recent DL paradigms such as GNNs or recurrent models (e.g., LSTMs),

which have shown promising results in recent literature. Finally, computational analysis

focused on execution time, RAM, and CPU usage, without assessing scalability or energy

efficiency, both of which could be critical in large-scale production environments.

In summary, the discussion reinforces the superiority of ensemble-based models, partic-

ularly boosting methods, for anomaly detection in microservices. These models consis-

tently achieved the best balance between predictive power and operational feasibility, out-

performing traditional baselines while maintaining acceptable computational efficiency.

The insights derived from this analysis provide a foundation for the concluding reflections

presented in Section 4.5.

4.5 Conclusion

This chapter presented the experimental evaluation of both baseline and ensemblemodels

on theTraceRCAdataset, assessing their effectiveness for anomaly detection inmicroservice-

based systems. The analysis compared model performance across predictive and compu-

tational dimensions, consolidating the results of the previous sections.

Overall, ensemble methods, particularly boosting-based techniques such as XGBoost,

HGBM, and LightGBM, consistently outperformed traditional baselines in all evalua-

tion metrics. Among these, LightGBM achieved the highest overall results (F1-score =

0.873± 0.018 and ROC-AUC = 0.936± 0.013), confirming its robustness and predictive

superiority for identifying anomalies within distributed microservice environments. The

RF model also exhibited competitive accuracy and remarkable stability while maintain-

ing moderate computational overhead, validating its suitability as an efficient ensemble

baseline.

The analysis additionally highlighted the trade-offs between predictive accuracy and re-

source consumption. Boosting ensembles delivered superior predictive power but re-

quired greater computational resources, particularly in terms of execution time andmem-

ory allocation. In contrast, baseline models such as DT and KNN achieved satisfactory

performance with substantially lower cost, representing viable alternatives for latency-

sensitive or resource-constrained scenarios. These findings reaffirm that model selection

for anomaly detection in microservices should balance accuracy, scalability, and opera-

tional efficiency depending on system requirements.

In summary, the results established ensemble models as the most reliable approach for

anomaly detection in microservices, offering a robust combination of precision, recall,

and stability. Classical baselines, however, remain valuable in constrained environments

as lightweight detection options. The insights derived from this chapter provide the em-

pirical foundation for the overall conclusions and future research directions presented in
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Chapter 5.

These findings not only validate the suitability of ensemble learning formicroservice anomaly

detection but also contribute to the broader understanding of how model interpretabil-

ity, scalability, and computational trade-offs shape the deployment of Artificial Intelli-

gence (AI)-basedmonitoring solutions in distributed systems. This perspective highlights

the relevance of integrating ML research with practical system reliability goals in modern

cloud architectures.
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Chapter 5

Conclusions and Future Work

This dissertation addressed the challenge of anomaly detection in microservice-based en-

vironments by evaluating and comparing baseline and ensemble ML models using the

TraceRCA dataset. The study sought to answer three main research questions: (1) how

ensemble algorithms perform in the classification of anomalies; (2) how baselinemodels,

particularly DT-basedmethods, compare; and (3) the effect of hyperparameter optimiza-

tion on model performance.

5.1 Conclusions

This dissertation investigated the application of ML models for anomaly detection in mi-

croservice-based environments, using the TraceRCA dataset as the foundation for exper-

imental evaluation. The study aimed to assess the performance of both baseline and en-

semble algorithms and to examine the impact of hyperparameter optimization on model

behavior.

The results confirmed that ensemble-based methods consistently outperformed tradi-

tional baselines across all evaluation metrics. Boosting techniques such as LightGBM,

XGBoost, and HGBM achieved the strongest overall performance, demonstrating supe-

rior accuracy, stability, and generalization capability. These models proved particularly

effective for detecting anomalies in distributedmicroservice environments, validating the

robustness of gradient-boosting approaches. The RF model also exhibited solid and reli-

able results with moderate computational requirements, confirming its effectiveness as a

balanced ensemble alternative.

Baseline models exhibited more heterogeneous behavior. While DT and KNN achieved

the most competitive results among the baselines, balancing recall and precision, their

overall predictive capability remained lower than that of ensemble models. Simpler mod-

els such as LogReg and GNB displayed weaker and less stable performance, reinforcing

their limitations in handling nonlinear dependencies within distributed traces. Neverthe-

less, these models remain valuable in resource-constrained or latency-sensitive environ-

ments, where lightweight solutions are prioritized over maximal accuracy.

The findings also highlighted the significant impact of hyperparameter optimization. Sys-

tematic tuning of parameters such as learning rate, tree depth, and regularization no-

tably enhanced model generalization, particularly for ensemble methods. These results

demonstrate that model configuration is not a secondary step but a decisive factor in
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achieving effective and robust anomaly detection.

Overall, the results of this dissertation reinforce the superiority of ensemble-based mod-

els for anomaly detection in microservices, offering a robust combination of accuracy,

stability, and scalability. At the same time, the analysis recognizes the practical relevance

of simpler baselines in constrained deployment scenarios. These insights highlight the

importance of balancing predictive performance and computational efficiency depending

on system requirements and operational constraints. The conclusions drawn here pro-

vide a solid foundation for the discussion of future research directions presented in the

Section 5.2.

5.2 FutureWork

Although this dissertation provided valuable insights into the performance of ML-based

approaches for anomaly detection in microservice environments, several directions re-

main open for exploration.

First, the study was limited to the TraceRCA dataset, which cannot fully capture real-

world diversity. Evaluating additional datasets such as TrainTicket or AIOps Challenge

would improve generalizability and verify whether the same trade-offs between accuracy

and efficiency persist.

Future research could also explore modern DL architectures, including GNNs and recur-

rent models, which capture temporal dependencies and inter-service interactions com-

mon in distributed systems. Comparing these DL paradigms with ensemble methods

would clarify which perform best under different workloads.

Another relevant direction concerns scalability and deployment. Future studies should

assess how anomaly detection models behave in containerized or orchestrated environ-

ments, analyzing throughput, latency, and fault tolerance under live workloads.

Finally, integrating XAI techniques into anomaly detection pipelines would support prac-

tical adoption. Frameworks such as SHAP or LIME could provide interpretable insights

into anomaly causes, increasing confidence and aiding automated fault diagnosis.

In summary, future research should broaden the methodological scope by exploring new

datasets, integrating DL-based techniques, and advancing deployment and interpretabil-

ity. These directions would bridge the gap between experimental evaluation and real-

world applicability, enhancing the reliability and scalability of anomaly detection in mi-

croservice environments.
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