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Resumo

A loT (Internet of Things) tem suscitado o interesse tanto da comunidade académica como
da indistria, uma vez que os campos de aplicacao sao inUmeros assim como os potenciais ga-
nhos que podem ser obtidos através do uso deste tipo de tecnologia. A loT significa uma rede
global de objetos ligados entre si através de uma rede de comunicagdes baseada em protocolos
standard. Neste contexto, um objeto & um objeto fisico do dia a dia ao qual foi adicionada a
capacidade de medir e de atuar sobre variaveis fisicas, de processar e armazenar dados e de
comunicar. Estes objetos tém a capacidade de interagir com o meio ambiente envolvente e de
cooperar com outros objetos vizinhos de forma a atingirem um objetivo comum. Estes objetos
também tém a capacidade de converter os dados lidos em instrucdes e de as comunicar a ou-
tros objetos através da rede de comunicacoes, evitando desta forma a intervencdao humana em
diversas tarefas. A maior parte das concretizacoes de sistemas loT sao baseados em pequenos
dispositivos auténomos com restricdes ao nivel dos recursos computacionais e de retencao de
energia. Por esta razdo, inicialmente a comunidade cientifica nao considerou adequado o uso
da pilha protocolar IP neste tipo de dispositivos, uma vez que havia a percecao de que era muito
pesada para os recursos computacionais disponiveis. Entretanto, a comunidade cientifica e a
indlstria retomaram a discussao acerca dos beneficios do uso da pilha protocolar em todos os
dispositivos da loT e atualmente é considerada a solucado para estabelecer a conetividade entre
os dispositivos loT independentemente do protocolo da camada dois em uso e para os ligar a
Internet. Apesar do uso da pilha protocolar IP em todos os dispositivos e da quantidade de
solucdes propostas, sao varios os problemas por resolver no que concerne a integracao continua
e sem interrupgoes da loT na Internet e de criar as condicoes para a adocao generalizada deste
tipo de tecnologias.

Esta tese versa sobre os desafios associados a integracdo da loT na Internet e dos aspetos de
seguranca da loT. Relativamente a integracao da loT na Internet o problema é como fornecer
informacao valida aos dispositivos ligados a Internet, independentemente da versao do protocolo
IP em uso, evitando o acesso direto aos dispositivos loT. Para a resolucao deste problema foram
propostas e avaliadas solu¢cdes baseadas em web services REST e em mecanismos de transicao
IPv4 para IPv6 do tipo pilha dupla (dual stack). O web service e o mecanismo de transicao sao
suportados apenas no router de fronteira, sem penalizar os dispositivos loT. No que concerne
a seguranca, o problema é mitigar os efeitos dos ataques de seguranca internos e externos
iniciados local e remotamente. Foram propostas trés solucdes diferentes, a primeira é um
mecanismo que minimiza os efeitos dos ataques de negacao de servico com origem na Internet e
que evita o uso de mecanismos de firewalls ineficientes e de gestao complexa. Este mecanismo
filtra no router de fronteira o trafego com origem na Internet é destinado a loT de acordo
com as condicdes anunciadas por cada um dos dispositivos loT da rede. A segunda solucao,
€ uma framework de network admission control que controla quais os dispositivos que podem
aceder a rede com base na autorizacao administrativa e que aplica politicas de conformidade
relativas a seguranca aos dispositivos autorizados. A terceira é um mecanismo de network
admission control para redes 6LOWPAN que evita que dispositivos nao autorizados comuniquem
com outros dispositivos legitimos e com a Internet o que reduz drasticamente o nimero de
ataques a seguranca. Este mecanismo também foi explorado como um mecanismo de gestao uma
vez que pode ser utilizado a dimensao da rede quanto ao nimero de dispositivos, tornando-a
mais facil de gerir e aumentando a sua fiabilidade e o seu tempo de vida.
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Resumo alargado

Esta seccao resume, de forma alargada, o trabalho de investigacdo no ambito da tese de doutora-
mento com o titulo: “Routing and Mobility on IPvé over LoOWPAN wireless Mesh Networks”. O
foco desta tese é o estudo e proposta de solucoes que facilitem a integracao da Internet das
coisas (loT) na Internet e dos aspetos de seguranca associados a sua integracdo. Numa primeira
fase é descrito o enquadramento da tese, sdo definidos os problemas abordados e os princi-
pais objetivos do estudo. De seguida € apresentada a hipdtese de investigacdo e as principais
contribuicoes deste trabalho para o avanco do estado da arte. No final sao apresentadas as
principais conclusdes assim como sao identificados topicos para trabalho futuro.

Enquadramento da tese

A evolucao nos Ultimos anos da microeletrdnica, dos sistemas eletromecanicos e dos sistemas de
comunicacao foram determinantes para o desenvolvimento da IoT. A loT tem suscitado o inte-
resse tanto da comunidade académica como da industria, uma vez que os campos de aplicacao
sdo inUmeros assim como os potenciais ganhos que podem ser obtidos através do uso deste tipo
de tecnologia [1][2]. De entre as muitas areas de aplicacdo podem destacar-se os sistemas mili-
tares, a protecao do meio ambiente, a gestdo de energia, a salde, a domdtica e os transportes.
Do ponto de vista semantico, a loT significa uma rede de objetos inteligentes de ambito global
suportada em protocolos standard e que podem ser enderecados através de um identificador
Unico [3].

Neste contexto, um objeto inteligente é um objeto do nosso quotidiano ao qual foi adicionada a
capacidade de medir e atuar sobre variaveis fisicas (tais como a temperatura ou a luminosidade),
de processar e de armazenar dados e de comunicar através de uma rede de dados. Estes objetos
inteligentes sao capazes de interagir com o meio ambiente envolvente e de cooperar com outros
objetos similares de forma a atingirem um objetivo comum. Os objetos inteligentes tém também
a capacidade de converter os dados que recolhem em instrucées que enviam a outros objetos
através de uma rede de comunicacoes, evitando desta forma a intervencao humana em diversas
tarefas. A origem do termo loT e do seu significado inicial ndo é conhecido com precisdao. O
termo loT foi provavelmente definido por Kevin Ashton e foi inicialmente associado a tecnologia
RFID [4]. O protocolo IEEE802.15.4 é utilizado pela maioria de sensores e atuadores de baixo
custo, razdo pela qual veio substituir o RFID como tecnologia base da loT. E neste contexto
que aparece o termo redes de sensores sem fios [5][6]. Recentemente, outras tecnologias da
camada 2, nem sempre destinadas ao uso em dispositivos com baixos recursos, foram associadas
reforcando o conceito de loT anteriormente descrito.

Apesar da inclusao de outras tecnologias, onde a quantidade de recursos e de energia necessaria
para o seu funcionamento nao € uma preocupacao, na maioria das situacoes as aplicacées da loT
sao suportadas por pequenos dispositivos com baixos recursos computacionais e de capacidade
de retencao de energia reduzida, formando desta forma uma rede sem fios de baixa poténcia e
com perda de pacotes (LLN) [7].

Numa fase inicial a comunidade cientifica nao considerou adequado o uso da pilha protocolar
IP em sistemas de baixo consumo e com capacidade de processamento e de armazenamento
reduzido, uma vez que havia a percecao de que os recursos exigidos ndo eram compativeis com
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os deste tipo de dispositivos [8]. Entretanto, a comunidade cientifica e a indlstria comecaram a
repensar muitas das ideias erradas acerca do uso da pilha protocolar IP em todos os dispositivos,
independentemente da quantidade de recursos disponiveis. Em primeiro lugar, a pilha protoco-
lar IP permite a comunicacao entre todos os dispositivos independentemente dos protocolos da
camada 2 em uso, tais como o WirelessHart e o ZigBee, perpetuando desta forma o paradigma
“end to end” sob o qual a Internet se tem desenvolvido [9]. Em segundo lugar, o desenvolvi-
mento de aplicacdes para funcionar em redes IP é aberto, segue um paradigma conhecido e
aceite de forma generalizada que usa protocolos standard e nao sujeitos ao pagamento de uti-
lizacao (royalty free). Acresce o facto de ja existirem ferramentas para o desenvolvimento de
aplicacbes, para a configuracao, para a gestao e para o debugging que podem ser utilizadas tais
como estao ou com pequenas adaptacoes. Finalmente, uma solucao baseada na pilha protocolar
IP evita o uso de Gateways e de Proxies necessarios para ligar redes incompativeis com o pro-
tocolo IP a Internet que séo dificeis de manter e de gerir e cujo funcionamento é complexo [8].
Apesar do protocolo IPvé disponibilizar enderecos suficientes para ligar todos os dispositivos, ele
nao foi projetado para funcionar sobre dispositivos com baixos recursos computacionais e com
baixa capacidade de retencao de energia. De forma a ultrapassar estes constrangimentos foi
definida uma camada de adaptacao, designada por 6LoWPAN, que opera entre as camadas de
rede e de ligacao e que define novas abordagens de encaminhamento, a compressao de cabeca-
lhos, a fragmentacao de pacotes a baixo dos 1280 Bytes, de autoconfiguracao e os mecanismos
de descoberta de vizinhos (neighbor discovery) mais adaptados a este tipo de dispositivos [10].

Uma das primeiras arquiteturas propostas para a loT considera trés camadas: a de percecao, a
de rede e a de aplicacdo [11]. A camada de percecao € executada nos sensores e é responsavel
por medir e adquirir informacao a partir do meio ambiente envolvente. A camada de rede é
responsavel pela comunicacdo entre sensores e com todos os outros elementos da rede, tais
como, servidores, Gateways, entre outros. Finalmente, a camada de aplicacdo é responsavel
por extrair a informacao a partir do enorme volume de dados recolhido e por os disponibilizar
aos utilizadores através das interfaces mais adequadas.

Apesar do modelo de trés camadas refletir as ideias chave da loT, nao é suficiente para descre-
ver com detalhe todos os aspetos mais relevantes. Assim, foram propostos mais modelos de
arquitetura com mais camadas [12]. Um desses modelos apresenta cinco camadas e adiciona ao
anterior modelo mais duas: a de processamento e a de negocio. Por conseguinte, as camadas
deste modelo sao: a de percecao, a de transporte, a de processamento, a de aplicacao e a
de negodcio. A camada de percecao e a de aplicacdo tém a mesma funcdo que as do modelo
anterior de trés camadas. A de transporte é responsavel por transferir através da infraestrutura
de rede os dados recolhidos pelos dispositivos da loT entre as camadas de percecao e de proces-
samento. A infraestrutura de rede pode ser baseada em Ethernet, IEEE 802.15.4, WiFi ou 5G,
entre outras. A camada de processamento é responsavel por armazenar, analisar e processar
os dados provenientes da camada de transporte. Esta camada, também designada por mid-
dleware processa a informacao e toma decisdes de forma automatica baseadas nos resultados
obtidos. Os resultados sao posteriormente enviados para a camada de aplicacdo. As bases de
dados, a computacdo na nuvem e o processamento de grandes volumes de dados sao exemplos
de tecnologias utilizadas nesta camada. A camada de negocio é responsavel por gerir todo o
sistema de loT, incluindo as aplicacdes, os modelos de negocio e os aspetos relacionados com a
privacidade dos utilizadores. Apesar de ser considerado um novo paradigma, a loT nao pode ser
considerada uma tecnologia completamente nova, uma vez que se baseia em outros paradigmas
e protocolos utilizados atualmente na Internet. Contudo, as arquiteturas de rede existentes
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ndo permitem concretizar a visdo subjacente a loT, uma vez que nao é possivel a integracao de
forma suave deste tipo de dispositivos na Internet. A quantidade de dispositivos a incorporar, o
facto de serem baseadas em dispositivos de baixos recursos computacionais e a sua diversidade
estao na origem da maioria dos problemas de integracao [13].

Uma grande parte do trabalho de integracao ja esta concluido, mas persistem ainda muitos
problemas por resolver antes de se atingir a plena integracao das redes loT na Internet e do
uso de forma generalizada deste tipo de tecnologia. Os problemas a resolver e os requisitos
podem ser classificados de acordo com: a interoperabilidade, a flexibilidade, a escalabilidade,
a energia, a gestao da mobilidade e a seguranca [13].

Sao trés os tipos principais de problemas relacionados com interoperabilidade [13]: os técnicos,
os semanticos e os pragmaticos. Os desafios técnicos estao relacionados com os recursos dos
dispositivos e com os protocolos que suportam. Os desafios semanticos estao relacionados com
a capacidade dos componentes da solucao de loT interpretarem e processarem os dados rece-
bidos por outros dispositivos. Os desafios pragmaticos estao relacionados com a capacidade dos
componentes do sistema de analisarem as intencdes de outros componentes. A flexibilidade é
necessaria para assegurar que estao disponiveis os recursos indispensaveis ao funcionamento da
grande diversidade de aplicacdes da IoT. A escalabilidade é também um fator critico, uma vez
que as arquiteturas de loT necessitam de crescer de forma a acomodar o nimero elevado de
dispositivos.

Grande parte dos dispositivos utilizados na camada de percecao sao caracterizados por terem
capacidade limitada de processamento e de armazenamento de dados e de retencao de energia
[3]. Por conseguinte, os protocolos que necessitem de uso intensivo da unidade de processa-
mento, de armazenamento de grandes quantidades de dados e da transmissao intensiva de men-
sagens devem ser evitados. A eficiéncia do uso de energia é atingida quando estes dispositivos
sdo mantidos no estado adormecido, no qual a interface de radio é mantida desligada na maior
parte do tempo e o processador mantido num estado de baixo consumo sempre que possivel
[14]. Nao obstante, esta abordagem de poupanca de energia deve ser utilizada com cuidado
devido ao impacto que provoca no funcionamento de toda a solucao de IoT e pode ser prefe-
rivel recorrer a solucdes que permitam recolher energia a partir do meio ambiente envolvente
de forma a minimizar o impacto do uso de solucées de poupanca de energia no funcionamento
global da rede [15].

O suporte da mobilidade e a sua gestao é crucial para a maioria das redes compostas por disposi-
tivos com baixos recursos computacionais e de retencao de energia, sendo que neste caso, tanto
a mobilidade entre redes como a mobilidade dentro da mesma rede devem ser consideradas.
Enquanto que a mobilidade que resulta de uma mudanca de localizacao do dispositivo é facil de
detetar, a que resulta das mudancas de topologia provocadas pelo desvanecimento do sinal e
pelas variacoes frequentes da relacao sinal ruido das ligacdes nao é tao obvia [16].

A seguranca é provavelmente o desafio que mais constrangimentos tem provocado a adocao
generalizada dos servicos da loT [17]. A seguranca é fundamental para evitar a inoperacionali-
dade dos servicos, a quebra da confidencialidade e integridade dos dados durante a transmissao
e armazenamento e a violacdo da privacidade. Tal como todos os sistemas abertos e integra-
dos na Internet, as LLN estao sujeitas a um nimero elevado de vulnerabilidades, algumas delas
sao consequéncia do facto dos dispositivos terem baixos recursos computacionais e restricoes
ao nivel do consumo de energia [18]. Razao pela qual este tipo de dispositivos esta mais ex-
posto a ataques de seguranca que os dispositivos que nao apresentam tais constrangimentos.
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A maioria dos novos desafios relativos a seguranca sao também consequéncia da auséncia de
uma infraestrutura de rede estavel e bem definida. Acresce ainda o facto de nao ser pos-
sivel aplicar nestes dispositivos os mesmos métodos e mecanismos que normalmente se utilizam
para proteger os dispositivos sem constrangimentos ao nivel da capacidade de processamento
e de armazenamento e de consumo de energia. Nestes cenarios a utilizacdo de mecanismos de
seguranca esta muito condicionada aos recursos disponiveis, pelo que qualquer acréscimo no
processamento e no envio e rececao de mensagem deve ser avaliado com cuidado. Foram en-
tretanto propostos novos mecanismos de seguranca, alguns deles destinados a mitigar os efeitos
de ataques bem definidos. Novas abordagens e mecanismos de seguranca sao necessarios de
forma a enderecar os novos desafios colocados pela loT [19].

Sao varios os critérios que podem ser utilizados para classificar os ataques de seguranca. Em
primeiro lugar, os ataques de seguranca podem ser classificados em internos e externos, de
acordo com a propriedade dos recursos utilizados na concretizacao do ataque [20]. Nos ataques
externos, o atacante usa os seus recursos para concretizar do ataque. Nos ataques internos, o
atacante em primeiro lugar compromete um ou mais recursos legitimos (normalmente através
da injecao de codigo malicioso ou acedendo a dados criticos armazenados em sistemas legi-
timos). Esses recursos sao posteriormente utilizados na consecucao do ataque de seguranca.
Note-se que os ataques internos sao mais dificeis de detetar porque os recursos comprometidos
aparentam ser legitimos, tendo por isso a sua confianca dos recursos legitimos. Em segundo
lugar, os ataques podem ser classificados em passivos e ativos, de acordo com o facto de modi-
ficarem os dados ou o seu fluxo normal [21]. Os ataques passivos baseiam-se na aquisicao de
dados sem que exista alteracao dos dados ou do seu fluxo. Os ataques ativos envolvem a modifi-
cacéo dos dados, através da injecao de dados falsos ou do normal fluxo dos dados. Finalmente,
os ataques de seguranca podem ainda ser agrupados em trés grandes grupos, de acordo com
a garantia de seguranca que pretendem comprometer, em ataques contra a confidencialidade
e autenticidade, ataques contra a disponibilidade e em ataques do tipo stealthy. Enquanto a
escuta, o reenvio de pacotes, a falsificacao e os ataques de spoofing sao exemplos de ataques
pertencentes ao primeiro grupo, a negacao de servico (Denial of Service) é um ataque contra a
disponibilidade [22]. Um ataque de negacao de servico pode ser definido como qualquer acao
que reduza ou elimine a capacidade do sistema para realizar as tarefas para o qual foi concebido.
Os ataques de negacao de servico sdo comuns porque podem ser concretizados com recurso a
equipamentos vulgares e ndo necessitam de conhecimentos técnicos avancados. Note-se que o
efeito de um ataque de negacao de servico é mais penalizador nas redes LLN do que nos outros
tipos de redes. Este facto resulta da diferenca de recursos que existe entre os dispositivos da
LLN e os dispositivos regulares que normalmente se ligam a Internet. E por este motivo que a
mitigacao dos efeitos dos ataques de negacao de servico é considerada como um problema em
aberto. Em primeiro lugar, os dispositivos das LLN ndo podem suportar o acréscimo de proces-
samento provocado pelos mecanismos que normalmente sao utilizados para conter este tipo de
ataques. Em segundo lugar, um nimero limitado de pacotes é suficiente para esgotar a energia
disponivel nos dispositivos tornando a LLN inoperacional.

Definicdo do problema e dos objetivos de investigacao

Os objetivos deste trabalho evoluiram ao longo da sua realizacao. Inicialmente, o problema con-
sistia na proposta e validacao de solucdes que enderecassem simultaneamente os requisitos de
encaminhamento e de mobilidade das redes IPv6 sem fios em malha e de baixa poténcia e com
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perda de pacotes. No inicio, estes eram os problemas mais importantes a serem resolvidos e era
considerado cedo para se enderecarem os problemas relacionados com a seguranca, uma vez
que persistiam problemas relacionados com a conectividade. Contudo em 2012 foi proposto um
protocolo de encaminhamento, designado por RPL, que endereca os problemas mais relevantes
de encaminhamento nas redes LLN em malha e com mdltiplos saltos (multihop) e a micro mo-
bilidade [23]. O RPL foi aceite como standard, o foco da investigacdo em consequéncia destes
desenvolvimentos, evoluiu para o estudo dos desafios associados a interoperabilidade entre as
redes da loT e a Internet e dos aspetos de seguranca relacionados com a loT.

No que concerne a interoperabilidade entre os dispositivos da loT e a Internet, o problema
€ como permitir que os dispositivos ligados a Internet obtenham dados Gteis, sem que seja
necessario aceder diretamente a estes dispositivos. O objetivo de investigacao é o desenvolvi-
mento e a validacdo de solucbes que (i) minimizem a quantidade de comunicacdes necessarias
na rede LLN (aumentando desta forma o tempo de vida dos dispositivos), (ii) o uso de mecanis-
mos aceites de forma generalizada que facilitem o acesso dos dispositivos ligados a Internet
aos servicos da loT e (iii) suportar dispositivos ligados a Internet independentemente da versao
do protocolo IP em uso. Para atingir estes objetivos, foram estudados os Web Services e os
mecanismos de transicao IPv4 para IPv6 como potenciais soluces para resolver os problemas de
conectividade ao nivel das camadas de rede e de aplicacdo, respetivamente [24][25].

Os web services tornaram-se um standard de facto para a distribuicao de servicos entre sistemas
remotos e heterogéneos, uma vez que disponibilizam interfaces bem definidas aos sistemas dis-
tribuidos as quais sao independentes do hardware, do sistema operativo e das linguagens de
programacao utilizadas no desenvolvimento do servidor e do cliente [24]. A interoperabilidade
€ maioritariamente fornecida pelo standard Extensible Markup Language (XML) e por isso nao
existem problemas relativos a conversao de formatos. O Simple Object Access Protocol (SOAP) é
um protocolo de comunicacao entre aplicacdes em que as mensagens sao definidas em XML e sao
auto descritivas. Os web services podem continuar a ser utilizados para disponibilizar servicos
da loT aos dispositivos mdveis, tais como smart phones. Contudo, aplicar a arquitetura atual
dos web services aos dispositivos moveis pode resultar na reducao de desempenho provocado
pela codificacado e descodificacao do XML que é utilizado nas mensagens SOAP [26]. Os RESTful
web services tentam emular os protocolos HTTP e outros similares restringindo a interface a
operacdes a comandos standard, tais como, o GET, o PUT, o POST e o DELETE. Assim, os dados e
0s servicos sao considerados recursos e sao acedidos a partir de ligacoes web, ou seja, de iden-
tificadores Uniform Resource Identifiers (URIs). A arquitetura REST € do tipo cliente servidor
e foi desenvolvida para ser utilizada em conjunto com protocolos do tipo stateless, tais como
o HTTP [27]. Por se tratar de uma arquitetura leve é adequada para disponibilizar os servicos
da loT diretamente aos dispositivos mdveis ou com recurso a computacao na nuvem. Os web
services devem ser suportados pelo router de fronteira que é utilizado para ligar a rede loT
a Internet, uma vez que este dispositivo € normalmente alimentado através de uma fonte de
energia externa e tem habitualmente mais recursos que os dispositivos e utilizados nas redes
LLN.

Tal como mencionado anteriormente, o IPv6 é o protocolo de rede mais adequado a loT. Con-
tudo, apesar da grande maioria dos sistemas operativos atuais ja suportarem de forma nativa
as duas versoes do protocolo IP (IPv4 e IPv6), a maioria das redes de acesso apenas disponibiliza
acesso baseado no protocolo IPv4. Assim, disponibilizar mecanismos de transicao IPv4 para IPvé
no router de fronteira pode potenciar a adocao dos servicos baseados na loT sem sobrecarregar
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os dispositivos da rede LLN.

Relativamente a seguranca, mitigar os efeitos dos ataques internos e externos iniciados dentro e
fora da LLN é o problema de investigacdo desta tese. O objetivo de investigacao é a formulacao
e validacao de solucbes de seguranca adequadas as redes LLN com suporte multi-hop que (i)
detetem e autentiquem os dispositivos da rede, (ii) impecam que dispositivos ndao autorizados
usem a infraestrutura de rede para comunicar com os dispositivos legitimos e com a Internet, (iii)
assegurar que os dispositivos estao de acordo com a postura de seguranca definida, e (iv) filtrar
no router de fronteira as mensagens provenientes da Internet e destinadas aos dispositivos da
LLN de acordo com a regras definidas. De forma a satisfazer estes objetivos de investigacao,
foram estudados e avaliados os mecanismos de firewall e de network admission control.

Tradicionalmente recorre-se ao uso de firewalls para filtrar o trafego entre dois dominios de
seguranca diferentes, permitindo apenas o que esta de acordo com a politica de seguranca em
vigor [28]. O trafego é filtrado de acordo com as regras definidas estaticamente pelo admi-
nistrador da rede. As firewalls nao sao eficazes para proteger as redes LLN, porque se tratam
de redes compostas por um elevado nimero de dispositivos heterogéneos relativamente ao hard-
ware e as funcionalidades que disponibilizam e com comportamento muito dinamico. Assim, o
objetivo é propor outro tipo de mecanismo que filtre igualmente o trafego indesejado evitando
as desvantagens do uso de firewalls. Este novo mecanismo de filtragem deve ser suportado
apenas pelo router de fronteira e as regras de filtragem devem ser definidas dinamicamente
de acordo com a informacao enviada pelos dispositivos da rede LLN. Tal como nas firewalls
tradicionais, o trafego nao suportado deve ser filtrado no router de fronteira e o trafego supor-
tado deve ser regulado de forma a garantir que nao sao encaminhados para a LLN mais pedidos,
mesmo que validos, do que o limite imposto.

A capacidade de auto-organizacao e de autoconfiguracao sao duas das caracteristicas das redes
LLN. De facto, estas caracteristicas sdo desejaveis uma vez que minimizam o esforco de con-
figuracao e simultaneamente aumentam a robustez da rede. No entanto podem ser exploradas
por ataques de seguranca [19]. Uma solucao de network admission control pode ser utilizada
com dois propositos. Em primeiro lugar, pode ser utilizada para gerir a dimensao da rede em
termos do nimero de dispositivos, tornando-a mais facil de gerir, aumentando a fiabilidade e
o tempo de vida da rede. Em segundo lugar, pode ser utilizada como mecanismo de seguranca
uma vez que se os dispositivos maliciosos forem impedidos de usar a infraestrutura de rede, as
comunicagdes com outros dipositivos nao sao possiveis e, por conseguinte, o nUmero de ataques
internos e externos é drasticamente reduzido. Uma solucdo de network admission control deve
compreender 0os mecanismos que detetem a presenca de dispositivos na rede, que realizem a
autenticacao e a verificacao da integridade dos dispositivos, verifiquem a integridade das men-
sagens e a autenticacao da origem.

Hipotese de investigacao

Esta tese propde mecanismos e estratégias que promovam a integracao das redes da loT na
Internet e que minimizem o impacto dos ataques internos e externos iniciados por dispositivos
ligados a mesma rede e a redes externas. O argumento apresentado nesta tese é o seguinte:

A visdo subjacente a loT considera que existe conectividade e interoperabilidade sem descon-
tinuidades entre as redes LLN e a Internet, sendo que cada LLN é composta por um grande
numero de dispositivos com baixos recursos e com baixa retencdo de energia e que geram um
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enorme volume de dados. A concretizacdo da visdo da loT jd ndo é compativel com o paradigma
end to end, os mecanismos tradicionalmente localizados nos dispositivos terminais deverdo
passar a ser suportados pelos dispositivos de rede intermédios. Os routers de fronteira sGo os
elementos da rede mais apropriados para suportar tais mecanismos, uma vez que sdo alimen-
tados por fontes de energia externa e ndo apresentam constrangimentos severos ao nivel dos
recursos computacionais. Através desta abordagem é possivel alcancar alguns dos principais
objetivos da loT. Por um lado, é possivel disponibilizar os servicos da loT aos dispositivos liga-
dos a Internet sem que seja suportada conetividade end to end, reduzindo o trdfego nas LLN.
Por outro lado, é possivel mitigar efetivamente ataques de seguranca com origem externa e
interna. Os ataques com origem externa podem ser mitigados evitando o recurso as tradicionais
firewalls. Os ataques com origem interna podem ser mitigados através do uso de mecanismos
de network admission control, sem penalizar o desempenho dos dispositivos da loT e simultane-
amente assegurar o controlo administrativo e que estdo em conformidade com as politicas de
seguranca em vigor.

De forma a sustentar este argumento, foi utilizada a seguinte abordagem:

Considerando a relevancia das LLN para o sucesso da loT, especificamente das redes de sen-
sores sem fios, foram estudados detalhadamente os protocolos das camadas 2 e 3 utilizados
neste tipo de redes. Através deste estudo, foram identificadas as solucdes disponiveis assim
como os problemas para os quais ainda nao existem solucdes satisfatorias. De seguida foram
revistas e estudadas de forma detalhada as principais solucdes e projetos aplicados a monitori-
zacdo ambiental com o objetivo de avaliar o desempenho das tecnologias aplicadas as redes de
sensores sem fios quando sujeitas a operacdo em ambientes severos e sem vigilancia. Através
destes estudos, foram identificadas as principais contribuicdes que serviram de ponto de partida
para a proposta de novas abordagens que promovam a integracao das redes da loT na Internet e
que simultaneamente mitiguem os efeitos dos ataques internos e externos independentemente
da sua origem.

Foi configurada em ambiente laboratorial uma rede de sensores sem fios 6LoOWPAN, com dis-
positivos TinyOS e suportada no protocolo IEEE 802.15.4 da camada 2. Nesta experiéncia, a
conectividade end-to-end era suportada uma vez que o router de fronteira apenas encaminhava
pacotes entre uma rede ethernet e a rede 6LOWPAN. Esta experiéncia foi utilizada como refe-
réncia na avaliacao dos novos mecanismos propostos nesta tese.

De seguida, foi considerada uma nova abordagem baseada em web services RESTfull. O web
service foi instalado no router de fronteira e a conectividade end-to-end deixou de ser supor-
tada. Nesta abordagem o web service foi utilizado para cumprir dois objetivos. Em primeiro
lugar, para fornecer um método mais eficiente para aceder aos servidores disponibilizados pe-
los dispositivos da loT. Em segundo, para facilitar o desenvolvimento das aplicacbes moveis que
acedem aos servicos disponibilizados pela loT, uma vez que é fornecida uma interface de acesso
bem definida e baseada em tecnologias standard. Foram definidos trés métodos que podem
ser utilizados pelas aplicacbes moveis para aceder aos servicos. No primeiro método, a apli-
cacao movel solicita ao webserver o envio de dados historicos, assim como as Gltimas leituras.
Estes valores encontram-se armazenados numa base de dados relacional. No segundo método
a aplicacao movel envia os pedidos diretamente ao router de fronteira, o qual funciona como
um proxy. Finalmente, no terceiro método o mecanismo de push envia uma notificacdo a apli-
cacao quando os dados recolhidos ultrapassam o limite definido. A avaliacdo e a validacao desta
solucao foram realizadas com recurso a uma rede laboratorial.
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Um processo de integracao gradual e sem disrupcoes tem de ter em conta o facto de existir
ainda um nUmero consideravel de dispositivos ligados a Internet que se encontram privados
do acesso por IPv6. Os web services podem também ser utilizados para disponibilizar servigos
da loT independentemente da versao do protocolo IP suportado pelos dispositivos ligados a
Internet. Para atingir este objetivo, foi utilizado em conjunto com o web service um mecanismo
de transicao IPv4 para IPv6. Os dois mecanismos sao executados no router de fronteira de forma
a poupar 0s recursos, por si sé escassos, dos dispositivos da rede LLN.

Ligar os dispositivos loT a Internet vai expo-los a novos ataques de seguranca, mesmo quando
a conectividade end to end néao é suportada ou é controlada. Os ataques de seguranca mais
relevantes foram identificados e estudados detalhadamente, assim como as solucées propostas
para mitigar os seus efeitos. Foi dedicada particular atencao aos ataques de negacao de servico,
uma vez que sao dos mais frequentes e dos mais penalizadores quando os recursos do atacante
excedem os do alvo do ataque, caso que se verifica quando o destino do ataque é um dispositivo
da rede LLN. Foram investigados dispositivos que filtrassem no router de fronteira o trafego
que pudesse resultar num ataque de negacao de servico. Foram avaliados em primeiro lugar
os mecanismos de firewall. No entanto nenhum dos mecanismos estudados demonstrou ser
adequado para ser utilizado neste tipo de ambiente. Em primeiro lugar, devido a diversidade
de dispositivos que podem pertencer a mesma rede loT e a multiplicidade de tarefas que de-
sempenham, sendo por isso necessario uma grande quantidade de regras. Em segundo lugar,
as redes loT tém um comportamento muito dinamico e, por conseguinte, assegurar que num
dado momento estao a ser utilizadas as regras mais adequadas € uma tarefa complexa. Assim,
foi estudado e desenvolvido um mecanismo para filtrar no router de fronteira os pacotes com
origem em dispositivos ligados a Internet e destinados as redes LLN. Neste novo mecanismo, os
dispositivos da LLN recorrem as mensagens do protocolo Neighbor Discovery do 6LoWPAN para
declararem ao router de fronteira em que condi¢cdes pretendem aceitar pacotes provenientes
da Internet e com que frequéncia.

A capacidade de auto-organizacdo e autoconfiguracdo sao caracteristicas das redes loT, que
permitem minimizar as tarefas de configuracao da rede e simultaneamente aumentam a sua
robustez devido a capacidade da infraestrutura se adaptar rapidamente as mudancas de topolo-
gia. No entanto, estas carateristicas podem ser exploradas por dispositivos ligados a mesma
rede LLN para realizar ataques a seguranca. Os mecanismos de network access control podem
ser utilizados para bloquear os pacotes provenientes de dispositivos potencialmente maliciosos
reduzindo desta forma os ataques a seguranca que podem ser realizados. Os mecanismos de
network access control foram também avaliados como ferramentas de gestao uma vez que per-
mitem controlar a dimensao da rede em termos do nimero de nés, tornando-a mais facil de
gerir e consequentemente aumentar a sua fiabilidade e o tempo de vida. Com base nesta inves-
tigacao, foi proposto uma framework e novo mecanismo de network access control que suporta
o seu funcionamento nas seguintes operacdes nucleares: aprovisionamento dos dispositivos, de-
tecao da presenca dos dispositivos, autenticacao e autorizacao dos dispositivos, propagacao da
lista de dispositivos autorizados e filtragem de pacotes. O uso de algoritmos de cifra simétrica
e a reutilizacdo das mensagens dos protocolos necessarios para o funcionamento deste tipo de
redes, tais como, o Neighbor Discovery do 6LOWPAN foram tidos em consideracao de forma a re-
duzir a sobrecarga provocada pelos mecanismos de network access control. Foi concebida uma
rede laboratorial baseada em hardware e nos sistemas operativos mais utilizados para validar a
solucao de network acess control proposta.
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Principais contribuicées

Esta seccao resume as principais contribuicdes resultantes do trabalho de investigacao apresen-
tado nesta tese.

A primeira e a segunda contribuicdes desta tese sao dois estudos do estado da arte realiza-
dos numa fase inicial deste trabalho. A primeira contribuicao consiste no estudo do estado da
arte acerca das solucOes existentes para suportar o encaminhamento e o suporte para a mo-
bilidade em redes de sensores sem fios em malha compativeis com o protocolo 6LoWPAN. Uma
das principais conclusdes desta contribuicdo € o facto do 6LoOWPAN ser considerado a solucao
de convergéncia, que permite a conectividade entre dispositivos das redes LLN, independente-
mente do protocolo da camada 2 suportado e que simultaneamente facilita a integracao destas
redes na Internet. Este estudo é descrito no capitulo 2 e foi publicado na revista International
Journal of Communication Systems [29]. A segunda contribuicdo é o estudo do estado da arte
acerca do uso das redes de sensores sem fios na monitorizacao ambiental. Este estudo identifica
os desafios que devem ser ultrapassados no sentido de construir uma solucao de monitorizacao
ambiental baseada em redes de sensores sem fios de baixo custo. Esta contribuicao foi publicada
na revista Journal of Communications e encontra-se descrita no capitulo 3 [30].

A terceira contribuicdo é uma solucao baseada em redes de sensores sem fios que recorre ao uso
de um web Service. Os dados recolhidos em tempo real pela rede de sensores sem fios sao envi-
ados diretamente para um dispositivo mével ou armazenados numa base de dados relacional. A
aplicacao movel interage com o web service através de uma interface bem definida para aceder
aos dados recolhidos, evitando a conectividade end to end entre os dispositivos ligados a Inter-
net e os sensores. Um mecanismo do tipo push notification foi especificado para enviar alertas
para a aplicacdo movel quando ocorrem situacdes limite previamente definidas. A arquitetura
proposta e a aplicacao movel foram avaliadas e validadas usando uma rede laboratorial e estao
disponiveis para serem utilizadas. Esta contribuicdo encontra-se no capitulo 4 e foi publicada
na revista Mobile Information Systems International Journal [31].

A quarta contribuicdo é a solucdo que combina mecanismos de transicao IPv4 para IPv6 com o
web service, que tem como principal objetivo permitir a interacao entre as aplicacdes moveis
independentemente da versao IP suportada pelo dispositivo movel onde estdo instaladas e os
servicos alojados nas redes compativeis com o protocolo 6LoWPAN. Tanto o web service como
0 mecanismo de transicao IPv4 para IPvé sao suportados unicamente no router de fronteira de
forma a poupar os recursos dos dispositivos da rede de sensores. Esta contribuicao foi publicada
na revista Wireless Personal Communications International Journal e encontra-se no capitulo 5
[32].

A quinta contribuicao prop6e um novo mecanismo para mitigar os efeitos dos ataques de negacao
de servico iniciados na Internet e com destino as redes 6LoWPAN. E proposto o uso de uma versao
adaptada do protocolo neighbor discovery do 6LoOWPAN, na qual as mensagens deste protocolo
sao utilizadas pelos dispositivos da LLN para notificar o router de fronteira acerca do tipo de
mensagens que estao disponiveis para receber, assim como da sua frequéncia, enviadas pelos
dispositivos ligados a Internet. Esta contribuicdo esta disponivel no capitulo 6 e na forma de
artigo na revista Concurrency Computation: Practice and Experience international journal [33].

A sexta contribuicdo é a proposta de uma network access security framework que se destina
a controlar os dispositivos que tém acesso a rede, baseada na aprovagao administrativa e na
aplicacao de politicas de conformidade relativas a seguranca aos dispositivos autorizados. Na
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proposta, a framework (i) controla quais os dispositivos que podem aceder a rede ao nivel da ca-
mada de rede e (ii) aplica as regras de conformidade de seguranca aos dispositivos. A framework
pode ser utilizada simultaneamente como uma ferramenta de gestao e como um mecanismo de
seguranca. A framework proposta usa os protocolos LSEND, o RPL e o Seluge. Ao contrario das
solucdes de network admission control definidas, esta solucao inclui um mecanismo de reme-
diacao automatica que permite aos dispositivos corrigirem os problemas detetados de forma
a ficarem de acordo com as politicas de seguranca definidas de forma a serem aceites. Esta
contribuicado foi publicada na revista Sensors International Journal e encontra-se no capitulo 7
[34].

A sétima contribuicao € uma solucao de network admission control para redes 6LoWPAN que
evita que dispositivos ndo autorizados comuniquem com outros dispositivos legitimos e com a
Internet, reduzindo desta forma os ataques contra a seguranca que podem ser concretizados.
A solucdo proposta inclui a detecao e autenticacao dos dispositivos que se ligam a rede, a
autorizacao administrativa dos dispositivos e um mecanismo de descarte de mensagens prove-
nientes/destinadas para dispositivos nao autorizados. Este mecanismo recorre aos protocolos
neighbor discovery do 6LoOWPAN e ao RPL, o que permite a reducdo do nimero de mensagens
de controlo. E utilizado o AES para garantir a autenticidade e a integridade dos dispositivos e
a autenticidade da origem das mensagens. Foi utilizada uma rede laboratorial para validar a
solucao proposta. Este contributo esta descrito no capitulo 8 e foi publicado na IEEE Transactions
Industrial Informatics International Journal [35].

Principais conclusdes e perspetivas de trabalho futuro

Esta tese aborda os desafios da integracao da loT na Internet e dos aspetos de seguranca da loT.
O trabalho de pesquisa foi organizado em trés partes principais. A primeira parte é dedicada
ao estudo do estado da arte acerca das solucoes para suportar encaminhamento e mobilidade
em redes 6LOWPAN em malha e no uso das redes de sensores na monitorizacao ambiental e
foi realizado no inicio desta investigacdao. A segunda parte é dedicada a proposta de solugcoes
que permitam o acesso dos dispositivos ligados a Internet a dados Uteis disponibilizados pela
loT, independentemente das versdes do protocolo IP em uso e evitando o acesso direto aos
dispositivos das LLNs. A terceira parte, versa sobre a proposta de mecanismos de seguranca
para mitigar os efeitos dos ataques iniciados remota e internamente e que minimizem o uso dos
recursos da LLN.

A primeira parte deste trabalho de investigacao é apresentado nos Capitulos 2 e 3 desta tese.
O Capitulo 2 apresenta o estado da arte detalhado sobre o encaminhamento e o suporte de
mobilidade nas redes 6LOWPAN em malha. Neste estado da arte, foi dada especial atencao
aos protocolos 6LoWPAN e IEEE 802.15.4. As principais conclusdes foram as seguintes: é viavel
o uso da pilha protocolar IP em todos os dispositivos, mesmo quando se trata de dispositivos
com baixos recursos computacionais e com baixa capacidade de retencao de energia. O proto-
colo IPv6 devido a quantidade de enderecos disponivel e aos mecanismos de autoconfiguracao
€ a solucdo consensual (i) para garantir a conectividade entre os dispositivos das LLNs mesmo
quando sao utilizados protocolos da camada 2 incompativeis, (ii) para facilitar a integracao da
loT a Internet e (iii) para simplificar o desenho e o desenvolvimento das aplicacées. O IEEE
802.15.4 foi identificado como o protocolo da camada 2 mais adequado para enderecar os reqg-
uisitos das LLN e, por conseguinte, da loT. Esta afirmacao é justificada nao s6 por apresentar
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bom desempenho sobre hardware com baixos recursos e pelo baixo consumo de energia, mas
também pela diversidade de hardware comercial compativel disponivel no mercado. O Capi-
tulo 3 apresenta o estado da arte sobre as solucdes disponiveis e dos projetos de monitorizacao
ambiental baseados no uso de redes de sensores sem fios. Neste capitulo sao descritas as prin-
cipais vantagens da utilizacao de dispositivos de baixo custo e com transdutores menos precisos
qguando comparados com as estacoes meteorologica tradicionais. Neste estado da arte foram
identificados os projetos mais relevantes e os seus resultados analisados, as suas conclusoes
foram utilizadas como base de partida para identificar os desafios ainda em aberto. De facto, a
monitorizacao ambiental coloca muitos desafios as solucdes de loT, pois na maioria dos casos os
dispositivos operam autonomamente e em condicbes ambientais dificeis, sem acompanhamento
e sem qualquer infraestrutura de rede estavel e pré-definida. Foram identificados varios prob-
lemas para os quais ainda ndo existe uma solucao satisfatoéria e foi dada especial atencdo aos
problemas relacionados com a integracao da loT na Internet, nomeadamente, nos que estao
relacionados com a preservacao dos recursos das LLNs e dos aspetos de seguranca relacionados
com a mitigacao dos efeitos dos ataques de seguranca internos e externos.

A segunda parte deste trabalho é apresentada nos Capitulos 4 e 5 e versa sobre os desafios
relacionados com a integracdo da loT na Internet. Disponibilizar dados Uteis aos dispositivos
ligados a Internet, evitando a conectividade direta com os dispositivos da loT é o problema que
se pretende resolver. E proposto no Capitulo 4 uma solucdo ubiqua que permite aos dispositivos
moveis com acesso a Internet receber as leituras mais atualizadas, bem como o historico das
medidas recolhidas por uma rede de sensores sem fios e ser também notificado quando ocorre
uma condicdo pré-definida. Esta solucao é baseada em protocolos e tecnologias abertas e usa
web services REST, uma base de dados relacional e uma aplicacdo moével para ambiente Android.
O web service é executado no router de fronteira e é utilizado para fornecer o acesso aos
dados recolhidos, preservando os recursos da LLN, e em simultaneo para disponibilizar uma
interface standard que facilite o desenvolvimento das aplicacoes méveis independentemente
do hardware e do software utilizado nos dispositivos envolvidos. Foi implementado um sistema
de push notification para enviar alertas aos dispositivos mdveis se algum dos valores medidos
atingir uma condicao predefinida. Esta solucao foi avaliada através de um cenario laboratorial e
os resultados revelaram que podem ser obtidas poupancas de energia nos dispositivos LLN e nos
dispositivos moveis ligados a Internet. Para atingir a integracdo continua e sem interrupcoes da
loT na Internet, tem de se ter em conta as duas versdes do protocolo IP presentes na Internet.
Assim, de forma a satisfazer este requisito a solucao acima descrita foi aumentada para suportar
um mecanismo de transicao IPv4 para IPv6 do tipo pilha dupla (dual stack transition mechanism).
E de realcar que nenhum dos mecanismos de transicao IPv4 para IPvé é adequado ao uso em LLNs.
Assim, na nova solucao, descrita no Capitulo 5, o router de fronteira usado para ligar a LLN a
Internet suporta também o mecanismo de transicdo de pilha dupla de forma a satisfazer os
pedidos dos clientes IPv4 e IPvé.

A terceira parte deste trabalho, apresentada nos Capitulos 6, 7 e 8, trata dos aspetos mais rele-
vantes dos desafios de seguranca da loT. O Capitulo 6, propde um novo mecanismo de seguranca
que previne o0s ataques de negacao de servicos iniciados remotamente (i.e. por dispositivos liga-
dos a Internet). O mecanismo proposto evita o uso de mecanismos de firewall que se revelam
ineficientes e dificeis de gerir quando aplicados as redes da IoT. O novo mecanismo é suportado
pelo router de fronteira e deixa passar apenas o trafego proveniente da Internet e destinado a
LLN, se cumprir as condigdes pré-definidas, tal como acontece numa firewall. Contudo nesta
proposta, os dispositivos da LLN usam uma versao adaptada do mecanismo neighbor address

XXiii



Routing and Mobility on IPv6 over LOWPAN Wireless Mesh Networks

registration do protocolo neighbor discovery do 6LoWPAN para notificar o router de fronteira
acerca das condicoes que devem ser utilizadas para filtrar o trafego que lhes é destinado. Este
mecanismo ndo requer outras mensagens para além das utilizadas para realizar o registo do
endereco junto do router de fronteira e também nao aumenta o comprimento das mensagens,
porque usa campos nao atribuidos das mensagens do protocolo neighbor address registration.
Varios dos ataques a seguranca, sejam internos ou externos, iniciados por dispositivos dentro da
mesma rede LLN podem ser evitados se for utilizado um mecanismo de network access control,
que restrinja o acesso a rede apenas para os dispositivos autorizados e que estao em conformi-
dade com as politicas de seguranca definidas. O Capitulo 7 propde uma framework para realizar
network access control que pode ser utilizada para dar resposta a estes objetivos. A framework
proposta permite a identificacdo dos dispositivos através de enderecos gerados com recurso a
ferramentas criptograficas, a avaliacdo da conformidade da seguranca dos dispositivos e a re-
mediacao através da atualizacdo remota de software. Esta solucao é principalmente baseada
nos seguintes protocolos abertos: (i) LSEND, utilizado para a descoberta e identificacao segura
dos dispositivos, (ii) RPL com as mensagens protegidas pelo mecanismo criptografico ECC e (iii)
Seluge, que permite a instalacao remota de software. Nesta proposta foram consideradas as
sinergias entre os protocolos envolvidos. O Capitulo 8 descreve a solucdo de network admission
control para autorizar quais os dispositivos que podem aceder a rede baseada numa autorizacao
administrativa. Foram concretizadas modificacdes nas funcdes de expedicao (forwarding) de
pacotes do TinyOS e foi alterada a aplicacao UDPecho do TinyOS 2.1 para realizar a autenti-
cacao dos dispositivos e a disseminacao da lista de dispositivos autorizados. Foram utilizados
mecanismos criptograficos de chave simétrica baseados no AES para garantir a autenticacao
e integridade dos dispositivos, a confidencialidade, a integridade e a atualidade dos dados. A
solucao foi avaliada em ambiente laboratorial e os resultados demonstraram que o acréscimo do
uso de recursos provocado por este mecanismo nado é significativo, principalmente porque ba-
seia o seu funcionamento nos protocolos normalmente utilizados para garantir o funcionamento
das redes 6LoWPAN. Os testes de validacao demonstraram que a solucao proposta funciona cor-
retamente e que atinge os objetivos propostos.

Perspetivas de trabalho futuro

Os proximos paragrafos detalham alguns aspetos do trabalho desenvolvido que foram deixados
em aberto e que por isso podem ser enderecados como trabalho futuro.

Em todos os contributos desta tese, os mecanismos propostos destinam-se a cenarios que en-
volvem apenas um router de fronteira para assegurar a conectividade entre a LLN e a Internet.
De forma a resolver problemas de escalabilidade e para aumentar a robustez da LLN a falhas, as
redes loT devem evoluir para topologias que envolvam multiplos router de fronteira. Adaptar as
solucdes e 0s mecanismos propostos para poderem operar em ambientes com multiplos routers
de fronteira ndo é simples e, por conseguinte, tais adaptacdes devem ser alvo de estudo.

Nos mecanismos de network access control, tal como proposto no Capitulo 8, sdo dois os aspetos
que foram concretizados para minimizar o consumo dos dispositivos das LLN. O primeiro passa
pela utilizacdao de uma chave criptografica global, disponibilizada no processo de autenticacao
dos dispositivos. Esta abordagem minimiza o nimero de mensagens necessarias, no entanto
torna a sua modificacdo menos dinamica. O outro é o uso de mecanismos criptograficos de
chave simétrica baseados no AES que sdo caracterizados por exigirem menos recursos computa-
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cionais do que os mecanismos de chave assimétrica. Quanto ao primeiro aspeto, é necessario
a proposta de um novo mecanismo que evite a necessidade de se alterar a chave global em
todos os dispositivos da LLN, caso a chave global necessite de ser alterada. Relativamente ao
segundo, deve ser investigada a possibilidade da utilizacdo de mecanismos criptograficos de
chave assimétrica, uma vez que tais mecanismos, facilitam a gestao das chaves criptograficas.
De entre os mecanismos de chave assimétrica disponiveis os baseados em curvas elipticas sdo
0S mais promissores.

Finalmente, é de referir que a solucao de network access control proposta continua vulneravel
aos ataques contra os protocolos neighbor discovery do 6LoWPAN e do RPL. Razao pela qual
os mecanismos de filtragem de pacotes propostos na solucao de network access control devem
também ser aplicados a todas as mensagens destes protocolos. As novas solucdes devem ser
investigadas cuidadosamente de forma a que se atinja o equilibrio entre o aumento da seguranca
e o0 aumento da utilizacao dos recursos da LLN.
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Abstract

The loT means a world-wide network of interconnected objects based on standard commu-
nication protocols. An object in this context is a quotidian physical device augmented with
sensing/actuating, processing, storing and communication capabilities. These objects must be
able to interact with the surrounding environment where they are placed and to cooperate with
neighbouring objects in order to accomplish a common objective. The IoT objects have also the
capabilities of converting the sensed data into automated instructions and communicating them
to other objects through the communication networks, avoiding the human intervention in sev-
eral tasks. Most of loT deployments are based on small devices with restricted computational
resources and energy constraints. For this reason, initially the scientific community did not
consider the use of IP protocol suite in this scenarios because there was the perception that it
was too heavy to the available resources on such devices. Meanwhile, the scientific community
and the industry started to rethink about the use of IP protocol suite in all loT devices and now
it is considered as the solution to provide connectivity between the IoT devices, independently
of the Layer 2 protocol in use, and to connect them to the Internet. Despite the use of IP suite
protocol in all devices and the amount of solutions proposed, many open issues remain unsolved
in order to reach a seamless integration between the loT and the Internet and to provide the
conditions to loT service widespread. This thesis addressed the challenges associated with the
interconnectivity between the Internet and the loT devices and with the security aspects of
the loT. In the interconnectivity between the loT devices and the Internet the problem is how
to provide valuable information to the Internet connected devices, independently of the sup-
ported IP protocol version, without being necessary accessed directly to the loT nodes. In order
to solve this problem, solutions based on Representational state transfer (REST) web services
and IPv4 to IPvé6 dual stack transition mechanism were proposed and evaluated. The REST web
service and the transition mechanism runs only at the border router without penalizing the loT
constrained devices. The mitigation of the effects of internal and external security attacks
minimizing the overhead imposed on the IoT devices is the security challenge addressed in this
thesis. Three different solutions were proposed. The first is a mechanism to prevent remotely
initiated transport level Denial of Service attacks that avoids the use of inefficient and hard to
manage traditional firewalls. It is based on filtering at the border router the traffic received
from the Internet and destined to the loT network according to the conditions announced by
each loT device. The second is a network access security framework that can be used to control
the nodes that have access to the network, based on administrative approval, and to enforce
security compliance to the authorized nodes. The third is a network admission control frame-
work that prevents loT unauthorized nodes to communicate with loT authorized nodes or with
the Internet, which drastically reduces the number of possible security attacks. The network
admission control was also exploited as a management mechanism as it can be used to manage
the network size in terms of number of nodes, making the network more manageable, increasing
its reliability and extending its lifetime.
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Chapter 1

Introdution

This thesis addresses the subject of routing and mobility on IPvé over LOWPAN wireless mesh
networks. The focus and scope of this research are further described in this chapter, together
with the problem definition and objectives, the thesis statement, the main contributions and
the thesis organization.

1.1 Motivation

With the rapid evolution of Micro Electro Mechanical Systems (MEMS) and communication tech-
nologies, Internet of Things (loT) has gained broad-spectrum attention due to its high potential
impact on several aspects of everyday-life [1][2]. loT is being widely applied in various areas
such as military systems, environment monitoring, energy management, healthcare systems,
building automation and transportation, changing business models. Semantically, IoT means a
world-wide network of interconnected uniquely addressable objects based on standard commu-
nication protocols [3]. In this context, an object is a quotidian physical object augmented with
sensing/actuating, processing, storing and communication capabilities. These objects must be
able to interact with the surrounding environment where they are placed and to cooperate with
neighbouring objects in order to accomplish a common objective. The loT objects have also
the capabilities of converting the sensed data into automated instructions and communicating
them to other objects with actuating capabilities through the communication networks. These
objects will in turn actuate other objects, avoiding the human intervention in several tasks.
The origin of the term loT and its original meaning are not clearly known. The loT concept was
probably devised by Kevin Ashton and was initially associated to the radio frequency identifi-
cation (RFID) technology [4]. Sensors and actuators build the foundation of loT where RFID was
replaced by IEEE802.15.4 as base technology and the Sensor Wireless Networks (WSN) concept
was appeared [5][6]. Recently, many other Layer 2 technologies are also being considered to
support loT, most of them standard, reinforcing the above described loT vision. Despite the
inclusion of technologies which are not aware of constraints such as energy consumption or
amount of required hardware resources, most of loT deployments are based on small devices
with restricted computational resources and energy constraints, forming a low power and lossy
network (LLN) [7]. At the first stages, the scientific community did not consider the use of IP
protocol suite in LLNs, because there was the perception that it was too heavy to the available
resources on such devices. Meanwhile, the scientific community and the industry started to re-
think many misconceptions about the use of IP protocol suite in all LLN [8]. First, the IP protocol
can be used to avoid interconnectivity problems related with incompatible low layer protocols,
such as WirelessHart and ZigBee, perpetuating the end to end Internet nature [9]. Second, it
provides an open and royalty free application developing process, where already available tools
for commissioning, configuring, managing and debugging can be used or adapted. Finally, an
all IP solution avoids the use of complex and hard to manage proxies and gateways necessary
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to interconnect IP incompatible LLN nodes to the Internet [8]. Although the IPv6 protocol has
enough address space to connect all LLN devices, it was not designed to be used in low-power
and resource constrained nodes. To address these constraints, a 6LoWPAN Adaptation Layer
was defined to be used between the data link and network layers and providing new routing
approaches, header compression, fragmentation support above 1280 bytes and support to auto
configuration and neighbour discovery mechanisms more adapted to LLNs characteristics [10].

One of the first proposed IoT architectures considers three layers: perception, network and ap-
plication [11]. The perception layer runs on the sensor devices and is responsible for sensing and
gathering the information from the surrounding environment. The network layer is responsible
for the communications among sensor devices and with all other network elements like servers,
gateways, etc. Finally, the application layer is responsible for extracting valuable information
from the voluminous data retrieved by the LLN devices (employing intelligent computing tech-
nologies such as data mining and cloud computing) and providing an interface between users
and the loT system.

Although the three-layer architecture reflects the main idea of loT, it is not sufficiently detailed
to describe all the relevant aspects, the reason why more layered architectures were meanwhile
proposed in the literature. One of these more recent proposals is the five-layer architecture,
which includes the processing and business layers [12]. The five layers are perception, trans-
port, processing, application, and business layers. The perception and application layers are
the same as in the three-layer architecture. The transport layer is responsible for transfer-
ring the data (collected by the LLN devices) between the perception and the processing layers
through a network infrastructure such as IEEE802.15.4, 5G, WiFi and Ethernet. The processing
layer is responsible to store, analyse and process data that comes from the transport layer.
This layer, also known as middleware, performs information processing and takes decisions au-
tomatically based on results. It then passes the results to the application layer. Technologies
such as databases, cloud computing, and big data processing modules are used in this layer.
The business layer is responsible for managing the complete loT system including applications,
business models and users’ privacy. Despite the loT being considered a new paradigm, it cannot
be considered a greenfield technology because it uses some paradigms and protocols used in
the Internet. However, existing networking architectures cannot provide smooth integration to
the huge amount of devices since to reach the loT paradigm different types of networks must
be involved which can cause serious problems [13].

There is a huge amount of work already done but many open issues remain unsolved in order
to reach a seamless integration between the IoT and the Internet and to provide the conditions
to loT service widespread. These open issues and requirements can be classified according to:
interoperability, flexibility, scalability, energy efficiency, mobility management and security
[13].

Three main types of interoperability open issues can be identified [13]: technical, semantic
and pragmatic. The technical challenges are related with device capabilities and supported
protocols. The semantic challenges are concerned with the capability of the loT components
to interpret and process the exchanged data. The pragmatic challenges are concerned with the
capability of the system components to analyse the parties’ intentions. Flexibility is required
in order to provide service provisioning to the diversity of loT applications according to their
requirements. The scalability is a key requirement to the management systems since the loT
architectures need to scale up to accommodate a huge number of smart objects.
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Most of the devices used in the perception layer are characterized by the limited processing,
storage and energy resources and, therefore, resource and message intensive services and pro-
tocols should be avoided [3]. High energy efficiency is achieved with low duty cycle operations
in order that the objects’ radio interface remains in a sleeping mode most of the time [14].
Nevertheless, such approach must be used with care due to its impact on the performance of
the whole loT solution. Solutions to harvest energy from the surrounding environment might be
preferable over low duty cycle approaches in order to minimize the impact of energy efficient
solutions [15]. The support of mobility and its management is crucial to many LLN scenarios
and both node and network mobility must be considered. While physical mobility is easy to un-
derstand because the node changes its position, there are also other subtler causes of topology
changes in LLN due to wireless interference or fading for example [16].

Security is possibly the main issue on reaching loT service widespread [17]. The security is
fundamental to ensure data confidentiality, integrity and privacy during data transmission and
storage and also to avoid service disruption. Therefore, the security guarantee is crucial as an
enabling factor of most loT applications. As an open system with Internet full integration, LLN
exhibits a larger number of vulnerabilities and unique new security challenges, which make them
even more vulnerable to security attacks than unconstrained networks (i.e. a network that does
not fulfil the definition of constrained network defined in the Terminology for Constrained-Node
Networks RFC 7228) [18]. Consequently, the application of traditional security techniques to
LLN is not straightforward. Most of the new security challenges are related with the absence
of an organized communication infrastructure and with the resource constrained nature of LLN
devices where security mechanisms must be used with care due to the resources they need.
Additionally, any message overhead caused by security mechanisms must also be minimized
whenever possible. Different security mechanisms have been proposed, some of them defined
to address particular well-known attacks. In order to make the loT networks and services more
manageable and secure, new security mechanisms and approaches must be considered [19].

Different criteria are being used to classify security attacks. First, they can be classified as ex-
ternal or internal, according to the ownership of the resources used to execute the attacks [20].
In external attacks, the attacker uses its own resources to perform the attack. In internal at-
tacks, the attacker first compromises one legitimate node (usually, by the injection of malicious
code or by accessing important data stored on them), and then, uses its resources to perform
the attacks. Note that internal attacks are much harder to detect because the compromised
node appears as legitimate to the other nodes and, therefore, has their trust. Second, security
attacks can also be classified as passive or active based on the modification of the regular data
streaming [21]. Passive attacks are based on message gathering without modification, while
active attacks involve modification on the legitimate data stream and/or false data injection.
Finally, security attacks can also be clustered in three main groups according to their security
requirements: attacks against secrecy and authenticity, attacks against network availability,
and stealthy attacks against service integrity. While eavesdropping, packet replay, tampering,
and spoofing are examples of the first group, Denial of Service (DoS) is an example of an attack
against availability [22]. DoS can be defined as any event that reduces or eliminates a network’s
capacity to perform its expected function. DoS is a common attack type because it may use only
regular equipment and does not require high knowledge skills. Note that DoS is more damaging
in LLNs due to the resource differences between the regular Internet devices and the loT de-
vices and therefore this is still an open problem to the network security community. First, the
loT devices cannot support the computational overhead necessary to implement many of the
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typical defensive strategies. Second, small traffic rates are enough to drain loT devices energy
that makes the network inoperable.

1.2 Problem Definition and Research Objectives

The research objectives of this work have evolved during its realization. Initially, the research
problem consisted in the proposal and validation of solutions addressing simultaneously the
routing and mobility requirements of IPv6 over LLN wireless mesh networks. At the beginning,
these were the main research issues to be solved in the loT framework and security was still
too soon to be addressed due to its dependability on the solutions for these previous issues.
However, the RPL routing protocol, which was proposed in 2012, has addresses the most relevant
routing problems in LLN while supporting routing paths diversity and micro mobility [23]. Since
RPL has become a standard, the focus of the research took into account these developments
and evolved to include research challenges associated with the interconnectivity between the
Internet and loT devices and with the security aspects of the loT.

In the interoperability between Internet and loT devices, the problem is how to let the Internet
connected devices retrieve useful data from LLN nodes without accessing directly to them. The
research objective is to develop and validate solutions that (i) minimize the amount of com-
munications required in the LLN (extending in this way the lifetime of the resource constrained
sensor devices), (ii) use well established Internet mechanisms and (iii) deal with both IPv4 and
IPv6 Internet connected devices. To achieve these research objectives, special attention was
dedicated to Web service technologies and IPv4 to IPvé transition mechanisms as potential so-
lutions for connectivity issues on the application and networks layers, respectively [24][25].

Web service technologies have become an industry de facto standard for service distribution
between remote and heterogeneous systems [24]. Web services provide well-defined interfaces
for distributed systems, which are independent of the hardware, operating system and program-
ming languages used to develop the server and client side. Interoperability is mainly provided
by Extensible Markup Language (XML) based open standards. The Simple Object Access Protocol
(SOAP) messages are defined in XML, which are text-based and self-described, and are used to
transfer information between remote located services without conversion issues [26]. The web
services can still be used to provide access to the 10T services from mobile devices, such as smart
phones. However, applying the current Web Service architecture model to mobile devices may
result in unacceptable performance overhead, due to the encoding and decoding of verbose
XML based SOAP messages. The RESTful web services attempts to emulate HTTP and similar
protocols by constraining the interface to well-known and standard operations, such as GET,
PUT, POST and DELETE. So, data and services are considered resources and are accessed using
web links, i.e. Uniform Resource Identifiers (URIs) [27]. The REST is a client server architecture
and was designed to use a stateless communication protocol, such as HTTP. Because this is a
lightweight architecture, it performs well to provide services directly to the mobile devices or
through cloud based services. The web services should be supported by the edge router used to
connect the loT network to the Internet since this device is usually main-powered and has more
computational resources then regular loT devices.

As already mentioned, the IPv6 is the most suitable network layer protocol to be used on loT
networks. However, despite most operating systems already support natively both IP protocol
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versions (IPv4 and IPv6), there are still many deployed access networks providing only IPv4
support. Consequently, providing support to IPv4 to IPvé transition mechanisms in the loT edge
router can be the drive to accelerate the IoT service based adoption without increasing the
overhead in the loT network.

The research problem related to the security issues on LLN networks addressed in this thesis
is how to mitigate the effects of internal and external security attacks initiated inside and
outside of the LLN. The research objective is to formulate and validate solutions suitable for
use in multi-hop LLN networks that (i) provide node presence detection and authentication;
(ii) prevent unauthorized nodes from using the network to communicate both with legitimate
nodes and with the Internet; (iii) ensure that the LLN nodes are compliant with the established
security posture; and (iv) filter on the edge router the messages received from the Internet and
destined to the LLN according to predefined rules. In order to fulfil these research objectives,
firewalls and network admission control solutions were carefully studied and analysed.

Traditional firewalls control access to resources by filtering network traffic and only allowing
access that is specified by the security policy [28]. The network traffic is filtered according
to a predefined set of rules statically set by the network administrator. The firewalls are not
efficient when used to protect LLN networks due to dynamic nature of the LLN and to the
heterogeneity of devices and their functions. Instead of a firewall based solution, the aim is
to propose another filtering mechanism that avoids the disadvantages of firewalls. This new
filtering mechanism should be supported only by the edge routers and the filtering rules should
be dynamically built according to the information sent by the LLN internal nodes. Like in the
traditional firewalls, unsupported traffic at the boundary must be filtered and supported traffic
must be rate-shaped to ensure no more requests than the imposed limits from the Internet are
forwarded to the LLN nodes.

Self-organization and self-configuration are key characteristics of LLNs because they minimize
the network configuration efforts and simultaneously increase the network robustness, but they
can also be exploited to perform security attacks [19]. A network admission control is a twofold
solution. First, it can be used to manage the size of the loT network in terms of number of
nodes, making the network more manageable, increasing its reliability and extending its life-
time. Second, it can also be used for security since, if a malicious node is prevented from using
the network, it cannot communicate with other network elements and, therefore, the number
of possible internal and external security attacks is drastically reduced. A network admission
control solution should comprise mechanisms to detect node presence, to perform node au-
thentication and integrity check and also to ensure message integrity, source authentication
and data freshness.

1.3 Thesis Statement

This thesis proposes mechanisms and strategies to promote the integration between loT net-
works and Internet and to minimize the impact of internal and external initiated security at-
tacks. Specifically, the thesis statement is:

The IoT vision considers the seamless connection of many LLNs to the Internet with each LLN
composed by a potentially very large number of highly resource and energy constrained devices
that generates huge amounts of heterogeneous data. The realization of the IoT vision is no
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longer compatible with the end to end paradigm and mechanisms, traditionally located on end
devices, must now be moved to intermediate network elements. Border routers are the ideal
network elements to host such mechanisms since they are typically main-powered and less re-
stricted resource devices. Using this approach, it is possible to reach some key IoT goals. One is
to provide content access to Internet attached devices without direct connectivity from them to
loT devices, avoiding extra traffic exchange on LLNs. Another is to effectively mitigate internal
and external initiated security attacks. External initiated attacks can be mitigated avoiding
the inefficiency of traditional firewall approaches. Internal initiated attacks can be mitigated
by network admission control without penalising too much the loT devices and, additionally,
imposing policy compliance and administrative control.

To support this thesis statement, the following research approach was adopted:

Considering the relevance of the LLN networks to the success of the loT, specifically the wireless
sensor networks, the standard protocols defined to support layer two and layer three were care-
fully investigated. Through these studies, the achievements in this area were identified, as well
their limitations and open issues. A review of the wireless sensor network solutions applied to
environmental monitoring scenarios was conducted in order to assess how this technology per-
forms in harsh and unattended environments. Through these studies, state-of-art contributions
were identified and used as a starting point for the proposal of novel approaches to promote
seamless Internet integration and protection against internal and external security attacks.

Regarding the integration between the IoT networks and the Internet and based on the chal-
lenges and limitations identified in the previous studies on the proposed standard protocols,
mainly for layer 2 and 3, a laboratory testbed using devices compliant with IEEE 802.15.4 run-
ning TinyOS and Contiki operating systems was implemented. In this testbed, the edge router
only forwards packets between the two networks and therefore end to end connectivity was
reached. This was the starting point to the next testbeds used to evaluate the proposed mech-
anisms.

Then, an approach based on RESTfull webservices, running on the border router, was considered
(in this case, end-to-end connectivity is not allowed). The RESTfull web services are used to
provide efficient data access and a standard application interface to make applications devel-
opment easier and independent of the hardware and software used in the loT devices. On this
approach, three different ways for Internet connected mobile phones to retrieve data collected
by the sensors were considered. In the first one, users request up-to-date and historical data to
a RESTful web service that retrieves sensor data stored in a relational database. In the second
one, users request real-time data directly to the border router and the border router, acting as
a proxy, retrieves the requested data from the sensor device. Finally, in the third way, a push
service notifies users when sensor data overcomes a given threshold. A laboratory testbed was
used to assess and validate this solution.

loT seamless integration into the Internet must take into account both versions of the IP protocol.
In fact, despite the number of IPv6 compliant devices, for a considerable number of end devices
only IPv4 Internet access is available. The RESTfull webservices may also be used to enable the
interaction between the IoT and all Internet connected devices, whatever the the supported IP
version is. To reach this goal, a mechanism that combines RESTfull Web services with IPv4 to
IPv6 transition mechanisms was proposed and evaluated aiming, in this way, to increase the loT
services reachability dissemination. The transition mechanisms and the RESTfull Web services
were implemented in the border router saving the loT device resources’.
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Connecting the loT devices to the Internet exposes them to a myriad of security attacks even if
end to end connectivity is not supported or constrained. The most relevant security threats were
identified and studied and also the available security mechanism used to mitigate their effects.
DoS attack effects in IoT networks were carefully analysed because they are among the most
common types of security attacks. A mechanism located in the edge router to filter unwanted
traffic was investigated. The evaluation of firewall mechanisms was the starting point but none
of them is suitable for this purpose due to the following reasons. First, there is a diversity
of devices inside of the same loT network with different purposes and, therefore, too many
different rules are required. Second, loT networks are very dynamic, hence, ensuring the correct
rules in place at each time instant is very challenging. Consequently, a new mechanism to
filter unwanted traffic originated in the Internet and destined to the loT nodes was investigated
and designed where the loT devices notify the edge router on the conditions used to filter
the Internet received traffic. In this mechanism, loT nodes use 6LoWPAN address registration
messages to declare willingness to accept data from the Internet and if so, the data type and
limiting rate.

Self-organization and self-configuration are key characteristics of 0T networks because they
minimize the network configuration efforts and simultaneously increase the network robustness
but they can also be exploited by neighbour devices to perform security attacks. By appropri-
ate network admission control, a malicious node can be prevented from communicating with
the other network devices, and, in this way, the number of possible security attacks is dras-
tically reduced. Network admission control was also evaluated as a management mechanism
as it can be used to manage the size of the network in terms of number of nodes, making the
network more manageable, increasing its reliability and extending its lifetime. Based on this
research, a new network admission control mechanism was proposed, based on the following
nuclear functions: node provisioning, node presence detection, node authentication and au-
thorization, propagation of the authorized node list, and data filtering. The use of symmetric
key cryptography algorithms and the reuse of standard protocols required for normal operation,
such as 6LoOWPAN neighbour discovery was taken into account in order to reduce the overhead
imposed by this mechanism. A laboratory testbed based on well-known operative systems and
hardware was used to validate the proposed solution.

1.4 Main Contributions

This section briefly describes the main scientific contributions resulting from the research work
presented in this thesis.

The first and second contributions of this thesis are a set of two surveys conducted on the initial
stages of this work. The first contribution is a state-of-art survey on available solutions proposed
to support routing and mobility over 6LoWPAN mesh networks. One of the main conclusions of
this contribution is that 6LoWPAN should be considered as the convergence solution to connect
different layer two constrained networks while enabling Internet connectivity. This survey was
published on International Journal of Communication Systems [29]. The second contribution
is a comprehensive review on the wireless sensor network solutions available to support en-
vironmental monitoring applications. This contribution identifies the challenges needed to be
addressed in order to build a monitoring solution based on wireless sensor networks. This survey
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was published on Journal of Communications [30].

The third contribution is a solution for WSN monitoring based on a REST Web Service. Real-
time data sensed by WSN nodes is sent directly to a smartphone or stored in a database. The
mobile application uses a well-defined REST Web Service to retrieve sensed data, avoiding the
end to end connectivity between the Internet connected devices and the sensor nodes. A push
notification system was introduced in order to alert mobile users when a sensor parameter
reaches a given threshold. The proposed architecture and the mobile application were evaluated
and validated using a laboratory testbed and are ready for use. This contribution was published
in the form of a journal paper published in Mobile Information Systems international journal
[31].

The fourth contribution is a solution that combines IPv4 to IPv6 transition mechanisms with REST
Web Services in order to enable the interaction between mobile applications hosted in IPv4 or
IPv6 compliant hosts and 6LOWPAN enabled networks. The Web Service and the IPv4 to IPv6
transition mechanisms run in the border router in order to save the resources on WSN nodes.
This contribution was published as a paper published in Wireless Personal Communications in-
ternational journal [32].

The fifth contribution proposes a new mechanism to avoid DoS attacks initiated from the Inter-
net and destined to a 6LoWPAN enabled network. An adapted version of 6LoWPAN neighbour
discovery messages is proposed and used by the constrained nodes to notify the border router
with the type and the rate of traffic that should be received from the Internet nodes. This
proposal is available in a paper published in Concurrency Computation Practice and Experience
international journal [33].

The sixth contribution is the proposal of a network admission security framework that can be
used both to control the nodes that have access to the network, based on administrative ap-
proval, and to enforce security compliance to the authorized nodes. In the proposal, the frame-
work (i) controls, at the network access level, which nodes can be attached to the network and
(ii) enforces the nodes’ security compliance. The framework can be used both as a manage-
ment tool and as a security mechanism. The proposed framework makes use of LSEND protocol
(for secure neighbor discovery and key pairwise generation), RPL (for datagram routing), and
Seluge (for security compliant code dissemination). Unlike previous proposals for access control
mechanisms, this proposal includes an automatic remediation mechanism that enables nodes to
become security compliant, if necessary, in order to have their access granted. This contribution
is presented as a paper published in the Sensors international journal [34].

The seventh contribution is a network access control solution for 6LoWPAN networks that pre-
vents unauthorized nodes from using the network to communicate both with the legitimate
nodes and with the Internet, reducing in this way the security attacks that can be performed.
The proposed solution includes node presence detection and authentication, administrative
node authorization, and data filtering to discard frames from/to unauthorized nodes. It uses
the standard 6LoWPAN neighbour discovery and RPL protocols, minimizing the number of ad-
ditional required control messages. It includes cryptographic mechanisms, based on the AES
symmetric key algorithm, to guarantee node authenticity and integrity, source authenticity,
and data freshness to the mechanism control data frames. A laboratory testbed was used to
validating the proposed network admission control solution. This solution was published in IEEE
Transactions on Industrial Informatics journal [35].
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1.5 Thesis Organization

This thesis is organized in nine chapters. Besides the current chapter, the Introduction, and the
chapter with the conclusions and future work (Chapter 9), all other chapters are composed by
papers published in international journals. This document is organized as follows.

Chapter 2 presents a survey entitled as “Routing and mobility approaches in IPvé over LOWPAN
mesh networks”. This paper states the 6LoOWPAN as the convergence solution to connect the
different physical and link layer protocols and to connect the LLN devices to the Internet. It
also identifies the mesh routing and mobility support to realize the loT vision.

Chapter 3 presents a comprehensive review of the available solutions and projects on environ-
mental monitoring based on wireless sensor networks technology and is entitled as “Wireless
Sensor Networks: a Survey on Environmental Monitoring”. It also states the most relevant
challenges and open issues related to the use of wireless sensor networks on environmental
monitoring.

Chapter 4, entitled as “Ubiquitous monitoring solution for Wireless Sensor Networks with push
notifications and end-to-end connectivity”, proposes a solution based on REST web services to
provide loT services to mobile applications. This solution also proves it is possible to provide
valuable information to the Internet connected devices, such as smartphones, while avoiding
direct access to the LLN nodes. The proposed solution also includes a push notification system
to alert mobile users when a sensor parameter overcomes a predefined threshold.

Chapter 5, entitled as “Wireless sensor networks in IPv4/IPv6 transition scenarios”, presents a
solution that uses IPv4 to IPv6 transition mechanisms located in the border router to provide loT
services to IPv4 only compliant smartphones.

Chapter 6 presents a security mechanism to protect 6LoOWPAN compliant networks against DoS
attacks sourced at the Internet and destined to the LLN network and it is entitled as “Denial of
service mitigation approach for IPv6-enabled smart object networks”.

Chapter 7, entitled as “A network access control framework for 6LoWPAN networks”, proposes
a framework that can be used to control the nodes that have access to the network, based on
administrative approval, and to enforce security compliance to the authorized nodes.

Chapter 8 presents a network admission control solution for 6LoOWPAN networks that prevents
unauthorized nodes from using the network to communicate both with the legitimate nodes and
with the Internet, reducing in this way the security attacks that can be performed. This chapter
is entitled as “Network Admission Control Solution for 6LoOWPAN Networks Based on Symmetric
Key Mechanisms”.

Finally, Chapter 9 concludes the thesis, summarizing the main research findings and suggesting
future research directions.

In Appendix, three contributions presented in international conferences are presented and de-
scribed. In Appendix A, a demonstrator for power energy monitoring and actuating system and
it was developed for home environments is presented. IPvé protocol was used to provide con-
nectivity between IEEE 802.15.4 and Power Line sensor devices.

In Appendix B, a solution to monitor light aircraft flight parameters and gliders pilot’s physiologic
parameters is presented. The proposed solution does not interfere with pilot’s agility, is simple

9
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to install, configure and operate. The solution is based on IPv6 sensor compatible with IEEE
802.15.4 layer 2 protocol.

Appendix C presents presents a testbed assess and validate end to end solutions to provide
connectivity between 6LoWPAN nodes and IPvé internet connected nodes. This testbed was
constructed in the initial phase of this research work and was used evaluate and demonstrate
several of mechanism and solutions proposed in this thesis.
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SUMMARY

It is foreseeable that any object in the near future will have an Internet connection—this is the Internet
of Things vision. All these objects will be able to exchange and process information, most of them
characterized by small size, power constrained, small computing and storage resources. In fact, connecting
embedded low-power devices to the Internet is considered the biggest challenge and opportunity for the
Internet. There is a strong trend of convergence towards an Internet-based solution and the 6LoWPAN
may be the convergence solution to achieve the Internet of Things vision. Wireless mesh networks
have attracted the interest of the scientific community in recent years. One of the key characteristics of
wireless mesh networks is the ability to self-organize and self-configure. Mesh networking and mobility
support are considered crucial to the Internet of Things success. This paper surveys the available solutions
proposed to support routing and mobility over 6LoWPAN mesh networks. Copyright © 2011 John Wiley
& Sons, Ltd.
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1. INTRODUCTION

Low-power wireless personal area networks (LoWPAN) consist of small size sensing nodes
compliant with standard IEEE 802.15.4 [1] for wireless communications support. The LoOWPAN
nodes are characterized by small size, power constrained, small computing and storage resources
and reduced radio ranges and throughput. Wireless Sensor Network (WSN) is a subtype of
LoWPAN, where the devices can interact with their environment by sensing and/or controlling
some physical parameters. In most applications, these nodes have to collaborate to fulfill a common
task [2, 3]. The low size, the low cost, and the wireless communication and sensing capabilities
make these devices appropriate for monitoring purposes.

A WSN network may be composed by hundreds, or maybe thousands, of ad hoc devices working
together to accomplish a common task. There is a tendency to implement these small devices in
several quotidian objects, realizing a vision of ambient networks where many different devices will
collect and process information from many different sources to both control physical processes and
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interact with human users [2]. Self-organizing, self-optimizing and fault-tolerance are the main
characteristics of such networks [3].

The standard IEEE 802.15.4 release, proposed in 2003, represented a millstone because it was the
first standard for LoWPAN. Several solutions have been specified using IEEE 802.15.4 as link layer
technology, some of them proprietary, such as ZigBee [4] and WirelessHART [5]. The ZigBee was
created by ZigBee alliance [6] and defines the network, security and application layers. The ZigBee
alliance also publishes application profiles that allow multiple vendors to create interoperable
products. However, the published application profiles only solve a limited set of applications for
wireless-embedded networking. Moreover, the ZigBee is not compatible with IP protocol and,
therefore, complex gateway systems are required to connect the ZigBee networks to the Internet.
Such gateways are hard to manage because updates are required whenever new functionalities are
introduced. The WirelessHART is an open-standard wireless networking technology proposed by
HART Communication Foundation [5] and used mainly in industrial environments. Like ZigBee,
WirelessHART is a stand-alone standard and requires a gateway device to support communications
with other networks with the same previous mentioned limitations.

A new paradigm was needed to enable low-power devices to participate in Internet. The Internet
of Things paradigm [7] has emerged where all the embedded devices and networks are natively
IP-enabled and Internet connected, independently of the used physical and media access control
(MAC) layer protocol. The Internet of Things is considered the biggest challenge and opportunity
for the Internet [7-9]. The growth of Internet of Things is hard to estimate for two main reasons:
first, embedded systems are expected to have significant impact in several military and civil
applications and, second, the growth is not directly dependent of human users.

In 2008, many industry leaders in promoting the use of Internet of Things formed the IP Smart
Objects Alliance [10] and, in parallel, the IETF has opened the IPv6 over Low power WPAN
charter [11]. IPv6 was considered more suitable than IPv4 for LoOWPAN networks [12] because it
provides both a much larger addressing space and better auto configuration mechanisms.

In large LoWPAN networks, packets have often to use multiple radio hops to reach their
destination. The multi-hop forwarding is motivated by the fact that the sending node may not have
radio range to reach the targeted destination node. Multi-hop forwarding increases the LoOWPAN
size, but does not necessarily provide multiple simultaneous paths to the same destination. The
mesh network topologies can both provide multi-hop and path diversity [13, 14]. Hence, a routing
protocol to support multi-hop mesh network is crucial [15], which must take into account the very
demanding features of LoOWPAN networks.

Mobility support is vital for the success of 6LoWPAN [16,17]. Many applications require
mobility support at node level while others require mobility support at the gateway router level.
Therefore, the support of mobility must consider both node and network mobility. While physical
mobility is easy to understand, there are also other more subtle causes of topology changes, in
LoWPAN, caused by interference or fading for example.

This paper provides a survey on routing and mobility solutions to support [Pv6 communications
in all WSN nodes. The remainder of this paper is organized as follows. Section 2 analyses the
standards IEEE 802.15.4 and IEEE 802.15.5. The two following sections focus on 6LoWPAN
architecture (Section 3) and on 6LoWPAN routing approaches (Section 4). Node and network
mobility support on 6LoWPAN is addressed in Section 5. Section 6 summarizes the current research
challenges of effective routing and mobility on 6LoWPAN networks. Finally, Section 7 concludes
the paper.

2. 1IEEE 802.15.4 AND IEEE 802.15.5 PROTOCOLS

IEEE 802.15.4 is a standard for communications on LoWPAN networks introduced by IEEE
Computer Society to address the low-power and low-rate wireless personal area networks (PAN)
requirements. The IEEE 802.15.4 [1] protocol defines the physical (PHY) and the MAC layers for
such networks and is a de facto protocol for WSNs [3, 18, 19]. The IEEE 802.15.4 PHY defines

Copyright © 2011 John Wiley & Sons, Ltd. Int. J. Commun. Syst. 2011; 24:1445-1466
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three physical operation modes: (i) 20 kbps at 868 MHz, (ii) 40 kbps at 915 MHz and (iii) 250 kbps
at 2.4 GHz (DSSS). A device in an 802.15.4 network can use either a 64-bit IEEE address or a 16-bit
short address assigned during the association procedure. An 802.15.4 network can accommodate
up to 64k (2!) devices. The frame length is limited to 127 bytes because low-power wireless links
are used in communications and the sensor devices have limited buffering capabilities.

The IEEE 802.15.4 defines two types of devices: full-function devices (FFD) and reduced-
function devices (RFD). FFD devices support all network functionalities and, thus, can participate
in peer-to-peer topologies to support multi-hop communications. RFD devices support a limited
set of functionalities and are used to measure physical parameters and to execute non-complex
tasks (they do not support multi-hop communications and can be used only in star topologies).

FFD and RFD devices organize themselves in PAN. A PAN is controlled by a PAN coordinator,
which has the function of setting up and maintaining the PAN (obviously, only a FFD device can
assume the role of PAN coordinator).

The IEEE 802.15.4 MAC provides two modes of operation: the asynchronous beaconless and
the synchronous beacon-enabled mode. The beaconless mode requires that nodes listen for other
nodes transmission all the time, which can drain battery power fast. The beacon-enabled mode is
designed to support the transmission of beacon packets between transmitter and receiver providing
synchronization among nodes. In the beacon-enabled mode, the PAN coordinator broadcasts a
periodic beacon containing information about the PAN. Synchronization provided by the beacons
allows devices to sleep between transmissions, which results in energy efficiency and extended
network lifetimes.

In the beacon-enabled mode, the period between two consecutives beacons defines a superframe
structure that is divided into 16 slots. Beacons always occupy the first slot, while the other slots are
used for data communications. In these slots, slotted carrier sense multiple access with collision
avoidance (CSMA/CA) is used for data transmission. In order to support low-latency applications,
the PAN coordinator can reserve one or more slots, designated by guaranteed time slots, which
are assigned to devices running such applications (in this case, these devices do not need to use
contention-based medium access mechanisms). In the beaconless mode, there is no superframe
structure and no guaranteed time slots. As a consequence, only random access methods, such as
unslotted CSMA/CA, can be used to medium access.

A PAN can adopt one of the following two network topologies [1, 20]:

e Star topology (Figure 1): a master—slave network model is used where an FFD device assumes
the PAN coordinator role and controls all networks operations; the other nodes can be either
RFDs or FFDs and communicate only with the PAN coordinator (this topology is better suited
for small networks).

e Peer-to-peer topology (Figure 2): FFD devices can communicate with other FFDs within its
radio range and can use multi-hop communications to send messages to other FFDs outside
of its radio range; RFDs can communicate only with FFDs.

In the beacon-enabled mode, a peer-to-peer topology also has a PAN coordinator, but additionally
devices can communicate directly with each other. This allows the set up of more complex
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Figure 1. Ilustration of a star topology.
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Figure 2. Illustration of a peer-to-peer topology.

topologies, such as mesh or cluster-tree. A mesh PAN network can be set up in either a full mesh
or a partial mesh topology. In the full mesh topology, all node pairs are directly connected. In
the partial mesh topology, some nodes are connected to all others, but other nodes are connected
only to a limited number of neighbor nodes. An obvious advantage of mesh over star topology
is its better reliability via route redundancy. Note that in the mesh topology, there is no central
node that must be directly connected (i.e. within the radio range) to all other nodes. This fact
enables many other potential advantages such as (i) larger network coverage without increasing
transmitting power or receiving sensitivity, (ii) easier network set-up (in a star topology, the PAN
coordinator must be as much geographical centered as possible) and (iii) better device battery
life (for the same network coverage, the distance between communicating devices is smaller on
average). Nevertheless, a very important issue is how to support beacon-enabled mode on mesh
topologies [21]. Without such solutions, the potential better device battery life advantage cannot
be obtained with the mesh topology.

The cluster-tree topology is a special case of a peer-to-peer topology, where nodes associated with
a single PAN coordinator are arranged in a tree in accordance with their parent—child relationships.
These relationships form a tree rooted at the PAN coordinator. Each cluster has a cluster head
coordinator, acting as an intermediate aggregator and forwarding the data between different clusters.

As IEEE 802.15.4 does not define any layer 2 routing mechanism, the IEEE 802.15.5 [22], also
known as mesh WPAN, was launched in November 2003 to develop the necessary mechanisms that
must be present in physical and medium access control layers of WPANs to enable peer-to-peer
topology. The work of the IEEE 802.15.5 group covers both high-rate and low-rate WPANs. The
outcome of this working group is applicable both on IEEE 802.15.3 (a protocol addressing high
rate WPANSs) and IEEE 802.15.4 protocols.

In LoWPAN networks, the nodes are assumed to have severe resource constraints and, in such
cases, a table-less addressing and routing scheme improves the network performance. Usually,
such schemes rely on some sort of logical trees in which the position of devices are implicitly
indicated by the addresses (a tree topology is formed when the active connections among nodes
define a single path between any pair of them). IEEE 802.15.5 adopted a meshed tree-based routing
algorithm. In the tree, a single node is set as the root node (designated as the Mesh Coordinator)
as illustrated in Figure 3. The tree links are the links selected to be part of the routing tree and
the mesh links are used as alternative paths to the tree. The meshed tree-based routing algorithm
has two major components: the tree formation that defines the links belonging to the tree, and the
distributed link state generation that enables to detect the useful mesh links.

The tree formation component is break up in two stages: the first stage is node association
and the second stage is address assignment. At the beginning, the first active node becomes the
Mesh Coordinator (this is the beginning of node association stage) and starts accepting association
requests from other nodes to join the network. When a node A associates itself with a node B, node
B becomes the parent node of node A and node A becomes one child of node B. After a node is
successfully associated with a parent node, it also starts accepting association requests from other

Copyright © 2011 John Wiley & Sons, Ltd. Int. J. Commun. Syst. 2011; 24:1445-1466
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Figure 3. Illustration of a IEEE 802.15.5 mesh network topology.

nodes to join the network. Only FFD devices can accept new nodes, while RFD devices cannot.
When a joining node receives multiple association responses, it should choose only one node as
a parent. Each device records its parent and child devices in its neighbor list. At this stage, all
communications are done using 64-bit IEEE addresses and devices communicate only with nodes
that are present in their neighbor range. The tree is complete when no more nodes are waiting to
join the network and address assignment stage begins.

In address assignment stage, all leaf nodes (devices with no child nodes) request one address to
their parent nodes for its own use. In fact, they can request more than one address (some additional
addresses can be reserved for further use). Meanwhile, parent nodes determine the number of
requested addresses from their child nodes after all requests are received, then add their own
required addresses and request the total number of addresses to their parent nodes. This process
repeats until the Mesh Coordinator (the root of the tree) receives the information from all branches.
Afterwards, the Mesh Coordinator assigns and disseminates the requested addresses (the address
block assigned to each branch is specified by the beginning address and the ending address given).
After the address assignment stage is complete, a tree is formed and each node has an address
table with one address per child node and the address of its parent node (besides its own address).
Depending on the Mesh Coordinator configuration, either the IEEE 64 bit or 16 bit addresses are
used in the address assignment stage.

At this point, a tree of active connections covering all devices is set and data packets can now
be routed between all devices based on these connections (the ‘tree links’ in Figure 3). When a
node receives a frame: (i) it first checks if the frame destination address is its own; if yes, it stores
locally the frame, if not, (ii) it checks if the frame destination address is in its child address table;
if yes, it sends the frame to its destination address, if not, it sends the frame to the address of
its parent node. This process is repeated at each intermediate node until the packet reaches its
destination.

The routing algorithm as presented until now, suffers from two main problems [23]. First, the
routes are not optimal because the frames can only be rooted up and down along the tree. Second,
the tree structure is not robust, because there is only one path for each destination. To solve
these two problems, IEEE 802.15.5 combines tree routing with local link state routing through the
distributed link state generation.

Each node periodically broadcasts its own Hello messages and these messages specify a prede-
fined number of hops. Each node also rebroadcasts the Hello messages of neighbors if the predefined
number of hops has not been reached yet. After a while, the devices have the neighbor information
up to the number of hops defined in the hello messages. This information is stored in its neighbor
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list for routing purposes. Now, a device searches its neighbor list for the destination address before
using the tree routing. Depending on the distance between the two communication nodes and the
network topology, devices may find that the destination is one of its neighbors, so a mesh link
can be used minimizing the number of hops to reach the destination. Besides routing optimality,
robustness is also enhanced since there are now multiple paths between many network devices.
Nevertheless, the efficient usage of address space as well as tree link repair are among the biggest
challenges for protocol designers.

3. 6LOWPAN ARCHITECTURE

Originally, the IP protocol was considered too heavy to be processed by LOWPAN nodes due to
their scarce resources. Recently, the industry and the scientific communities start to rethink many
misconceptions about the use of IP in all LoOWPAN nodes [24-27]. Supporting IPv6 on sensor
nodes simplifies the task of connecting LOWPAN devices to the Internet and creates the conditions
to realize the paradigm of Internet of Things. Additionally, by using IPv6-based protocols, users
can deploy tools already developed for commissioning, configuring, managing and debugging these
networks [24]. Moreover, the application developing process is simplified and becomes open.

Traditionally, the routing process operates at link layer level [13,26,27]. With the IP support
at all nodes, the routing process can now operate either at link layer and or at IP network layer.
Therefore, it creates new opportunities to define routing protocols that fit to the LoOWPAN purposes.

Nowadays, the IEEE 802.15.4 protocol is widely accepted as the PHY and MAC layer protocol
for LoOWPANSs. Nevertheless, the network layer protocol must comply with the constraints imposed
by the IEEE 802.15.4 protocol and the properties of the standard IPv6 protocol do not fully match
with such constraints. The IETF created the 6LoWPAN working group to define the support of
IPv6 over IEEE 802.15.4 LoWPAN networks. This support was defined by an additional adaptation
layer introduced between data link and network layers, as specified in Figure 5.

Three different LOWPAN architecture types were defined: (i) Ad hoc LoOWPAN, with no infras-
tructure, (ii) Simple LoWPAN, with one edge router and (iii) Extended LoOWPAN with multiple
edge routers. These three different 6LoWPAN network architecture types are illustrated in Figure 4.

The 6LoWPAN working group focused on the following items [27]: (i) to define limited exten-
sions to IPv6 neighbor discovery (ND) protocol [28] tailored for low-power networks, (ii) to
describe mechanisms allowing compression of 6LoWPAN headers, to reduce the header over-
head, (iii) to define the ‘6LoWPAN Architecture’ describing the design and implementation of
6LoWPAN networks, (iv) to define 6LoWPAN routing requirements describing 6LoWPAN-specific
requirements on routing protocols used in 6LoWPANSs, (v) to produce use cases for 6LoWPAN
defining, for a small set of applications with sufficiently unique requirements, how 6LoWPANs
can solve those requirements, and which protocols and configuration variants can be used for these
scenarios and (vi) to define the threat model of 6LoWPANs documenting security mechanisms
issues.

Two RFCs were released, the RFC 4919 [29] and the RFC 4944 [30]. The first document
describes the assumptions, problem statement and goals of 6LoWPAN. The second describes
(i) the frame format for transmission of IPv6 packets, (ii) the method for defining IPv6 link-
local addresses and stateless auto configured addresses, (iii) an header compression scheme using
shared context and (iv) the frame delivery process in a link-layer in IEEE 802.15.4 mesh network.
The following issues are under open discussion: (i) compression format for IPv6 datagrams in
6LoWPAN networks [31], (ii) design and applications spaces for 6LoWPANs [32], (iii) 6LowPAN
ND [33] and (iv) problem statement and requirements for 6LoWPAN routing [34].

3.1. Requirements
Low bandwidth, low-power resources and the maximum link-layer packet size of 127 bytes are
the most relevant characteristics of the IEEE 802.15.4 standard [1]. Implementing standard IPv6
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Figure 4. 6LOWPAN layered architecture.
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headers over LOWPAN would result in extremely small payloads for higher-level protocols (as
illustrated in Figure 6): in the best case, the maximum size of an IP packet is 88 bytes; the IPv6
header has a minimum size of 40 bytes, which results in 48 bytes for upper-layer protocols like
TCP or UDP; the length of the TCP header is another 20 bytes, which results in 28 bytes available
for the application-layer protocol (in the TCP case).

The above description motivates the use of cross-layer compression to reduce the protocol
header overhead. Besides this requirement, there are other important ones that must be dealt with.
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Figure 6. IPv6 over IEEE 802.15.4 headers size.

First, in order to guarantee that 6LoWPAN is compliant with the IPv6 maximum MTU of 1280
bytes, fragmentation and reassembly are required. Then, a stateless address auto-configuration is
also necessary to reduce the configuration overhead. Finally, various security requirements are also
required, in particular countermeasures against man-in-the-middle and denial of service attacks.

3.2. Adaptation layer

To address the above requirements, the 6LoWPAN protocol has introduced the adaptation layer, as
previously explained. Rather than defining a single header (like IPv4 or ZigBee), the 6LoOWPAN
use stacked headers as the original IPv6 protocol does. To understand the reason for that, let us
consider the example of a device sending small packets directly to another device. In this case, it
does not need to use unnecessary header fields for mesh networking or fragmentation and it uses
only the minimum necessary headers. The 6LoWPAN standard defines four header types: (i) the
dispatch header, (ii) the IPv6 compression header, (iii) the fragmentation header and (iv) the mesh
header. In the simplest case, only the dispatch and compression headers are used. At the beginning
of each header, a header-type field identifies the header format.

The 6LoWPAN header compression is defined in RFC 4944 [30]. It defines a stateless compres-
sion scheme consisting of two parts: the header compression one (HC1) and the header compression
two (HC2). HC1 allows compressing the IPv6 header with an original size of 40 bytes into only
3 bytes in the best case. Similarly, the HC2 describes a compression format to reduce the length
of the TCP header (6LoWPAN supports also the compression of UDP header, which is denoted
also as HC2).

6LoWPAN uses the fragmentation header to support the minimum value required by IPv6 for
the underlying MTU (which is 1280 bytes). Whenever the payload is too large to fit into a single
IEEE 802.15.4 frame, it is fragmented into several packets.

The IEEE 802.15.4 header contains only the source and the destination address of the next
hop. If a packet is to be transmitted to a node that is not a neighbor of the source, a routing
protocol is needed to implement this functionality (such as IEEE 802.15.5, for example). With
IPv6, the source and final receiver addresses are included in the IPv6 hop-by-hop option header.
Nevertheless, using the compression header this information is lost. The solution to this problem
is the mesh header, which is designed to support layer 2 forwarding (as will be further explained
later).

3.3. Addressing and neighbor discovery

The 6LoWPAN packet forwarding in a multi-hop environment can be implemented either in the
link layer or in the network layer [15,35] and both approaches are supported. Forwarding on
the network layer is called route-over and forwarding below network layer is called mesh-under.
6LoWPAN routing approaches are addressed in the next section.

Addressing is mainly based on the stateless address configuration of IPv6. The RFC 4944
defines in detail how the interface address is determined. In general, it is based on the IEEE
EUI-64 address of the IEEE 802.15.4 device. In mesh-under, a link-local address is sufficient for
communications within the LoWPAN, but a routable address is required to communicate with other
networks. In route-over, a link-local address is sufficient to communicate with nodes in direct radio
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communication, but a routable address is required to communicate with devices that are multiple
radio hops away [13, 14].

The ND protocol is used by each node to discover the neighbor nodes and to maintain the
reachability information in a similar way as in IPv6, including prefix discovery and default route
configuration. This protocol also performs address resolution, neighbor unreachable detection and
duplicated address detection. ND is currently defined only for operation on a single IP link. In a
mesh-under configuration that emulates a single IP link over the entire LOWPAN, ND cannot be
used unless some modifications are considered.

There are significant challenges to use the current ND specification within LoWPANSs. First,
ND uses link-local multicast for sending address resolution solicitations, router advertisements
and duplicated address detection messages and, currently, LOWPAN does not support multicast
communications due to energy conservation (to overcome this limitation, the simplest solution
is to have all nodes processing all ND messages, which is an expensive operation, especially in
large networks with multiple radio hops). Second, IPv6 ND was not designed for non-transitive
wireless links. Third, some problems are experienced when the ND protocol runs in large multi-hop
LoWPAN networks [36]. Finally, the ND protocol is too verbose and may generate an overhead in
the number of transmitted messages. A new ND protocol is under discussion in IETF 6LoWPAN
working group [33].

4. ROUTING APPROACHES IN 6LOWPAN MESH NETWORKS

Many protocols have been proposed for routing in LOWPAN [36, 37]. These routing mechanisms
have taken into consideration the network purpose and the architecture requirements. Research
efforts in LOWPAN have led to the development of several energy-aware routing protocols where
the network lifetime maximization is the main concern [36]. Routing protocols in LoOWPAN can be
classified from the perspective of network structure in three classes: flat based routing, hierarchical
based routing and location-based routing. In flat-based routing, all nodes have the same role or
functionalities. In hierarchical-based routing, different nodes play different roles on the network:
nodes with higher resources (energy, power computation and memory) can be used in multi-hop
forwarding, whereas the other nodes can only be used for sensing operations. In location-based
routing, sensor nodes are addressed by means of their locations, and route data using node positions.
The node position can be estimated by the strength of received signals or using GPS (Global
Positioning System).

WSN packets often need to travel through multiple radio hops to reach the destination. The
multi-hop forwarding is motivated by the fact that the sending node may not have radio range to
reach the destination node. To send a packet to another node, two main processes are involved—
forwarding and routing. Both processes can be executed at layer 2 or at layer 3. Routing process
usually uses a routing protocol to evaluate the best path to reach the destination. Each node
maintains a routing information base that contains all the information needed to run the routing
protocol. The routing information base is used to fill the forwarding information base (FIB). In
the forwarding process, the router looks up the destination address of each data packet in its FIB
to select the next network element to transmit the packet.

Routing protocols generally fall into two different classes: distance vector and link state. The
distance vector uses the Bellman-Ford distributed algorithm to compute the paths. Each node sends
to neighboring nodes its routing table, allowing neighbors to compute the best paths. Bellman-
Ford distributed algorithm is simple, but can experience long convergence times, where incoherent
routing information can cause routing loops and count to infinite situations [14]. Link state routing
protocols were designed to solve the convergence time problems experienced by distance vector
protocols. In link state, every node builds a map of the entire network and uses shortest-path
algorithms, like Dijkstra’s algorithm, to compute the best paths to each destination [14].

Two main approaches can be used to fill the FIB, (i) proactively or (ii) reactively. In the proactive
approach, the routing table has information to reach all available destinations. In the reactive
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Figure 7. Routing protocol taxonomy.

Source Node Destination Node
Application 4 Application
Transport Intermediate Node Transport
Network Network Network
6LoWPAN 6LoWPAN 6LOWPAN
Data Link Data Link Data Link
Physical Physical Physical

Figure 8. Link layer mesh-under routing.

approach, the routing table is filled on-demand. Proactive protocols may not fit well to LoOWPAN
because of high traffic overhead caused by the continuous updating of the routing tables but, on
the other hand, reactive protocols may cause excessive delays.

When packets are received, the router searches the destination address in its FIB, selects the
next hop and sends the packet encapsulated with new link layer addresses (it is the forwarding
process). Usually LOWPAN nodes have only one interface and, therefore, the receiving and the
sending interfaces are the same.

Routing and forwarding in a LOWPAN can be done in three different ways: (i) link layer mesh-
under, (ii)) 6LoWPAN mesh-under and (iii) route-over [35]. Link layer mesh and LoOWPAN mesh
are designated by mesh-under and are transparent to the IP network layer. IP routing is designated
by route-over. Figure 7 shows the routing protocols and the taxonomy used in its analysis (this
figure includes only routing protocols with multiple routing path support).

4.1. Mesh-under routing

In mesh-under, routing and forwarding are performed based on layer 2 addresses. The 6LoWPAN-
working group has originally considered only the mesh-under approach to support routing. Mesh-
under provides a virtual broadcast link to the IP protocol. In this case, the network layer can
assume that all nodes within a subnet are directly reachable, hence, the IP model does not need to
change. In the mesh-under approach, the routing and forwarding occur at data link layer (Figure 8)
or at 6LoWPAN adaptation layer (Figure 9).

In the past few years, an intensive research addressing data link layer routing protocols was
conducted. Flat and multipath routing protocols are the most relevant, because they are more
suitable to be used in 6LoWPAN mesh networks. Four flat and multipath routing protocols have
been proposed: ISA100 [38], IEEE 802.15.5 [22], SPIN family routing protocol [39] and Directed
Diffusion [40]. Nevertheless, more research is still required to evaluate the performance of such
protocols in 6LoWPAN networks.
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In the case where the link-layer routing process operates at 6LoWPAN adaptation layer
(Figure 9), there is a problem to solve: the link layer transports the source and the destination
layer 2 addresses. These addresses change on every hop because forwarding process overwrites
the link layer destination address by the next hop link layer address and the source address by
the link layer address of the forwarder node. To forward the packet to its destination, the node
needs to know the destination link layer address. Moreover, the destination nodes need to know
the layer 2 source address to reassembly packets that were segmented in the source node. To
solve this problem, the 6LoWPAN adaptation layer includes the mesh header to store the layer 2
source and the destination addresses (this header also includes the layer 2 equivalent of the IPv6
Hop Limit value).

In spite of the existence of the mesh header in the 6LoWPAN adaptation layer, as far as we
know, there is not yet any proposal for a 6LoWPAN mesh-under protocol [17].

4.2. Route-over routing

In the route-over approach, the routing decision is done on the network layer (Figure 10). IP routing
in LoOWPAN networks has special characteristics when compared with regular IP networks, such
as: (i) 6LoWPAN routers typically perform forwarding on a single interface, so the packets are
received in one interface and forward to the next-hop using the same interface, (ii) all nodes of the
same LoWPAN share the same IPv6 prefix, (iii) LoOWPAN nodes have strict resource constraints,
(iv) LoWPANSs are stub networks and (v) the LoWPAN routing topology may change frequently.

The connection of 6LoWPAN networks to the Internet involves the use of two different routing
protocols (Figure 11): the intra LOWPAN routing protocol used for routing inside the LoWPAN
domain and the border routing protocol used to connect the LoOWPAN to other networks, such as
Internet. Only intra LoOWPAN routing is considered in this survey. Routing metrics are used by
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Figure 11. 6LoOWPAN gateway.

routing protocol to select the best paths. Routing metrics used by 6LoWPAN routing protocols are
dependent on the application where they are being used [37].

Two IETF working-groups have made contributions to solve the 6LoWPAN routing problem.
One is Routing Over Low-power and Lossy networks (ROLL) [41] and the other is Mobile
Ad hoc Network (MANET) [42].

The IETF MANET working-group was formed in 1997 to define solutions for wireless
ad hoc TP-based networks. Mobile multi-hop ad hoc networks (MANETS) are characterized by
the non-existence of any fixed network infrastructure and all network elements can be mobile. In
a MANET, there is no distinction between a host and a router and all nodes can be sources as
well as forwarders of traffic. Because of these characteristics, paths used to connect the nodes
may be very unstable and go down at any time, making communications over ad hoc networks
difficult [43]. The protocols designed for MANETSs can be used in 6LoWPAN networks because
both networks have similar requirements. However, the biggest challenge for applying a MANET
routing protocol to 6LoWPAN is in reducing the overhead of signalling messages and simplifying
the routing algorithm.

The standard MANET routing protocols establish only one path from a source to a destination
[44]. Multi-path MANET protocols, which establish multiple disjoint paths during a single route
discovery phase, have a number of benefits, such as lower overhead, lower packet loss rate and
increased reliability compared with their single-path equivalent protocols [45].

Multi-path routing protocols proposed for MANETS can be classified as (i) delay-aware multi-
path routing protocols, (ii) reliable multi-path routing protocols, (iii) minimum overhead multi-path
routing protocols, (iv) energy efficient multi-path routing protocols and (v) hybrid multi-path
routing protocols [46].

Several routing protocols have been proposed to MANETSs. Among all algorithms, only a few
were submitted for publication as experimental RFC: (i) Ad Hoc On Demand Distance Vector
(AODV) [47] Routing, (ii) The Dynamic Source Routing Protocol (DSR) [48] for Mobile Ad Hoc
Networks, (iii) Optimized Link State Routing Protocol (OLSR) version 1 [49] and (iv) Topology
Dissemination Based on Reverse-Path Forwarding (TBRPF) [50]. Dynamic MANET On-demand
(DYMO) [51] and the Optimized Link State version 2 (OLSRv2) [52] routing protocols are under
discussion in the IETF MANET working-group. The AODV routing protocol is a reactive protocol
supporting both unicast and multicast routing. The DSR protocol is also a reactive protocol and
can support multi-path routing with a few modifications. OLSR and TBRPF are both proactive
link state routing protocols. Dynamic MANET On-demand is a reactive routing protocol and it is
basically an enhancement of the AODV protocol.

Research is currently in progress to study their suitability for Wireless Mesh Network environ-
ments [46, 53, 54]. A number of multi-path routing protocols are available for MANET, most of
them based on standard routing protocols [45, 53, 55]. Several studies have been made to assess the
use of the AODV, OLSR and DSR standard MANET routing protocols in LOWPAN networks, some
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of them with encouraging results [15, 55]. Some studies refer also the DYMO working-progress
routing protocol [51].

The ROLL working group within the IETF is currently developing a new routing protocol
for IP LoWPAN networks. This protocol is being designed to meet the requirements identified
by the working group for the use of LoWPAN on monitoring of buildings, home automation
and other industrial applications of sensor networking. The ROLL working-group began with a
requirements analysis for these application areas. Based on these requirements, a survey was made
of existing IETF routing protocols. The survey has concluded that it is impossible to use the
existing IETF routing protocols without modifications [56]. The ROLL working group has already
defined the routing requirements for urban [57] and industrial low power and lossy networks
[58] applications. Currently, it is focused on defining (i) a new routing protocol compliant with
LoWPAN requirements, (ii) a set of metrics to be used on routing protocols [59], (iii) a basic
architecture requirements [60] and (iv) a security framework [61,62] to be used in LoWPAN
networks.

The ROLL basic architecture is presented in Figure 12. In this architecture, routers with interfaces
connected to the low-power and lossy networks (LLN) and other IP networks are designated by
LLN edge routers (LBR). More than one LLN edge router can be used to connect one LLN to the
backbone link. LLN routers and hosts form the low-power lossy network. Routers participate in
the routing algorithm while hosts do not participate in the routing algorithm but, instead, choose
a neighbor router to send all packets. The algorithm uses a graph structure between routers, hosts
and edge routers. After topology setup, the routing protocol maintains upstream (from node to
edge router) and downstream (from edge router to node) paths (Figure 13). Forwarding along these
paths is performed using IPv6 forwarding. The edge routers are responsible for coordinating the
multi-topology routing and traffic engineering. Node-to-node optimizations may be performed in
a distributed mode (Figure 12).

After nodes establish the neighborhood relations, the first step is to build a routing topology.
IPv6 nodes use already ICMPv6 ND messages to topology discovery; these messages can be

Internet
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Figure 12. ROLL architecture.
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Figure 14. Multipath upstream routing—paths from host towards LLN edge router.

reused to build the routing topology. Routers use these messages to join the network by choosing
a set of default next-hop routers towards edge router. A set of multiple distance vector paths from
nodes to edge routers are automatically set up, which can be used to forward packets towards edge
router. In this routing topology, nodes can change their position. To maintain downstream routing
information, nodes disseminate path cost information upstream towards edge routers. [CMPv6 ND
messages are used to maintain the routing topology.

The routing topology enables traffic forwarding between LLN nodes and edge routers (down-
stream) (Figure 13) and the route dissemination enables traffic forwarding from edge routers
towards LLN nodes (Figure 14).

The ROLL routing protocol enables multipath routing support using multiple techniques. To
achieve many of the ROLL requirements, additional features are being considered by IETF ROLL
working-group, for example [41]: (i) better node-to-node communication support, (ii) network
mobility integration with NEMO [63] and (iii) traffic engineering support on edge routers.

4.3. Mesh-under vs Route-over

The scientific community has not reached yet a consensus about the best routing approach since
both mesh-under and route-over approaches have their benefits.

When originally defining 6LoWPAN, the working group assumed a mesh-under approach.
Mesh-under provides a broadcast network abstraction to the IP layer and, as a consequence, the
IP protocol does not need to change. In mesh-under approach, fragments can be delivered over
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multiple hops without requiring fragmentation and reassembly at each hop. Moreover, mesh-under
also allows the use of multiple paths to deliver fragments for a given datagram. However, there
are some significant drawbacks to this approach. Network diagnostic tools, such as traceroute and
some SNMP-based diagnostics, cannot be used in mesh-under approach since every node in the
mesh is one hop away, from the viewpoint of IP. Hence, traceroute is not able to show the path
through the mesh. Additionally, it is not possible to use standard tools to query the routing tables
because the underlying mesh is not utilizing an IP routing table. Therefore, new traceroute-like
tools and routing table lookup tools must be developed, in order to diagnose network failures.

An alternative to mesh-under approach is to use either currently available IP routing protocols
or new IP routing protocols designed to be more efficient for low-power and limited bandwidth
networks. In route-over approach, each radio hop is an IP hop. IP routing model works by separating
the routing engine and forwarding engine into distinct functions. The routing function is responsible
for maintaining the routing tables and the forwarding function examines the routing table to find
the best next hop node to forward the packet. Sometimes, the routing table is as simple as a single
‘default route’ entry with the neighbor address (this is sufficient for an IEEE 802.15.4 RFD or edge
node with a single parent). This design enables the use of tools like traceroute as valuable tools for
mesh network diagnostics. Nevertheless, two issues need to be carefully addressed [25,33]. One
is the ability for the routing protocol to be able to query the radio device for various parameters
and characteristics, node resources, link performance and other information in order to be able
to properly advertise and utilize route information. Another is to understand how one device per
subnet might impact the IP model since an IP route between nodes would require each node to be in
its own subnet. Even though IPv6 offers a large number of subnets, investigation is necessary. The
main drawback of route-over approach is that it requires 6LoWPAN fragmentation and reassembly
at every radio hop. As a consequence, the transmission of fragments of a given datagram to its final
destination through multiple paths cannot be done. Note that fragmentation and reassemble occur
at the 6LoWPAN adaptation layer and, therefore, only the first fragment carries the IP header. In
[35], mesh-under and route-over are compared and some interesting conclusions are drawn. First,
the route-over scheme is more reliable to deliver fragments; second, if selective retransmission is
used in both routing approaches, then the route-over scheme performs better in terms of the total
number of transmissions and, finally, mesh-under scheme outperforms route-over scheme in the
case of total delay.

Choosing the most appropriate routing approach depends on several factors, such as the reliability
when fragmentation is used. Moreover, both approaches may be used in a large network. The large
network could be separated in several small networks. Mesh-under approach can be used inside
the small networks and a route-over approach to provide global connectivity.

5. MOBILITY IN 6LOWPAN

There are several causes for topology changes in LOWPAN networks. In these networks, often
devices are integrated in moving machines, carried by people or animals or incorporated on
equipments. In other applications, the edge routers themselves may be mobile, changing their point
of attachment on the Internet. The term node mobility refers to the cases where a single device
changes its point of attachment. The term network mobility refers to the cases where the entire
network, including the edge router, changes its point of attachment.

While the mobility caused by physical movements is easy to understand, there are other more
subtle causes of topology changes in which the devices do not move. Besides physical movement,
the causes of topology change can be characterized as radio channel changes, network perfor-
mance, sleep schedules and node failure. Changes in the transmission channel, such as fading and
interferences, cause changes in radio propagation. As a consequence, these changes may involve
topology changes even without physical movement. Packet losses and delay on wireless network
may be caused by poor signal strength, overload channel capacity, collisions or node congestion.
Hence, high rate packet losses may also cause a node to change its point of attachment. LoOWPAN
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nodes stay a long time in sleeping mode to preserve battery power. However, nodes must be
synchronized so that they can communicate. If not, the node may change its neighbor relations,
which is equivalent to change its point of attachment. LOWPAN nodes are often inaccessible due
to their power constraints. Hence, the failure of a node causes a topology change for nodes using
it as a neighbor.

Generically, mobility means the act of a node changing its network point of attachment. We can
distinguish two kinds of mobility processes: roaming and handover [64]. Roaming is the process
used to extend the connectivity service in a location that is different from the home location
where the service was registered. Roaming ensures that the wireless device keeps connected to the
network. Handover is the process that allows a mobile device to change from one point to another
point of attachment, both belonging to the same network domain, and maintaining all ongoing
communications. The handover can be both processed at layer two or layer three, according to the
OSI model.

Mobility can also be classified as micro-mobility and macro-mobility (Figure 15). In micro-
mobility, the device mobility occurs within a network domain, i.e. the mobile device network prefix
does not change. The macro-mobility refers to mobility to another network domain with different
network prefixes. In micro-mobility, only the handover mobility process is involved. In macro-
mobility, both the handover and roaming mobility processes are involved. The macro-mobility is
more difficult to support when compared with micro-mobility because it requires network prefix
change.

When a node changes its point of attachment, there are sets of procedures that must be executed
before being able to send and receive packets again. These procedures include [65]: (i) establishing a
new link, (ii) fulfilling conditions for access control to the link, (iii) acquiring a topologically correct
IP address. Depending on the type of mobility, some of these procedures may not be necessary.
For example, when micro-mobility occurs, the link layer may be able to deal with mobility without
the network layer participation. For 6LoWPAN, mesh-under link layer techniques may deal with
micro-mobility inside a LoWPAN, although actually no well-known support mechanisms exist
[17]. LoWPAN link layer technologies, such as IEEE 802.15.4, tend to leave mobility support to
the network layer.

ND for 6LoWPAN [33] include support to deal with micro-mobility in extended LoWPAN
networks. This is achieved by using an ND proxy technique and whiteboard synchronization
between edge routers, allowing a node to keep the same IPv6 address regardless of its point of
attachment within the extended LoWPAN.
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Several macro-mobility node-based solutions have been proposed. The most known are: (i)
application-based mobility and (ii) Mobile IPv6 [65].

In many cases, it is the application layer who deals with the mobility effects. This solution is
application dependent and does not provide a global mobility solution. Some application protocols
have methods for dealing with mobility. The Session Initiation Protocol (SIP) [66] includes a
SIP Uniform Resource Identifier (URI) used to globally identify a user and that can be used for
tracking 6LoWPAN nodes. Moreover, SIP has Re-INVITE messages to notice the other nodes
about the new IP address. However, the SIP header format is too verbose to be used over 6LoWPAN
without modification [17]. A recently proposed draft defines a solution to use SIP in 6LowPAN
networks [67].

Mobile IP enables a Mobile Node (MN) to maintain the same address in all communications
with any Correspondent Node (CN) while moving from one network to another. Mobile IPv4 [68]
defines two entities to provide mobility support: a Home Agent (HA) and a Foreign Agent (FA).
The HA is statically assigned to the MN based on its permanent IPv4 Home Address. The FA
is assigned to the MN based on its current location. The FA has an associated IP address called
care-of address. When MN is outside its home network, packets destined to him are intercepted
by its HA, and tunneled to the FA using the care-of address as the exit tunnel address. Then, the
FA decapsulates the packets and forwards them directly to MN. In the opposite direction, MN
sends all packets directly to the CN using its Home Address as source address (this is known as
the triangular routing concept).

The existence of an FA is not strictly required and, as an alternative, MN may use a co-located
care-of address that can be obtained via some dynamic IP address assignment protocol such as
DHCP. In this case, the tunneling is done directly between the MN and the HA. Mobile IPv6
[65] has some improvements over mobile IPv4. First, due to the huge IPv6 address space and the
IPv6 address auto configuration, the FA entity is no more necessary. Second, mobile IPv6 uses the
Binding Mechanism on the destination options of IPv6 header to announce to the CN its current
care-of address and, in this way, only the first packet from CN to MN goes through the HA (this
avoids the triangle routing problem of mobile IPv4). Nevertheless, the use of MIPv6 as defined in
[65] in 6LOoWPAN networks is not straightforward due to the following problems:

e [Pv6-in-IPv6 tunnels used to forward packets destined to MN when it is outside its home
network increase the header overhead. Furthermore, the existing compression algorithms
cannot compress the encapsulated IPv6 header and the transport header.

e [Psec is mandatory in MIPv6. The IPsec support in mobile nodes may be unreasonable for
LoWPAN nodes.

e The MIPv6 signalization traffic increases the traffic overhead.

e MIPv6 route optimization adds complexity to mobile devices and requires memory to maintain
the state of all active correspondent nodes.

There is a draft [69] that proposes message simplification and compression to support MIPv6 in
6LoWPAN networks. In this solution, the edge routers are responsible to compress and decompress
the messages to be compliant with MIPv6 protocol. The draft expired in November 2009 and no
follow-up version was proposed. Further work is needed to support MIPv6 in 6LoWPAN networks.
In the Proxy MIPv6 (PMIPv6) [70] solution, an IPv6 device can change its point of attachment
without changing the IPv6 address or even implementing the MIPv6 protocol. PMIPv6 uses a
local hierarchical structure of routers, usually edge routers, to handle mobility on behalf of mobile
devices. The PMIPv6 solution is more appropriate to support node mobility in 6LoWPAN networks
than the previous solutions. Nevertheless, there are two issues that still need to be solved: multi-hop
communications cannot be used because PMIPv6 protocol only enables a node to communicate
with its point of attachment and the 64 bit network prefix is mandatory for each mobile device.
Network mobility (NEMO) [63] is an extension of MIPv6 that enables mobile networks to attach
to different points in the Internet. It also allows every node in the mobile network to be reachable
while moving from one network to another. The mobile router, which connects the mobile network
to the Internet, runs the NEMO basic support protocol with its home agent. The NEMO protocol
is designed so that network mobility is transparent to the nodes inside the network. A number of
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different solutions were proposed to handle NEMO routing optimization [71]. NEMO seems to be
a good solution when the entire LOWPAN domain, including the edge router, moves to a new point
of attachment since it can run on edge routers which, usually, do not have the same limitations as
LoWPAN nodes.

6. RESEARCH ISSUES SUMMARY

The term Internet of Things describes a vision in which networks and embedded devices are
omnipresent in our lives and provide relevant content and information whatever the location of the
user. IPv6 LoOWPAN networks with mesh and mobility support will play a relevant role in realizing
this vision. Although extensive efforts have been made, there are still many challenges that must be
addressed in order to reach effective solutions. We summarize the identified challenges as follows:

Routing in IPv6 over LoOWPAN mesh networks challenges: Three different approaches can be used
to execute routing decisions: mesh-under, 6LoWPAN mesh-under and route-over. All approaches
have benefits and there is no consensus on the best routing approach according to each network
application scenario. Hence, it is important to define guidelines about the best suitable approach
to the most used application scenarios.

In Section 4.1, several existing layer 2 routing protocols that can be used on mesh-under approach
were identified. However, more research is required to evaluate the performance of such protocols
in 6LoWPAN networks.

In the 6LoWPAN mesh-under routing approach, the routing decision occurs at the adaptation
layer. 6LoWPAN mesh header was defined to support 6LoWPAN mesh-under routing. Nevertheless,
actually there are no standard routing protocols that use 6LoWPAN mesh header.

Several multi-path standard routing protocols can be used on route-over approach, most of them
adapted from MANET networks. Several efforts have been made to make those protocols suitable
to LoOWPAN network requirements. Reducing the number and the size of signaling messages and
simplifying the routing algorithms remains a challenge. In parallel with these efforts, a new routing
protocol is under discussion on the ROLL IETF working group. Efforts have been done to evaluate
the new protocol in simulation environment for small outdoor and for large scale smart meter
networks. Nevertheless, it is still necessary to prove its applicability on several network scenarios,
particularly where mobility is a requirement.

Mobility in IPv6 over LOWPAN mesh networks challenges: Mobility can be classified as micro-
mobility and macro-mobility. The design of a new protocol to deal with micro-mobility remains
an open issue. Several solutions can be used to support node macro-mobility, all of them inspired
by available solutions from standard IP networks. The adaptation of such solutions to 6LoWPAN
network requirements and resources remain a challenge.

NEMO protocol can be used to support 6LoWPAN network mobility. A number of different
solutions were proposed to handle NEMO routing optimization in regular IP networks. In spite of
this, to apply these routing optimization techniques to LoOWPAN networks it is necessary to reduce
the protocol overheads, such as header overhead and signaling messages.

7. CONCLUSIONS

This paper has reviewed the state of art related with routing and mobility support in 6LoWPAN
networks. Recently, the industry and the scientific community start to rethink many misconceptions
about the use of IP in all LOWPAN nodes. The 6LoWPAN may be the convergence solution
to connect the different physical and link layer protocols and enable to connect the LoWPAN
devices to the Internet. Wireless Mesh support is considered the best-fitted routing topology for
LoWPAN because of its ability to self-organize and self-configure. Mesh-under and router-over
approaches can be used to support mesh routing on 6LoWPAN networks. Both have advantages
and disadvantages. The standard routing protocols used on route-over approach were adapted from
MANET routing protocols. Some adaptations are required to use these protocols in 6LoWPAN
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mesh networks. A new route-over routing protocol is under discussion on ROLL IETF working-
group. Some solutions can be used to support LoOWPAN node mobility and just one to support
network mobility. For the time being, there is no single protocol, or even set of protocols, that
can fulfill the routing and the mobility requirements to all LoOWPAN scenarios. The design of a
framework that addresses simultaneously routing and mobility requirements is crucial to achieve
the Internet of Things vision.
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react according to physical phenomena of their

Abstract— Traditionally, environmental monitoring is
achieved by a small number of expensive and high precision
sensing unities. Collected data are retrieved directly from
the equipment at the end of the experiment and after the
unit is recovered. The implementation of a wireless sensor
network provides an alternative solution by deploying a
larger number of disposable sensor nodes. Nodes are
equipped with sensors with less precision, however, the
network as a whole provides better spatial resolution of the
area and the users can have access to the data immediately.
This paper surveys a comprehensive review of the available
solutions to support wireless sensor network environmental
monitoring applications.

Index Terms— Wireless Sensor Networks; Low-Power
Personal Area Networks; Mesh Networks; IEEE 802.15.4;
Environment Monitoring.

|. INTRODUCTION

Environmental monitoring has a long history. In early
times analog mechanisms were used to measure physical
environmental parameters. Some of them with the ability
to record the values on paper dish. The old mechanisms
recorded data at specific intervals and required human
intervention to download them.

Some years ago, digital data loggers have replaced the
old mechanical. The digital data loggers are more easy to
operate and to maintain and more cheaper than the old
mechanisms. Digital data loggers may also be combined
with long-range communication networks, such as GSM,
to retrieve data from remote sites. However, digital data
loggers have some drawbacks. The digital data loggers
solution, usually provide monitoring at one point only and
in many cases multiple points need to be monitored. There
is not a standard to store data and to communicate with the
data logger, so several different solutions are used.

Recent advances in micro-electro-mechanical systems
and in low-power wireless network technology have
created the technical conditions to build multi-functional
tiny sensor devices, which can be used to observe and to
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surrounding environment [1]. Wireless sensor nodes are
low-power devices equipped with processor, storage, a
power supply, a transceiver, one or more sensors and, in
some cases, with an actuator. Several types of sensors can
be attached to wireless sensor nodes, such as chemical,
optical, thermal and biological. These wireless sensor
devices are small and they are cheaper than the regular
sensor devices.

The wireless sensor devices can automatically organize
themselves to form an ad-hoc multi hop network.
Wireless sensor networks (WSNSs), may be comprised by
hundreds or maybe thousands of ad-hoc sensor node
devices, working together to accomplish a common task.
Self-organizing, self-optimizing and fault-tolerant are the
main characteristics of this type of network [2].
Widespread networks of inexpensive wireless sensor
devices offer a substantial opportunity to monitor more
accurately the surrounding physical phenomena’s when
compared to traditional sensing methods [3]. Wireless
sensor network has it own design and resource constrains
[4]. Design constrains are related with the purpose and
the characteristics of the installation environment. The
environment determines the size of the network, the
deployment method and the network topology. Resources
constrains are imposed by the limited amount of energy,
small communication range, low throughput and reduced
storage and computing resources. Research efforts have
been done to address the above constrains by introducing
new design methodologies and creating or improve
existing protocols and applications [1,2].

This paper provides a review on wireless sensor
networks  solutions to environmental —monitoring
applications. The remainder of this paper is organized as
follows. Section Il gives an overview of sensor network
platforms. Section Il analyses the standard IEEE 802.15.4
[5] while Section IV overviews recent sensor architectures.
WSN environmental monitoring projects are presented in
Section V and challenges related with environment sensor
networks are studied in Section VI. Section VI concludes
the paper and addresses future research challenges related
to WSN networks deployment.
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Il. SENSOR NETWORK PLATFORMS

Sensor nodes are the elementary components of any
WSN and they provide the following basic functionalities
[1-2,7]: i) signal conditioning and data acquisition for
different sensors; ii) temporary storage of the acquired
data; iii) data processing; iv) analysis of the processed data
for diagnosis and, potentially, alert generation; v) self-
monitoring (e.g., supply voltage); vi) scheduling and
execution of the measurement tasks; vii) management of
the sensor node configuration; viii) reception, transmission,
and forwarding of data packets; and ix) coordination and
management of communications and networking.

To provide the above-described functionalities, as
illustrated in Figure 1, a sensor node is composed by one
or more sensors, a signal conditioning unit, an analog-to-
digital conversion module (ADC), a central processing
unit (CPU), memory, a radio transceiver and an energy
power supply unit. Depending on the deployment
environment, it can be necessary to protect the sensor
hardware against mechanical and chemical aggressions
with an appropriate package.

Temperature
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Humidity

Light Sensor Sansor

}

Signal conditioning unit

't

ADC <—» CPU

L =

Memory

YAntenna

<« Tx

Transceiver

4

Energy

Figure 1 - Sensor node hardware architecture.

Sensor node hardware devices can be classified into
three different main categories [8]:

« Adapted general-purposes computers. This sensor
platform uses hardware similar to embedded personal
computers hardware, personal assistants devices and low-
power personal computer devices. Windows and Linux
are the mainly used operating systems. High level
programming languages can be used to develop software
components. Usually supports simultaneous layer two
low power protocols and layer two local area protocols.
Processing capabilities, multiple layer two protocol
support and versatility are the main advantages of this
hardware platform. However, they consume a
considerable amount of energy when compared with
other hardware platforms. Adapted general-purposes
computer platform are usually used as a gateway to
connect the wireless sensor network to other networks.

e Embedded sensor modules. This sensor hardware
platform uses commercial off-the-shelf (COTS) chips.
These platforms are cheaper than the previous because
COTS chips are produced in large scale. A
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microcontroller unit (MCU) is used as central processing
unit. The C programming language is usually used to
program the platform, enabling the development of thigh
code that fits in their limited memory size.

» System on chip. This platform uses application
specific integrated circuits (ASIC), which integrate all
sensor hardware components. Because of this integration,
systems on chip platforms are extreme low power, cheap
and small size.

Hardware management, scheduling policies, multi-
threading and multitasking are some of the low level
services to be provided by an operating system (OS).
Moreover, the operating system should also provide the
support for dynamic loading and unloading of modules,
provide proper concurrency mechanisms, Application
Programming Interface (API) to access underlying
hardware and enforce proper power management policies.
The achievement of those services in WSN is a non-
trivial problem, due to the hardware constrains [9]. A
classification framework that compares the existing
operating systems according to the core OS is proposed
on [9]. The core OS features that constitute classification
framework are architecture, reprogramming, execution
model and scheduling. Other features such as power
management, simulation support, and portability also has
been considered. The proposed framework was used to
compare and evaluate the existing operating systems. The
operating systems were also evaluated according to WSN
application. TinyOS [10] and Contiki [11] are the most
used operating systems.

Several energy storage devices are available. Battery is
the most common energy storage device. Fuel cells and
ultracapacitors are presented as promising technologies.
Energy harvesting techniques can be used to increase the
sensor energy autonomy [12]. Energy harvesting schemes
developed in the laboratory have generated 10 uW of
power from mechanical vibrations [13]. This energy is
enough for low-frequency digital signal processor.
Advances in energy harvesting and improvements in node
integration will make possible to produce a battery less
infinite-lifetime sensor device. Wireless data transmission
consumes more energy than data processing. So it is
preferable to process the data at the sensor in order to
minimize the data transmitted to the other nodes. The
power consumed when the radio is in receive mode is
almost equal to that consumed when it is transmitting [7].
So, the radio must be turned off when it is not required.
Moreover, sensor nodes must take advantage of long
periods of idle time between interesting events to save
energy. In the inactivity periods, the sensor cans
gracefully scaling back their energy consumption. So, it
is crucial defining the network’s performance
requirements using metrics ranging from latency to
accuracy and reliability. Then, the network performs just
enough data computation, and data receptions and
transmissions to meet the WSN application requirements.
Turning off the sensor poses the problem of how
neighboring nodes can be organize to wakeup at the same
time to communicate. Several approaches were proposed
to address this problem, such as [14] and [15].
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I1l. IEEE 802.15.4 OVERVIEW

The standard IEEE 802.15.4 [5] released in 2003,
represented a millstone because it was the first low-power
layer two standard for low power wireless personal area
network (LoWPAN). Several technologies have been
specified using IEEE 802.15.4 as link layer technology,
some of them proprietary, such as ZigBee [16] and
WirelessHART [17]. The ZigBee was created by ZigBee
alliance and defines the network, security and application
layers. The ZigBee alliance also publishes application
profiles that allow multiple vendors to create interoperate
products. The WirelessHART is an open-standard
wireless networking technology proposed by HART
Communication Foundation and it is also based in IEEE
802.15.4. It is mainly used in industrial environments.
WirelessHART, like ZigBee, is a stand-alone standard;
consequently do not support communications with other
networks without using a specific gateway device.

IEEE 802.15.4 physical layer provides an interface
between the medium access control (MAC) sub-layer and
the physical radio channel. Two services are provided,
the physical data service and the physical management
service. The physical layer is responsible for the
following tasks: i) activation and deactivation of the radio
transceiver, ii) energy detection (ED) sensed on the
current channel, iii) clear channel assessment (CCA) for
CSMAIJCA, iv) channel frequency selection, v) link
quality indication (LQI) for received packets and vi) data
transmission and reception.

The physical layer is responsible to turn the radio
transceiver into one of the three states, that is,
transmitting, receiving, or sleeping (equivalent to turn off
the radio transceiver) according to the information
returned by MAC sub-layer.

Energy detection (ED) sensed on the current channel is
executed by physical layer and is an estimate of the
received signal power of an IEEE 802.15.4 channel. No
attempt is made to identify or decode signals on the
channel in this procedure. The result from energy
detection can be used as part of a channel selection
algorithm or for the purpose of clear channel assessment
(CCA).

The physical layer performs CCA using energy
detection, carrier sense or a combination of both. In
energy detection mode, the medium is considered busy if
any energy above a predefined energy threshold is
detected. In carrier sense mode, the medium is considered
busy if a signal compatible with IEEE 802.15.4 is
detected. In the combined mode, both conditions above-
mentioned must occur in order to conclude that the
medium is busy.

Wireless links under IEEE 802.15.4 can operate in 27
different channels. So, the physical layer should be able
to adjust its transceiver into a certain channel according
with the information received from the MAC sub-layer.

Link quality indication (LQI) measurement is
performed by the physical layer for each received packet.
The physical layer uses energy detection function, a
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signal-to-noise ratio or a combination of these to measure
the strength and/or quality of a link from which a packet
is received.

Modulation and spreading techniques are used to
transmit the data over radio channel. Data reception is
also a physical layer function.

The IEEE 802.15.4 defines the following three
physical operation modes: 20 kbps at 868 MHz, 40 kbps
at 915 MHz, and 250 kbps at 2.4 GHz (DSSS).

A device in an IEEE 802.15.4 network can use either a
64-bit address or a 16-bit short IEEE address assigned
during the association procedure. An 802.15.4 network
can accommodate up to 64k (2'%) devices.

The frame length is limited to 127 bytes because low-
power wireless links are used in communications and the
sensors have limited buffering capabilities.

The IEEE 802.15.4 define the following two types of
devices; full-function devices (FFD) and reduced-
function devices (RFD). In FFD all network
functionalities are implemented and therefore can be used
in peer-to-peer topologies and multi-hop communications
are supported. Reduced-function devices only support a
limited set of functionalities and they are used to measure
physical parameters and to execute uncomplicated tasks.
An RDF device does not support multi-hop
communications.

FFD and RFD devices organize themselves in personal
area network (PAN). A PAN is controlled by a PAN
coordinator, which has the function of setting up and
maintaining the network. Only FFD devices can assume
the role of PAN coordinator.

The MAC sub-layer provides an interface between the
service specific convergence sub-layer and the physical
layer. Like the physical layer, the MAC sub-layer also
provides two services, namely, the MAC data service and
the MAC management service. The MAC sub-layer is
responsible for the following tasks: i) support PAN node
association and disassociation, ii) transmit network
beacons if the device is a PAN coordinator; iii)
synchronize to the beacons, iv) use carrier sense multiple
access with collision avoidance (CSMA/CA) mechanism
for channel access, v) support the guaranteed time slot
(GTS) mechanism and vi) provide a reliable link between
two peer MAC entities.

To support self-configuration, IEEE 802.15.4 embeds
association and disassociation functions in its MAC sub-
layer. This not only enables a star to be setup
automatically, but also allows the creation of self-
configuring peer-to-peer network topologies.

A coordinator must determine if the beacon-enabled
mode is required, in which a superframe structure is used.
In the beacon-enabled mode, a coordinator sends out
beacons periodically to synchronize the other PAN nodes.
A device attached to a coordinator operating in a beacon-
enabled mode must track the beacons to be synchronized
with their PAN coordinator. This synchronization is
important for data polling and for energy saving
purposes.
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The IEEE 802.15.4 MAC provides two modes of
operation, the asynchronous beaconless and the
synchronous beacon enabled mode. The beaconless mode
requires nodes to listen for other nodes transmission all
the time and as a consequence drains the battery power
fast. The beacon-enabled mode is designed to support the
transmission of beacon packets between transmitter and
receiver providing synchronization among nodes. In the
beacon-enabled mode, the PAN coordinator broadcasts a
periodic beacon containing information about the PAN.
Synchronization provided by the beacons allows devices
to sleep between transmissions, which result in energy
efficiency and extended battery lifetime. Supporting
beacon-enabled mode in peer-to-peer topologies is
currently considered a challenge.

The period between two consecutives beacons defines
a superframe structure that is divided in to 16 slots.
Beacon always occupies the first slot, while the others is
used to data communication. In order to support low-
latency applications, the PAN coordinator can reserve
one or more slots, designated by guaranteed time slots,
which are assigned to devices running such applications.
These devices do not need to use contention mechanisms
before transmit. The beaconless mode doesn’t permit
superframe structures, so guaranteed time slots cannot be
reserved. As a consequence, only random access
methods, such as unslotted CSMA/CA can be used to
medium access. The IEEE 802.15.4 CSMA/CA does not
include the request-to-send (RTS) and clear-to-send
(CTS) mechanism, because low data rate is used.

The MAC sublayer employs various mechanisms to
enhance the reliability of the link between two peers,
among them there are the frame acknowledgment and
retransmission, data verification by using a 16-bit CRC,
as well as CSMA/CA.

A PAN can adopt one of the following two network
topologies [18]: star topology and peer-to-peer topology.

In a star topology a master-slave network model is
used (Figure 2). An FFD device assumes the PAN
coordinator role and controls all the networks operations.
Other nodes can be RFDs or FFD and communicates only
with PAN coordinator. This topology is better suited for
small networks. In this configuration the PAN
coordinator

‘\ ./ ’
- PAN coordinator
FFD or RFD

i A
devices A ~
A

b 4

Figure 2 — Illustration of a star topology.
In  peer-to-peer topology FFD devices can

communicate with other FFDs within its radio range and
can use multi-hop communications to send messages to
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other FFDs outside of its radio range. RFDs can
communicate only with FFDs (Figure 3).
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Figure 3 - lllustration of a peer-to-peer topology.

Peer-to-peer  topology supports more complex
topologies, such as mesh or hierarchical cluster. A mesh
network topology is a PAN that uses one of two
connection configurations: full mesh topology or partial
mesh topology. In the full mesh topology, each node is
connected directly to each of the others. In the partial
mesh topology, some nodes are connected to all the
others, but some of the nodes are connected only to
limited number of nodes. When compared to star
topologies, mesh networks have the capability to provide
extension of network coverage without increasing
transmit power or receive sensitivity, better reliability via
route redundancy, easier network configuration and better
device battery life, due to fewer retransmissions. As IEEE
802.15.4 does not define any path selection mechanism,
the IEEE 802.15.5 [6], also known as mesh WPAN, was
chartered in November 2003 to develop the necessary
mechanisms that must be present in physical and medium
access control layers of WPANs to enable mesh
networking. The work of the IEEE 802.15.5 group covers
both high-rate and low-rate WPANSs. So, the outcome of
this work group is applicable on IEEE 802.15.3 (high rate
PAN) and on IEEE 802.15.4 protocols.

Many routing protocols have been specifically
designed for WSNs [19] where energy awareness is an
essential design issue. Routing protocols in WSN can be
classified from the perspective of network structure in
three different classes, flat based, hierarchical based and
location based. In flat based routing, all network devices
have the same roles in the routing topology. In
hierarchical based routing, nodes can play different roles.
Nodes with higher resources can be used in multi-hop
forwarding and the other nodes can be uses in sensing
functions. In location based routing, sensors are
addressed according to their location, and data are routed
using node positions. The routing mechanisms must take
in consideration the network purpose and the architecture
requirements.

IV. OVERVIEW OF RECENT SENSOR ARCHITECTURES

Reduced  instruction set  computer  (RISC)
microcontrollers with a small program and data memory
size are used on low-end and low-cost sensors devices.
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Additionally, an external flash memory can be used to
provide secondary storage. Two approaches have been
adopted for the design of sensing equipment [7]. The first
approach uses a sensing board that can be attached to the
main microcontroller board through an expansion bus.
Usually, more than one can be attached. This is the most
expandable approach and can be found on Iris platform
[20]. A typical crossbow sensing board provides light,
temperature, microphone and two-axis accelerometer
device. Other boards only have 1/0 connectors and can be
used to connect custom sensor to the main board. In the
second approach, the main board also includes the
sensing devices. The sensing devices are soldered or can
be mounted if needed. The expandability is affected
because the available sensing devices options are very
limited. The second approach can be used to reduce the
production costs. TelosB [21] vendor follow the second
approach.

Currently, the most popular sensors platforms employ
one of two type radios designed by Chipcon [22], the
CC1000 and the CC2420. The CC1000 is the simpler and
the cheaper alternative. It offers a basic medium access
control protocol, operates in a license free band
(315/433/868/915 MHz) and has a bandwidth in the range
20-50 Kbps. It has a simple byte oriented interface that
allows software implementation of other MAC protocols.

The CC2420 is compliant with IEEE 802.15.4
specification, operate at 2.4 GHz license free band and
has 250Kbps bandwidth.

There are two popular microcontrollers used on WSN
platforms, the ATMega 128L [23] and Texas Instruments
MSP430 [24]. The ATMega 128L has 128KB of code
memory and 4KB of data storage. The MSP430 has
48KB of code memory and 10KB for data storage.

An exhaustive list of sensor boards, vendors and their
main characteristics are presented in [25].

Currently available sensor platforms mainly use two
size AA battery cells. Standard batteries are cheaper and
easy to replace. However they limit the platform size
reduction.

TinyOS and Contiki are the most used open source
and freeware WSN operating systems [9]. TinyOS is an
event driven operating systemand it uses a C-like
programming language (NesC), although incompatible
with C standard, which has a very low memory footprint.
Commands and event handlers may post a task, which is
executed by the TinyOS first-in first-out (FIFO)
scheduler. These tasks are non preemptive and run to
completion. TinyOS supports power management
functions. TinyOS is gaining its importance in the WSN
applications and has been ported to different platforms.
Although popular, TinyOS has some drawbacks, namely
the lack of supporting fault tolerance, preemptive
multitask, priority scheduling, dynamic programming,
and real time grantees. Contiki OS merges the advantages
of both events and threads execution models. It is
primarily an event driven model but it also supports
optionally preemptive multi-threading as an optional
application level library. Events in Contiki OS are
classified as synchronous and  asynchronous.
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Synchronous events are scheduled immediately and
asynchronous events are scheduled afterward. In Contiki,
everything such as communications, device drivers and
sensors data handling are supported as a service and each
service has an interface and implementation. Contiki OS
also has support for dynamic loading and replacement of
individual programs and services in runtime. Applications
are developed using C++ standard language. There are
simulation tools to both operating systems. TOSSIM [26]
simulates TinyOS applications for sensor network and
Cooja [27] is a simulation environment for Contiki OS.
Both operating systems have support for IPv4 and IPv6
protocols.

V. WSN ENVIRONMENTAL MONITORING

Environment monitoring is a natural candidate for
applying wireless sensor networks, since the physical
variables that must to be monitored, e.g., temperature.
They are usually distributed over large regions.

Environmental monitoring applications can be broadly
categorized into indoor and outdoor monitoring [28].
Indoor monitoring applications typically include
buildings and offices monitoring. These applications
involve sensing temperature, light, humidity, and air
quality. Other important indoor applications may include
fire and civil structures deformations detection. Outdoor

monitoring applications include chemical hazardous
detection, habitat monitoring, traffic monitoring,
earthquake detection, volcano eruption, flooding

detection and weather forecasting. Sensor nodes also
have found their applicability in agriculture. Soil
moisture and temperature monitoring is one of the most
important application of WSNs in agriculture. Only
outdoor environmental monitoring will be considered in
this work.

When monitoring the environment, it is not sufficient
to have only technological knowledge about WSN and
their protocols. It is also necessary the knowledge about
the ecosystem.

Several projects, with real implementations, had
focused on environmental sensor networks; some of them
are presented bellow.

GreatDucklsland [29] was the first WSN implemented
for habitat monitoring purposes. College of Atlantic and
Berkeley University conducts field research on several
remote islands. One of them, Great Duck Island (GDI) is
located 15Km south of Mount Desert Island, Main.
Studying the usage pattern of the nesting burrows when
one or both parents alternate between incubation and
feeding is the major objective of this project. A single
hop hierarchical network comprises 32 nodes in the first
phase and 120 in the last were set up at GDI. Berkeley
Mica sensor nodes with TinyOS installed were used to
measure temperature, humidity and atmosphere pressure
and to detect the presence of the birds. Readings from
sensor nodes are periodically sampled and relayed from
the local sink node to base station on the island. The base
station sends the data using a satellite link to a server
connected to the Internet.
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Sonoma Dust [30] is a WSN, constituted by 120
Mica2dot nodes that were installed on Sonoma County,
California to monitor the redwood trees habitat
conditions. Nodes with TinyOS were programmed to
measure the environmental conditions (temperature,
humidity and photo-synthetically active radiation) every
5 minutes and forwarded them through a multi-hop mesh
network to a local base station. The data is sent from the
base station to a computer located 70 Km away, through
radio links. The nodes were programmed to run at a very
low duty cycle to save energy.

A wireless sensor network was deployed to monitor
eruptions at Tungurahua volcano, located in central
Ecuador [31]. This single hop network is constituted by
five sensor nodes where three of them are equipped with
a specially constructed microphone to monitor infrasonic
signals originated by volcanic eruptions. The data
collected by the sensors are sent to a local sink and then
relayed over radio links to a computer located 9 Km
away. Mica2 nodes with TinyOS were used.

Measurement the microclimate in potato crops is the
main goal of Lofar agro project [32]. The collected
information will be used to improve the advice on how to
combat phytophtora within a crop, based on the
circumstances within each individual field. Phytophthora
is a fungal disease in potatoes, their development and
associated attack of the crop depends strongly on the
climatologically conditions within the field. A total of
150 sensor nodes, similar to the Mica2 motes, were
installed in a parcel for crop monitoring. Nodes are
manually localized and their location registered on a map.
Sensor nodes are equipped with sensors for registering
the temperature and relative humidity. In addition to the
sensor nodes, the field is equipped with a weather station
to register the luminosity, air pressure, precipitation, wind
strength, and direction. The sensor nodes use TinyOS
operating system. The data collected by the sensor nodes
is sended over a multi-hop routing protocol to the local
sink node (field gateway) and further transferred via Wi-
Fi to Lofar gateway. The Lofar gateway is connected via
wire to the Internet and data is uploaded to a Lofar server
and further distributed to a couple of other servers.

In SECOAS project [33] a sensor network was
deployed at Scroby sands off the coast of Great Yarmouth
and its purpose will be to monitor the impact of a newly
developed wind farm on coastal processes in the area.
New sensor hardware, based on MCU PIC 18F452 was
developed in this project and a new operating system,
designated by kOS (kind-of operating system) was
proposed to run on it. The sensor nodes are equipped with
sensors for registering the pressure, turbidity, temperature
and salinity. Sensor nodes, base stations on the sea and
land stations, form the hierarchical and single hop
network. Nodes transmit their data to the sea base
stations, which will then transmit the data to the land
station. Base stations are sensor nodes equipped with
additional functionalities, more power supplies and larger
communication range. The data accessed from the land
station via Internet.
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Foxhouse [34] get real time information about the
habitat of foxes in a fox house. A wireless sensor network
in the Foxhouse case has 14 nodes organized in two
clusters. The network uses FFD nodes to relay data and
RFD nodes for sensing. The sink node is connected to a
personal computer where data is stored. CiNet boards
compliant with IEEE 802.15.4 and based on ATmega
128L MCU are used on sensing nodes. The sensing nodes
are equipped with temperature, humidity and light
Sensors.

In Sensorscope project [35], two networks were
deployed. The first network was installed in Wannengrat
to study environmental processes involving snow. The
second network was installed on a glacier in the canton
Valais, Switzerland, to measure air temperature, air
humidity, surface temperature, wind direction and speed,
precipitation and solar radiation. Seven nodes were used
in the first deployment and sixteen nodes in the second.
The similar solutions were used on both deployments. A
Shockfish TinyNode platform was chosen and it is
composed by a Texas Instruments MSP430 MCU and a
Semtech XE1205 radio transceiver, operating in the 868
MHz band. The sensing nodes and the sink node uses
TinyOS operating system. A multi-hop network is used to
support communications between the sink node and the
sensing nodes. Sensing stations regularly transmit
collected data (e.g., wind speed and direction) to a sink,
which, in turn, uses a gateway to relay the data to a
server. GPRS, Wi-Fi or Ethernet technologies can be
used to connect the sink node to the data base server,
which can be installed remotely. Data is published on a
real-time Google Maps-based web interface and on
Microsoft’s SensorMap website.

VI. CHALLENGES FOR ENVIRONMENTAL
SENSOR NETWORKS

The term Internet of Things [36] describes a vision in
which networks and embedded devices are omnipresent
in our lives and provide relevant content and information
whatever the user location. Sensors and actuators will
play a relevant role to accomplish this vision. Although,
extensive efforts have been done to achieve the Internet
of Things vision, there still some challenges that need to
be addressed. The most relevant are presented bellow.

Power management. This is essential for long-term
operation, especially when it is needed to monitoring
remote and hostile environments. Harvesting schemes,
cross-layer protocols and new power storage devices are
presented as possible solutions to increase the sensors
lifetime.

Scalability. A wireless sensor network can
accommodate thousands nodes. Current real WSN for
environment proposes the use of tens to hundreds nodes.
So it is necessary to prove that the available theoretical
solutions are suited to large real WSN.

Remote management. Systems installed on isolated
locations cannot be visited regularly, so a remote access
standard protocol is necessary to operate, to manage, to
reprogramming and to configure the WSN, regardless of
manufacturer.
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Usability. The WSNs are to be deployed by users who
buy them off the shelf. So, the WSN need to become
easier to install, maintain and understand. It is necessary
to propose new plug and play mechanisms and to develop
more software modules with more user-friendly interface.

Standardization. The IEEE 802.15.4 represents a
millstone  in  standardization  efforts.  Although,
compatibility between of-the-shelf modules is in practice
very low. It is important to specify standard interfaces to
allow interoperability between different modules vendors
in order to reduce the costs and to increase the available
options.

Mesh routing support. The mesh networks topologies
can both provide multi-hop and path diversity [40]. So, a
routing protocol to support multi-hop mesh network is
crucial [37], which must take into account the very
limited features of the network.

Size. Reducing the size is essential for many
applications. Battery size and radio power requirements
play an important role in size reduction. The production
of platforms compatible with the smart dust can be
determinant in WSN environmental monitoring.

IP end-to-end connectivity. Originally it was not
thought appropriate the use of IP protocol in WSN
networks, because of the perception that is was to heavy
weight to the WSN nodes resources. Recently, the
industry and the scientific community start to rethink
many misconceptions about the use of IP in all WSN
nodes [38]. Supporting IPv6 on sensor nodes simplifies
the task of connecting WSN devices to the Internet and
creates the conditions to realize the paradigm of Internet
of Things community. Additionally, by using IPv6 based
protocols, users can deploy tools already developed for
commissioning, configuring, managing and debugging
these networks [37]. The application developing process
is also simplified and open.

Price. Available sensor platforms on the market are
expensive which precludes its use widely. Produce
cheaper and disposable sensor platforms it is also a
challenge.

Support other transducers types. Environmental
monitoring usually uses limited type of transducers, such
as temperature, light, humidity and atmospheric pressure.
New environmental monitoring applications will be
developed and new transducers will be necessary to
measure new physical phenomena, for example image
and video. Transmit images and video on resources and
power constrained networks are a challenge [39].

The identified challenges must be addressed
simultaneously by scientific community and by industry
to create successful commercial solutions.

VII. CONCLUSIONS AND FUTURE WORK

In this research work, a survey on environmental
monitoring using wireless sensor networks and their
technologies and standards was carried out. Some of the
most relevant environmental monitoring projects with
real deployments were analyzed and the conclusions used
to identify the challenges that need to be addressed.
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Wireless sensor networks continue to emerge as a
technology that will transform the way we measure,
understand and manage the natural environment. For the
first time, data of different types and places can be
merged together and accessed from anywhere. Some
significant progress has been made over the last few years
in order to bridge the gap between theoretical
developments and real deployments, although available
design methodologies and solutions are still relatively
immature. As a consequence, widespread use of WSNs
for environmental proposes is not yet a reality.

It is predictable that in the near future any object will
have an Internet connection — this is the Internet of
Things vision. In smart cities, the environmental data will
provide usefully information to the citizens. For example,
air quality, transportation information, emergency
services, and so on. The citizens can access to this
information via Internet.

Nowadays, the IP suite protocol support in
environmental monitoring is inconsistent. It is necessary
design new protocols and evaluates the existing ones.
Assess the major benefits associated with the support of
the IP protocol on all nodes, using simulation and
testbeds is fundamental. This evaluation will be
addressed as a future work.
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Chapter 4
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Networks with push notifications and end-to-end
connectivity
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Sensor Networks with push notifications and
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Abstract. Wireless Sensor Networks (WSNs) belongs to a new trend in technology in which tiny and resource constrained
devices are wirelessly interconnected and are able to interact with the surrounding environment by collecting data such as
temperature and humidity. Recently, due to the huge growth in the use of mobile devices with Internet connection, smartphones
are becoming the center of future ubiquitous wireless networks. Interconnecting WSNs with smartphones and the Internet is
a big challenge and new architectures are required due to the heterogeneity of these devices. Taking into account that people
are using smartphones with Internet connection, there is a good opportunity to propose a new architecture for wireless sensors
monitoring using push notifications and smartphones. Then, this paper proposes a ubiquitous approach for WSN monitoring
based on a REST Web Service, a relational database, and an Android mobile application. Real-time data sensed by WSNs are
sent directly to a smartphone or stored in a database and requested by the mobile application using a well-defined RESTful
interface. A push notification system was created in order to alert mobile users when a sensor parameter overcomes a given
threshold. The proposed architecture and mobile application were evaluated and validated using a laboratory WSN testbed and
are ready for use.

Keywords: Wireless Sensor Networks, Internet of Things, ubiquitous computing, network monitoring, mobile computing,
RESTful Web Services, push notifications, Android applications

1. Introduction

Wireless sensors are tiny devices that are able to measure several environmental and crucial data. Re-
cently, these devices have been used in areas such as environmental monitoring, home automation, and
war scenarios. In this context, a new emerging technology called wireless sensor networks (WSNs) has
become a trend in technological research [12,20]. This technology combines hundreds or even thousands
of tiny and resource constrained sensor devices that communicate wirelessly in order to accomplish a
common task. These devices are spatially distributed in the environment in order to collect data about
surrounding environmental variables [18,28]. Each device has several sensor modules capable of mea-
suring parameters such as temperature, humidity, and luminosity.

The main challenges regarding wireless sensor networks are power consumption of sensor devices
and their connection to the Internet [8]. Power consumption is highly affected by the communication

*Corresponding author: Joel J.P.C. Rodrigues, Instituto de Telecomunicag¢des, University of Beira Interior, Covilha, Portugal.
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with nodes. A solution to this problem is reducing the communication among nodes using better routing
algorithms and shutting down (hibernate state) the nodes when they are not required [19,24].

Connecting these limited devices to the Internet is a big challenge because the use of the TCP/IP stack,
as initially conceived, is too heavy in the context of WSNs. However, the use of IPv6 over Low-power
Personal Area Networks (6LoWPANSs) allows the transmission of IPv6 packets over IEEE 802.15.4
wireless links and enables WSNs to communicate with the Internet more efficiently [32]. Basically,
6LoWPAN adds an adaptation layer below network layer that fragments the packets and compresses the
IPv6 transport layer headers. These adjustments allow the IPv6 to be used in low-power networks such as
WSNs. The connectivity between 6LoWPAN-enabled WSNs and IPv6 networks is not straightforward
because devices with IPv6 support are not able to handle the 6LoWPAN compression and fragmenta-
tion [2]. One solution to this issue is using an intermediary element such as a gateway that allows data
exchange between WSNs and IPv6 hosts through 6LoWPAN [7,26].

The introduction of 6LoWPAN turn IPv6 suitable for resource-constrained devices enabling their con-
nectivity to the Internet. Smartphones are becoming current personal computers, but it is a big challenge
to establish end-to-end connectivity (between an end-user device and a sensor node) with all sorts of
smart objects as proposed by the Internet of Things vision [16]. To solve this issue, an end-to-end con-
nectivity solution is proposed in order to interconnect smartphones and sensor devices allowing real-time
mobile monitoring.

The integration between mobile devices, specifically smartphones, and future wireless networks is
crucial for the Internet growth. In the context of WSNss, the use of smartphones to control and monitor
these kinds of networks represents a new trend in ubiquitous computing research [33]. The growing
diversity of mobile operating systems and hardware platforms is developing new and heterogeneous
network scenarios. Therefore, the construction of new models and architectures to enable the interaction
between these devices in a platform independent way is essential [13].

Due to the heterogeneity of recent mobile devices and platforms, the construction of a Web service
to interconnect these devices in a platform independent way require open technologies and protocols.
The interaction between smart phones and WSN devices is possible by using Web technologies such
as Web services and IP-enabled devices. The Representational State Transfer (REST) architecture is
commonly used in the construction of Web services since it is based on HTTP that is supported by
all smartphones [30]. The REST architecture is based on client-server communication, where clients
request available resources from the Web service. A REST resource is defined as a set of data that is
available through a well-defined RESTful interface [11]. Mobile clients request these resources using
well-known HTTP methods such as GET and POST. To exchange information between the REST Web
service and the mobile device, XML, and JSON media types are commonly used. Furthermore, since a
WSN involves large amounts of data, the exchange of information needs to be optimized.

Wireless sensor networks are strictly related with monitoring solutions and the information collected
by the sensors is more important than the sensor itself. In order to increase the efficiency of wireless
sensor network monitoring, the user should be alerted when there are significant changes in sensed data.
In a mobile environment, it is becoming natural for us to receive alerts or notifications from several ser-
vices such as eMail and newsletters. The integration of push-notifications in ubiquitous wireless sensor
networks makes sense since it is crucial for one to be alerted when a value collected by a sensor exceeds
a threshold. Recent mobile operating systems are also capable to receive and presente this type of notifi-
cations seamlessly. Pushing notifications to the mobile device represents significant energy saving when
compared with always-on solutions based on polling requests [29].

The main contributions of this paper are the following: (1) the introduction of a system architecture
specifically designed to collect, store, and present real-time wireless sensor networks data and historical

52



Routing and Mobility on IPv6 over LoOWPAN Wireless Mesh Networks

L.M.L. Oliveira et al. / Ubiquitous monitoring solution for wireless sensor networks with push notifications 21

measures in mobile environments; (2) a push notification system that allows mobile users to receive
an alert over the Internet when a sensor value overcomes a given threshold; (3) an Android mobile
application that presents the latest data collected by the WSN and historical measures in scalar and
graphical ways; (4) and the testbed architecture definition to evaluate, demonstrate, and validate the
proposed approach.

In the proposed architecture, users have three different ways of accessing sensors data. In the first one,
users request up-to-date and historical data to a RESTful service that retrieves sensor data stored in a
relational database. A format is also defined for the messages exchanged between the mobile devices
and the RESTful service. Adoption of REST, XML, and JSON allow heterogeneous mobile clients to
exchange information with the server independently of their platforms. In the second way of accessing
sensors data, users request real-time data directly to the WSN gateway. Finally, in the third way, a push
service notifies users when sensor data overcomes a given threshold. It is another possibility to users that
do not want to keep requesting data to the RESTful service or WSN gateway, allowing client devices to
optimize power consumption.

This paper is organized as follows. Section 2 reviews the available related literature about the topic.
Section 3 introduces and describes the overall system architecture and the interaction between its mod-
ules. Section 4 addresses the implementation of the proposed architecture while Section 5 presents the
design and construction of the mobile application. Section 6 evaluates and demonstrates the proposed so-
lution considering its architecture and mobile application with performance measurements considering
different scenarios. Finally, conclusion and further works are addressed in Section 7.

2. Related work

Wireless sensor networks (WSNs) monitoring applications demand new functionalities and design
patterns to address recent challenges in efficiency, interoperability and user interaction. The increas-
ing heterogeneity of mobile devices, operating systems, and communication interfaces requires modern
architectures and mobile applications that access the information in a platform independent way. This
section presents some available solutions regarding WSN monitoring. Some projects address the used
communication protocols and their architectures while others focus on the application layer.

Munawar et al. [3] proposed an Open Sensor Platform to interconnect mobile devices and sensors. The
solution uses available commercial hardware and software tools such as a proprietary data acquisition
device. This device receives sensed data and sends the information to a host PC using a proprietary PC
application. The information is then requested by the mobile device through a Symbian OS application.
Since the presented solution does not use the Internet to retrieve data from the sensors, the mobility of
the user is highly reduced. Also, using proprietary hardware and software is a limitation due to inter-
operability and costs. The use of Symbian OS is also a limitation, since it is becoming obsolete when
comparing to modern mobile operating systems such as Android and iOS from Apple.

Herrera et al. [17] present an approach to wireless sensor networks monitoring using Zigbee and the
iPhone platform. The focus of this solution is to collect environmental and weather data from remote
stations and present the information on the mobile device. The remote stations are equipped with a
microcontroller that periodically gathers data from the sensors such as wind speed and rainfall. The
sensed data is then parsed into a readable format and sent to a proprietary gateway coordinator. This
coordinator interconnects the Zigbee personal area network and other network with access to database
servers. The data is stored in a MySQL database through PHP scripting and a web page. The mobile
application sends requests to the web page in order to retrieve last sensed data. The use of PHP and
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HTML instead of a structured Web Service is a limitation of this approach in terms of performance and
scalability.

Hornsby et al. [1] proposed an architecture that is based on the XMPP-protocol and wireless sen-
sor networks that support a push based notification functionality. The proposed architecture uses Atom
feeds [22] to communicate with the wireless sensor network in a Web Service-like way and an UPnP
gateway was used to interconnect the XMPP-based WSN and UPnP media-oriented networks. There-
fore, messages are exchanged over IP protocol using the XML media type. In order to interact with
the WSN, a solution was implemented in Internet tablet devices. This architecture has some drawbacks
related to the use of XMPP-protocol that is not yet supported by many mobile operating systems. This
protocol is also restricted to XML media type that is a limitation in modern mobile environments where
the use of JSON is becoming a standard.

Cardei et al. [21] presented a RESTful architecture for healthcare patient monitoring using hetero-
geneous wireless sensor networks. This innovative approach uses an Android smartphone as a gateway
in order to interconnect the WSN and the Internet. The heterogeneous WSN used in this system inter-
connects environmental, medical, and smartphone internal sensors. The sensed data is processed on the
smartphone and sent to the Internet Web Service using the cellular network. This approach represents a
limitation when using the mobile device as a gateway due to the limited resources of these devices, such
as processing power and battery consumption.

A monitoring platform, called WSN Monitor, was proposed by Vajsar and Rucka [27]. The platform is
based on client-server architecture and is focused on monitoring and managing wireless sensor networks.
The collected data is stored in a MySQL database and the server processes requests from the client
application using the data available in the database. The client application was developed using the
proprietary Adobe Flex framework [4] that has some limitations in terms of performance and support
when compared with native mobile applications.

Moreira et al. work [25] focuses on the design and construction of a mobile monitoring application for
wireless sensor networks. The proposed architecture is based in REST interfaces and XML messaging.
The mobile application was built on the top of the Android platform but no performance tests were
conducted to validate the architecture and the mobile application. The proposed approach also features
an alert functionality that alerts the user when a sensor threshold value exceeds a defined limit. The
alerts are sent via SMS or e-mail and not as native push-notifications that are standard across the mobile
operating system.

Tudose et al. [10] proposed a solution for home automation using a 6LoWPAN wireless sensor net-
work and a mobile monitoring application. The architecture is based on a wireless sensor and actuator
network with energy harvesting capabilities that minimize node power consumption. In order to inter-
connect the WSAN and the Internet, a gateway was developed. Periodically, sensed values are transmit-
ted wirelessly to the gateway over a UDP over IPv6 connection. The gateway receives and stores the
collected data sensed by WSN devices. The Android mobile application sends REST-like requests to
the gateway that responds with data in JSON format. The inexistence of a structured Web Service on
the proposed architecture has limitations in terms of scalability and performance. Moreover, since no
database was constructed in order to store collected data, the access to historical measures is limited.

There are also commercial solutions that aim to gather, store, and display sensor data. Cosm [9], for-
merly named Pachube, is a solution based on a Web portal that allows users to visualize and manipulate
data collected by sensors. Moreover, Cosm offers a notification system that sends HTTP POST requests
to a URL selected by the user.

In the past few years, several solutions were proposed to control and monitor wireless sensor networks.
This paper proposes a reliable architecture to collect, store, and present data gathered by wireless sensors
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Fig. 1. Illustration of the system architecture diagram.

in a ubiquitous environment. The proposed architecture is designed for being a platform independent on
a client and server sides since it is based on REST interfaces and XML/JSON messages. Besides, the
native push-notification functionality presented sends a notification to the mobile user when a sensor
reading overcomes a given threshold.

3. System architecture

The proposed four-tier architecture is based on the following main components: a Web service, a gate-
way, a relational database, and a mobile client application. The entire system architecture is illustrated
in Fig. 1. The communication between these four components allows mobile client devices to present
data collected by the sensors in a ubiquitous environment. The architecture was designed to enable the
mobile application to present real-time data as well as stored historical measures. A push notification
system integrated into the Web service and the mobile application is used to alert users if a sensor reading
overcomes a given threshold.

Sensor devices send collected data to the gateway in pre-defined (and customizable) time intervals
according to the variation of the physical sensed phenomenon. The software in the gateway parses the
raw data and stores it in the relational database. Then, the mobile client application sends requests to the
Web service that runs a query in the database and returns the result to the mobile application through
a specified file format. Besides that, the mobile application can also request real-time data from the
gateway. When a sensor reading overcomes a given threshold, the Web Service sends a push notification
to the mobile application in order to alert the user that an event occurred. The push notification system
is built for the Android operating system and is integrated in Google Cloud to Device Message servers
that enable the mobile device to receive push notifications in a mobile environment.

The Web service ensures the communication between the relational database and the mobile appli-
cation, using HTTP over an IPv4-based network. In order to communicate with the server, an Internet
connection is required at the mobile device. This interconnection between Internet-based devices is cru-
cial in the near future and is one of the biggest challenges of the Internet as defended by the Internet
of Things vision. Designing and building the Web Service on top of industry open standards was a
main requirement. Simplicity, scalability, and interoperability were also key requirements in the Web
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service development process. The interoperability ensures the ubiquitous access to the database from
multi-platform client applications and also the use of different file formats in the information exchange.

Nowadays, two main approaches are used in the construction of Web Services, namely Simple Object
Access Protocol (SOAP) and REST. Both approaches have advantages and disadvantages depending on
the deployment environment.

The REST approach uses a standard Uniform Resource Identifier (URI) that requests a unique resource
in the Web service interface. The approach is simple and can be executed on any client or server that
provides HTTP/HTTPS support. REST allows many different data formats while SOAP only supports
XML.

SOAP uses XML in the definition of the envelope, that defines what is in the message and how to
process it, in the encoding rules for data types, and finally, in the definition of the procedure calls and
responses. The envelope is sent via HTTP and a Remote Procedure Call (RPC) is executed and the
envelope is returned with the corresponding response in a XML formatted document. In comparison,
SOAP presents some additional overhead that is not found in the REST approach.

In REST, the use of multiple data types offers some benefits since it adds support for all sorts of
platforms. JSON has been widely used in REST architectures when less overhead is needed to exchange
large amounts of data and also performs a faster parsing.

Each technology approach has its own characteristics and these both Web services solutions have
issues related with security and transport layers. Summarizing, REST presents some advantages in sce-
narios with limited bandwidth, resources, and client platforms. Then, taking into account the relative
performance of both approaches, the Representational State Transfer (REST) was chosen for the pro-
posed solution.

The RESTful architecture is being widely adopted by major technology companies. Most of these
companies rely on REST for sharing information and expose Web services and applications. REST ar-
chitecture is based on client-server communication where clients initiate requests to servers that process
these requests and return the appropriate results. These results are defined as resources and represent
the information exposed by the service. RESTful architectures are based on HTTP to communicate over
the network. HTTP is the Web protocol and it has a set of tools that simplify communications such
as Uniform Resource Identifiers (URI), request and response headers, and Internet media types. These
functionalities allow the mobile client application to use the HTTP methods GET, POST, PUT, and
DELETE to communicate with the Web service and also to exchange information in several file formats
such as XML and JSON.

In a mobile environment, 3G Internet connections have several limitations such as bandwidth, speed,
and cost. Therefore, it is crucial to minimize data traffic in mobile applications and optimize communi-
cation protocols. The use of XML and JSON in Web services is the standard and these file structures are
widely supported in both client and server architectures. A uniform file structure was defined for both
XML and JSON media types in order to be parsed independently by the mobile application. The result
tag or name was chosen to define the returned result set by the Web service and the row tag is used to
define each individual row from the result set.

The historical information presented in the mobile application is stored in a relational database. The
database was designed specifically to store all the information about a WSN and also user credentials to
enable access control and manage user permissions. The scalability and flexibility were key requirements
in the design of the database in order to allow its implementation across multiple server platforms and
architectures. The structure of the database is a result of several iterations, from the analysis of different
WSNs and the study of available solutions. Based on this analysis, several fields of the database were
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defined to store all the relevant data needed to remotely access and monitor a WSN. Some of these fields
are the following: MAC address, IP address, GPS coordinates; name, value, unit, and timestamp for
each mote parameter; mote manufacturer and country of origin; information about the localization and
the environment of the WSN deployment; and information about user credentials.

In order to get the collected data from the 6LoWPAN WSNs and store it in the database, a gateway
is needed. The gateway can have more than one IPv6 interface and, at least, one 6LoWPAN interface
to allow the communications between the regular IPv6 node and the WSN. The requests destined to
WSN nodes are forwarded to one of the IPv6 interfaces and then sent to the 6LoWPAN adaptation layer.
The 6LoWPAN adaptation layer is responsible for the packet fragmentation and reassembly in order to
support the IPv6 minimum MTU, and for IP and UDP header compression. The gateway communicates
with the 6LoWPAN WSN through IEEE 802.15.4. Sensed data received by the gateway is stored in the
database through a JDBC connection over an SSH tunnel.

The proposed architecture joins generic messages in XML and JSON, and well-defined REST in-
terfaces to build a communication protocol that enables clients and servers to exchange messages in a
platform-independent way. A push notification system, in the context of WSNs, is also proposed and it
allows mobile users to receive alerts without requesting them to the server continuously. Besides, the user
can also access real-time data instead of getting latest collected values from the database. For real-time
monitoring, the mobile application sends requests over the Internet to a HT'TP service running on the
gateway computer that queries the WSN and responds directly to the smartphone. The real-time HTTP
service acts as an intermediary between the 6LoWPAN wireless sensor network and the [Pv4-enabled
smartphone.

4. Construction of the proposed model

The proposed model architecture was constructed in a real environment with all the needed compo-
nents for a full WSNs monitoring solution. In this section, the development process of the server-side
components is described, including a database, a Web service, a push notifications system, and an end-
to-end connectivity between mobile devices and sensor nodes.

4.1. Database design

Based on the requirements analysis, the MySQL Database Management System (DBMS) was chosen
for data storage [23]. MySQL provides scalability, flexibility, and is open source. It has support for
almost all the operating systems and also provides drivers, plugins, and connectors for the majority of
platforms and programming languages.

In the context of WSNs, the performance of the database is an important issue due to the large amount
of data collected by sensors. The number of records and queries increases exponentially depending on the
frequency of sensor readings. Tables and relations were defined according to the requirements analysis
based on several WSNs and available monitoring solutions. Reducing redundant and null values was a
main requirement in order to optimize performance and consistency.

The database structure is based on eleven related tables that can be divided into three groups according
to the type of stored data. The entity-relationship diagram of the database is illustrated on Fig. 2. The ta-
bles group, user, and credential are grouped together because of the relation to user credentials and their
permissions. The user table stores information about user credentials, such as username and password.
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Fig. 2. Database Entity-Relationship diagram.

The group table stores information about groups of users that have different access permissions to avail-
able WSNss while the table credential stores the registration ID and the authentication token that enables
the mobile application to receive push notifications. The following tables represent another group: man-
ufacturer, local, sensor, sensor_ parameter, and parameter. These tables store information about sensor
nodes, their location, specifications, and the parameters available in each mote. The manufacturer table
holds information related to each mote specifications as well as the mote manufacturer.

The local table stores information about the geographical location of the WSN. Similarly, sensor
and parameter tables store data related to each individual mote such as the mote’s IP address, GPS
coordinates, and the type of sensor parameters available at each mote. The third group of tables is
formed by the tables sensor_data, report, and data_report that store the collected data by the sensors
for each parameter as well as the maximum, minimum, and average values for each sensor parameter
grouped by day, month, or year. The data stored in the table data_report are added through the MySQL
event scheduler that calculates the minimum, maximum, and average values for each sensor parameter.
These events are scheduled to work after each day, month, and year.

4.2. RESTful web service

To enable the information exchange between the database and the mobile devices, a RESTful Web
service was created. The Web service presents a modular architecture and generic deployment in order
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Fig. 3. RESTful Web service architecture.

to be scalable and accessed through several mobile platforms. A RESTful Web service can be defined
as a set of resources, available through HTTP interfaces accessed using well-defined HTTP methods,
such as GET and POST. Therefore, any client device with an Internet connection and HTTP support can
send requests to the Web service in a complete platform independent way. In the construction of the Web
service the Jersey open-source framework [15] was used. Jersey is the reference implementation for the
JAX-RS specification [14] provided by the Java EE 6. It implements the annotations presented on the
specification providing a Java API for RESTful Web services development. The modular architecture of
the Web service provides scalability to the entire model and it can be further expanded by adding new
modules and functionalities without changing the existing ones.

The Web service considers a four-tier approach with the following modules: the database module,
the resource module, the parsing module, and the notifications module. The Web service architecture
may be seen in Fig. 3. The database module manages all the connections to the database using the Java
Database Connectivity (JDBC) API. The RESTful resources are available in the resource module and
a unique Uniform Resource Identifier (URI) identifies each resource. A representation of the current
state of each resource and a data format known as media type are used to exchange information in the
RESTful environment. For example, the following uniform resource identifier (URI), “http://[server-
ip]/rest/sensors” is used to request a list of the available sensors in a chosen WSN. Several unique
resources were defined in the Web service, such as, the networks and sensors resources, the historical
data resource, and the sensor value resource. When the Web service receives a request of an available
resource, an SQL query is sent to the database and, then, the parsing module of the Web service converts
the result set into the requested media type and returns the resource representation to the client. The
parsing module is responsible for the construction and deconstruction of all the documents and objects
exchanged between the Web service and the mobile application. When the mobile application sends an
HTTP request to the Web service, the requested media type is specified in the payload to inform the Web
service and the parsing module about the data type to return. This parsing module is able to create and
parse XML and JSON documents based on the requested media type. For example, the XML structure
is defined based on the result set returned by the database, using the names of the tables and columns to
define each XML tag.

The <result> tag defines the result set returned by the server and the <row> tag is used to define each
individual row of the result set. All the other tags derived from the name of each attribute in the database.
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Fig. 4. Sequence diagram of the push notification system.

Thus, an example of an XML file with information about the last temperature reading on a given sensor
node would be the following:

<?7xml version="1.0"7>
<result>
<row>
<value>27.14<value/>
<row/>
<result/>

4.3. Push notifications

One of the main features of the proposed WSN monitoring architecture is the push notification system.
This technology is capable to send messages to the mobile device without constantly poll the server for
updates. Polling the server for updates has several well-known issues including the adjustment of the
requests frequency, energy consumption, and high data traffic. These limitations have more impact when
working with mobile devices due to limited battery life and network coverage.

The push notification system is focused on the Android operating system because it is an open platform
and integrates very well the RESTful Web service and the mobile application. A new technology called
Cloud to Device Messaging (C2DM), developed by Google was used in the construction of the push
notification system [5]. The C2DM technology is part of the Android platform and provides libraries
and APIs for developing push-enabled applications.

The integration of push notifications in the WSN monitoring model enables the mobile Android appli-
cation to receive messages and alert the user when a sensor reading overcomes a predefined threshold.
The push messaging technology follows a publish/subscribe model where mobile users register at the
server in order to receive push messages on the mobile device. Figure 4 presents a sequence diagram of
the push notification system.
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To use C2DM, the mobile application must register at the Google authentication servers using a
Google account. Then, a unique registration ID is generated by the authentication server and sent to
the mobile device. This registration ID is forwarded to the Web service and stored in the database. The
Web service also requests an authentication token that is used to send notifications to registered mobile
devices. Both device registration and server authentication must be completed before sending push mes-
sages. Since the push notification system is integrated in the RESTful Web service, it polls the database
continuously and when a sensor reading overcomes a predefined threshold, a push message is sent to
Google C2DM servers and then to mobile clients. By doing this, the computational costs of polling are
on the server side instead of stressing the mobile devices, resulting in significant energy and bandwidth
savings. The push notification module was developed in Java language in order to be platform inde-
pendent as well as the Web server. Therefore, several classes were added to the Web service to support
three main functionalities: receiving the registration ID from mobile devices, server authentication and
sending push messages.

4.4. End-to-end connectivity

In order to access real-time data from the wireless sensor networks, a multiplatform software applica-
tion was developed and deployed in the gateway enabling the mobile users to request sensor measures.
When the mobile client application requests data from the 6LoWPAN WSN, the software application
deployed at the gateway handles the HTTP request and retrieves data directly from the WSN using the
UDP transport protocol. The requested data is transmitted through IEEE 802.15.4. Then, the gateway
application converts the collected data to XML format and forwards it to the smartphone over HTTP
using an IEEE 802.11g wireless network with Internet connection. On the client side, the Android appli-
cation parses the received data and presents it to the user. With this solution, the access to the database is
not needed and the mobile application could request, on demand, data directly from the WSN bypassing
the database. This performs the information exchange between the WSN and the smartphone even faster
because there is no need to query the database for information. On the other hand, it is not possible to
request historical sensors data.

5. Android application

The Android OS is an open mobile operating system, developed and supported by Google. It was
built from scratch, specifically for mobile devices and is based on Linux kernel. The Android platform
is supported by a wide range of mobile devices, from smartphones to tablets. The Android System De-
velopment Kit (SDK) provides libraries and APIs that enable developers to create Android applications
and take advantage of hardware capabilities available on the devices using Java programming language.
Through the APIs, developers can use functionalities such as text messaging or accelerometers in order
to build richer and immersive applications. Since Android is an open platform, it integrates well with
emerging technologies and Web services.

5.1. Android User Interface

The user interface was designed following the Android User Interface Guidelines [6] in order to be
consistent with the operating system interface and other Android applications. A user-friendly and or-
ganized interface was a main requirement in the design process. The application follows two Android
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Fig. 5. Login screen. Fig. 6. Data visualization screen.

navigation guidelines: tabbed navigation and hierarchical navigation. Three fixed tabs at the top of the
screen represent the tabbed navigation and within each tab the relationship between different screens is
hierarchical.

The initial screen of the application is the login screen, as may be seen in Fig. 5. In this screen, the user
must authenticate with username and password in order to access the application’s main functionalities.
If the user authentication is successful, a new screen is presented with the tab bar at the top where the
user could choose between three tabs: Sensors tab, History tab, and Settings tab. By default, the Sensors
tab is selected and presents a list view with the available WSNs for the current user. On this screen, if
the user selects one of the available WSNs, a new list view is loaded with the mote names that belong
to the selected network. When a unique mote is selected, the main data visualization screen is presented
under the tab bar as shown in Fig. 6. This screen displays the latest sensor readings of the selected mote
in both numerical and graphical modes. Following Fig. 6, “1” indicates the selected Sensors tab, while
“2” points out the numerical data presentation where four sensor parameters are presented as well as
each parameter unit. If more than four sensor readings are available for each mote, the user can select
the four sensor readings to present simultaneously on the screen by using the button indicated by “3”.
At the bottom of the screen, sensed data is presented graphically as indicated by “5”. Using the button
pointed out by “4”, the user may choose the parameter to visualize in the graphical representation. These
parameter readings are presented as a line graph that is updated as new values are received by the mobile
device. The graph line represents sensed values over time and the y-axis scale is constantly adjusted in
order to center vertically the line graph.

If the user switches to the History tab, a new screen is shown, which presents an interface that al-
lows the user to choose a time interval as indicated by Fig. 7. When the user defines a time interval, a
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full-screen line graph is displayed in landscape orientation with all the sensor readings for the current
parameter in that time interval. The chosen time interval may be days, hours or only a few minutes.
Following Fig. 7, “1” indicates the selected History tab. Labels “2” and “3” represent the buttons that
are used to define the limits of the time interval while “4” points out the button to draw the line graph.

The default application settings may be changed in the Settings tab as shown in Fig. 8. The settings
menu provides the following application options: enable or disable data updates; define the updates fre-
quency; and enable or disable push notifications. Following Fig. 8, label “1” points out the option used to
enable or disable data updates. This option is enabled by default and is used to reduce battery consump-
tion and data traffic. The frequency of data updates can be defined from 1 second to 1 minute by using
the option indicated by “2”. When the data updates are disabled, this option is blocked automatically.
Label “3” points out the option that allows the user to enable or disable push notifications.

6. Performance evaluation and demonstration

In order to evaluate and demonstrate the architecture and mobile application, a 6LoWPAN wireless
sensor network laboratory testbed was constructed. In the design of the 6LoWPAN WSN, several Telos
B motes running the TinyOS operating system were used [31]. This network may be seen in Fig. 9. These
motes communicate through IEEE 802.15.4 and the 6LoWPAN protocol stack is provided by the TinyOS
Blip 1.0 implementation. The motes are capable of sensing air temperature and humidity, luminosity and
battery voltage readings. A 6LoWPAN gateway is used to provide IPv6 end-to-end connectivity between
the sensor network and the Internet. The 6LoWPAN gateway runs on Ubuntu 10.0.4 and it has multiple
communication interfaces technologies, including IEEE 802.15.4, Ethernet and IEEE 802.11a/b/g. To
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Table 1
Relation between the downloaded data, battery consumption, and missed updates with changing polling rates and push notifi-
cations

Polling rate 3 sec 10 sec 30 sec Push Idle
Downloaded data/hour 501 KB 149 KB 49 KB 301 KB _
Battery consumption/hour 19% 13% 9% 4% 2%
Missed updates 0% 50.4% 83.6% _ _

Fig. 9. 6LoWPAN wireless sensor network laboratory testbed.

implement the IEEE 802.15.4 interface in the gateway device, a TelosB mote connected to an USB port
was used. An Intel desktop board D945GCLF with a 1.6 Ghz Intel Atom processor has been used to
be the motherboard of the gateway. The application IP-driver compliant with RFC 4944, provided by
TinyOS 2.1, acts as the 6LoWPAN adaptation layer in the gateway. The 6LoWPAN gateway is also
responsible for sending ICMPv6 router advertisement messages to announce the IPv6 prefix and the
default gateway address to all sensor nodes.

The smartphone used to evaluate the proposed architecture and mobile application was the Samsung
Galaxy S, running Android 2.3 with a 1.0 GHz CPU and a Li-Ion 1500 mAh battery. All the tests were
performed over an IEEE 802.11 g connection with Internet access. During the experiments, the phone
only used essential core services, the Wi-Fi adapter and the constructed application in foreground.

Measuring energy consumption on mobile devices is not easy. There are several factors that influence
the energy consumption in a mobile device, specifically a smartphone. The energy consumption is differ-
ent from device to device and it also depends of the operating system version and network specifications.
For each experiment, the Android battery manager was used to check the current battery level that runs
from 100% when fully charged to 0%.

Table 1 shows the relation between the amount of downloaded data, the battery consumption and the
missed updates for a varying polling rate with a fixed update rate. In Table 1, “Polling Rate” refers to
the time interval between two requests from the mobile device to the RESTful service. A polling rate
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equals to “push” means that the mobile device did not request data to the RESTful service, but waited for
notifications from the push service. “Downloaded data/hour” refers to the amount of data the RESTful
service transferred to the mobile device in one hour. “Battery consumption/hour” refers to the amount of
energy consumed in the mobile device battery in one hour. “Missed updates” refers to the updates that
were sent by the WSN gateway to the relational database but were not retrieved by the mobile device.
The update rate of the wireless sensor network values was fixed in 5 seconds for testing purposes while
the polling rate of the Android application varies between 3, 10 and 30 seconds. Furthermore, the same
experiment was conducted with push notifications and also with the smartphone in idle for comparison
purposes. All the experiments were performed during 1 (one) hour of monitoring for each polling rate.

As expected, the lower polling rate presents the lower battery consumption of the smartphone, but
more updates missed by the monitoring application. The experiments also shown that if the polling rate
is lower than the update rate of the WSN, none of the updates is missed but the amount of downloaded
data is very high resulting in higher energy consumption. On the other hand, if the polling rate is too
high, the amount of downloaded data and the battery consumption are reduced but the percentage of
missed updates is also high. When the push notification system is used, the energy costs are significantly
reduced. If push notifications are enabled, the mobile application is not constantly sending requests to the
server and checking if there are any updates resulting in significant energy saving. As a result, ubiquitous
wireless sensor networks monitoring is much more energy efficient when push technologies are used on
mobile client applications.

The end-to-end connectivity between the smartphone and the 6LoWPAN WSN was also experiment
in detail. Real-time temperature readings were collected and presented successfully in the mobile appli-
cation.

7. Conclusion and future work

This paper proposed a ubiquitous wireless sensor networks monitoring solution allowing users to re-
ceive latest sensor readings as well as historical measures on their smartphones. The architecture was
designed to be modular and was constructed based on open standards to ensure scalability and reusabil-
ity. Since it is based on REST interfaces and XML/JSON messaging, the architecture is platform inde-
pendent and supported in the majority of current mobile devices.

A push notification system was constructed specifically for mobile devices and is able to send push
messages to smartphones if a sensor reading overcomes a given threshold. The smartphone application is
also able to access real-time data over the Internet through a gateway software application. The proposed
architecture was evaluated and demonstrated using a real wireless sensor testbed and an Android mobile
application. The experiments showed that the solution work as planned and the push notification system
has a significant impact on smartphone’s energy savings.

As future work, the proposed solution may be deployed in a real environment, deploying the wireless
sensor network testbed outside the laboratory. In an outdoor environment, factors such as energy man-
agement, security and weather conditions should be considered. Furthermore, the mobile application
could be extended to other mobile platforms such as the iPhone and Windows Phone. With respect to
storage of sensor data, NoSQL solutions may be adopted, such as document-oriented databases. Fur-
thermore, the development of algorithms to search and locate sensor resources in the proposed REST
environment may be considered.
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Abstract The wireless sensor networks (WSNs) concept was appeared in the middle of 90s
and have been a subject under intensive research in the past few years. Several factors have
contributed to this, but the potential for application of WSNs in almost every aspect of day-to-
day life is the predominant one. This type of networks has been developed using proprietary
solutions instead of standard solutions. More recently, the importance of standards motivated
the use of IETF standards in WSNs, making the Internet integration easier. However, more
efforts are necessary in order to provide a full integration. The WSNs use mainly IPv6
protocol, but the IPv4 is the predominant one in the Internet. As a consequence, IPv4 to
IPv6 transition mechanisms must be provided to allow the interaction between all Internet
connected devices independently of the supported IP version. It is also critical to provide a
standard application interface to make easier the application development and independently
of the hardware platform used. The RESTfull Web services can provide this standard interface.
So, combine RESTfull Web services with IPv4 to IPv6 transition mechanisms can increase
the WSN services dissemination. The transition mechanisms and the REST Web services
are supported in the gateway in order to save the wireless sensor device resources’. The
smartphone with Internet connectivity can also be the drive to the WSNs growth, because
user-friendly applications can be used to retrieve and collect sensed data. This paper proposes

L. M. L. Oliveira - J. J. P. C. Rodrigues (<) - A. G. F. Elias

Instituto de Telecomunicacdes, University of Beira Interior, Covilha, Portugal
e-mail: joeljr@ieee.org

L. M. L. Oliveira

e-mail: loliveira@it.ubi.pt

A. G. F Elias
e-mail: andre.elias @it.ubi.pt

J. J. P. C. Rodrigues
University ITMO, St. Petersburg, Russia

G. Han
Department of Information and Communication Systems, Hohai University, Changzhou, China
e-mail: hanguangjie @gmail.com

@ Springer
71



72

Routing and Mobility on IPv6 over LOWPAN Wireless Mesh Networks

1850 L. M. L. Oliveira et al.

asolution based on REST web services to permit the interaction between a mobile application
and the IPv6 compliant WSN.

Keywords Ubiquitous computing - Mobile computing - Internet of things - 6LoWPAN -
Wireless sensor network

1 Introduction

In the last century two important technological revolutions happened. First, the use of com-
puters was widespread and their use is fundamental in all quotidian life aspects. Second,
the Internet interconnected the computers, changing how people work, think and interact
with each other’s. Nowadays, there is a tendency to embed small devices with computational
and communication capabilities in quotidian objects, in order to collect and process infor-
mation from different sources to both control physical processes and interact with human
users [1]. Connecting these objects to the Internet will be one of the biggest digital rev-
olutions in twenty-first century [2,3]. Besides the sensing capabilities, the embed devices
are characterized by small size, small computing and storage resources, power-constrains,
and reduced radio ranges and throughput. Because their sensing capabilities, the network
constituted by these devices is designated by wireless sensor network (WSN). A WSN can
comprise hundreds or maybe thousands of sensor devices. Self-organizing, fault-tolerance
and self-optimizing are their main characteristics. There are several layer-two technologies
that can be used on WSN, most of them uses IEEE 802.15.4 [4] standard in the link layer, such
as: ZigBee and WirelessHART. However, some of the used technologies are incompatible
with IP protocols and therefore complex gateways must be used to connect these networks
to the Internet. Such gateways are complex and require new programming whenever new
functionalities are needed. Initially, the scientific community considered inappropriate the
use IP suite protocol in small power and resource-constrained networks, because it was con-
sidered to heavy. Recently, the scientific community and the industry started to rethink many
misconceptions about the use of IP in all nodes [5,6]. Two main benefits can be obtained if
IP protocols are used to connect the WSN devices. First, the application developing process
is simplified and open, because tools already developed for commissioning, managing and
debugging can be used or in the worst case adapted. Second, connecting the WSN is easier
because the protocols in use are compatible and connectivity with other Internet is assured
independently of the used physical and MAC layers protocols. When compared with 1Pv4,
the IPv6 protocol is more suitable to be used on WSN, because has enough address space
to assign a global address to each device and also provides better auto-configuration mech-
anisms. However, the IPv6 protocol, has not been designed to be used in low power and
resource constrained devices. In order to circumvent this problem, the 6LoWPAN [7] adap-
tation layer was defined to address these constrains and it is located between data link and
network layer. The 6LoWPAN also provides adapted mechanisms for neighbour discovery
and the support for new routing approaches.

Three main connectivity models, based on IP suite support, can be used to integrate the
WSN in the Internet [8]. In the first model, all nodes support IP suite protocols however,
the WSN is isolated from the Internet, for example, due to security reasons. In the second
model, a proxy is used to mediate the connections between the Internet devices and the
WSN nodes. In the third model, a global IPv6 address is assigned to each WSN device and
end-to-end connectivity to the Internet is allowed. Nowadays, both IPv6 and IPv4 protocols
are in use, however the IPv4 is the predominant protocol in the Internet. The migration of
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IPv4-based infrastructures to those supporting IPv6 is one of the biggest challenges in the
deployment of IPv6 [9]. It is commonly accepted that the transition from IPv4 to IPv6 will be
slow and smooth and consequently both protocols will coexist during some time. In order to
ensure a successful transition, the IETF IPng transition-working group has been working on
several transition approaches, mechanisms and tools. Nowadays most of the Internet service
providers don’t provide IPv6 connectivity to their costumers. As consequence, IPv4 to IPv6
transition mechanism must be used in order to permit the interaction between IPv4 devices
and the WSN, that mainly uses [Pv6 protocol. In fact, it doesn’t make sense to use IPv4 in
WSN, because the transition to IPv6 is underway and as above described the IPv6 protocol
is more suitable to be used in this type of networks.

Two different approaches can be used to integrate the WSN into Internet; the first one
uses gateways that act as proxies between the Internet devices and the WSN nodes [10]. The
second one, rely on end-to-end connectivity. The interoperability between the WSN devices
and Internet is the main concern of both approaches. The network layer interoperability is
already achieved using IP protocol in sensor nodes. The next step is to provide application
level interoperability [11]. The same methodology used in the network layer can also be used
to provide the same level of interoperability at the application layer, i.e. choose one of the
most used application layer in the Internet, for example the HTTP, and make it viable to be
used on WSN devices [12].

The dissemination of small mobile devices with Internet connectivity, such as smartphone
and tablets, combined with user-friendly applications can be used to retrieve and collect
sensed data from anywhere at any time independently of the WSN protocols in use and can
also be the drive to the WSN applications growth.

This paper presents an IPv4/IPv6 transition mechanism for WSNs and it is demonstrated
and validated on a solution based on a REST Web service [13] to allow the interaction between
mobile applications and IPv6 compliant WSN. IPv4 to IPv6 dual stack transition mechanism
installed in the WSN gateway is used to accept requests from both IPv4 and IPv6 mobile
devices. The main contributions of this paper are the following:

e A new mechanism that provides simultaneously the capacity to communicate with both
IPv4 and IPv6 devices and a standard application interface based on a RESTfull Web
services.

e The proposed mechanism is supported in the gateway in order to save the wireless sensor
device’ resources. Moreover, no changes are required in the WSN devices.

e Security mechanisms that can be used to protect the WSNs against denial of service
were added to the proposed approach. With this mechanism, only valid requests from the
Internet and destined to available wireless sensor nodes will be forwarded.

The remainder of this paper is organized as follows. Section 2 analyses the related tech-
nologies, while Sect. 3 presents the proposal of the overall model architecture. Section 4
demonstrates the architecture and the mobile application for Android operating system.
Finally, Sect. 5 concludes the paper and pinpoints future research topics.

2 Related Technologies

2.1 6LoWPAN

IEEE 802.15.4 [4] is a standard for communications on LOWPAN networks introduced by
IEEE to address the low-power and low-rate wireless personal area networks requirements.
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The IEEE 802.15.4 protocol defines the physical and the media access control layers for such
networks and is a de facto protocol for WSNs. The IEEE 802.15.4 [4] physical layer defines
three operation modes: (i) 20kbps at 868 MHz, (ii) 40 kbps at 915 MHz and (iii) 250 kbps at
2.4 GHz (DSSS). The frame length is limited to 127 bytes, because low-power wireless links
are used in communications and the sensor devices have limited buffering capabilities.

The network layer protocol must comply with the constraints imposed by the lower layer
protocol in use. In fact, the requirements of the IPv6 protocol don’t fully match with the
IEEE 802.15.4 constraints. For example the minimum IPv6 MTU is 1,500 bytes and the
IEEE802.15.4 MTU is 127 bytes. Besides to this incompatibility, using standard IPv6 head-
ers would result in extremely small payload for high protocols. To address these issues,
the IETF 6LoWPAN-working group were created to define the support of IPv6 over IEEE
802.15.4. The 6LoWPAN [7] working group were mainly focused on the following items: (i)
to define limited extensions to IPv6 neighbour discovery protocol more adapted for WSN;
(ii) to describe mechanisms to compress 6LoWPAN headers and (iii) to define 6LoWPAN
routing approaches and protocols adapted to WSN characteristics. To support IPv6 over IEEE
802.15.4 an additional adaptation layer was introduced between data link and network lay-
ers. Instead of defining a single header, like IPv4, the 6LoWPAN use stacked headers as the
original IPv6 protocol does. In this case, it does not need to use unnecessary header fields
for mesh networking or fragmentation and it uses only the minimum necessary headers. The
6LoWPAN standard defines four header types: (i) the dispatch header, (ii) the IPv6 header
compression header, (iii) the fragmentation header and (iv) the mesh header. In the simplest
case, only the dispatch and compression headers are used. At the beginning of each header,
a header type field identifies the header format.

2.2 Internet WSN Connectivity Models

Three main models can be used to connect the low power and resource-constrained networks
to the Internet [8]. In this first deployment model, the low power and resource-constrained
network are not connected to the Internet. In fact, there are several scenarios that do not
require any connectivity with the Internet, for example the smart grid applications. Smart
grid networks are used to monitoring the power generation networks, the automation and
control devices, smart metering and building and home energy management. These networks
can also use the IP protocol suite in all nodes but, due security and privacy reasons these
networks are disconnected from the public Internet. In this case, supporting IP suite in all
devices continues to be advantageous, because it improves the application development and
the network management.

In the second connectivity model, the gateway acts as a proxy device (Fig. 1). Internet
user will have access to the information provided by WSN devices, such as environmental
data, but true end-to-end connectivity is not supported. The proxy can act as a server that
collects and stores data retrieved from the WSN node devices. This connectivity model can
be used to preserve scarce resources on WSN nodes, such as, the energy because only a small
amount of the requests sent by the Internet users are forwarded to the WSN. The [Pv4 to [IPv6
transition mechanisms can also be located in the gateway, because is main powered and has
more hardware resources when compared with WSN nodes. Moreover, the proxy mechanism
can also be used to provide security enforcement and traffic filtering [14].

In the third model, the WSN is considered as an extension to the Internet and end-to-
end connectivity is supported (Fig. 2). This connectivity model requires simpler gateway
devices, however security enforcement is harder to implement when compared with the
second connectivity model. In this connectivity model the Internet devices and the WSN
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Fig.1 Connecting the smart
objects using a proxy device

Fig. 2 Tllustration of extended
Internet connectivity
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should use the same version of network and upper layer protocols. In fact, it is not possible
to support transition mechanisms in all WSN nodes because the scarce resources. As a
consequence it only be massively deployed in a near future when the transition from the IPv4

to IPv6 is concluded (Fig. 3).
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Fig. 3 System architecture illustration

2.3 IPv4 to IPv6 Transition Mechanisms

The IPv4 to IPv6 transition mechanisms can be classified in dual stack, tunneling and trans-
lators [9]. In dual stack mechanisms, both IPv4 and IPv6 protocols stacks are supported in all
network devices. The application layer decides which IP stack should be used according to
DNS resolution, the application layer and to the remote system IP version. This is the most
straight forwarded way to implement transition scenarios, however this mechanism requires
a double effort to run both protocol stacks and doesn’t solve the inter-working between IPv4
and IPv6 hosts. Tunneling mechanisms assume that end systems have the same IP version,
but intermediate networks supports only other IP version. Tunnels are implemented through
encapsulation; the tunnel entry node puts the original IP packet in the payload of an IP packet
of the other version and sends it to the tunnel exit address. The exit node removes the outer IP
header. There are manual and automatic tunnels. In the manual tunnels, the tunnel end-points
must be manually defined. In the automatic tunnels, the end-points addresses are embed-
ded on the node’s addresses. The use of tunneling leads to high protocol overhead due, to
multiple protocol headers in same packet. This overhead is even more perceptible on WSN,
which have scarce resources. This makes tunneling less efficient and results in performance
deterioration. Translation mechanisms are required when the end systems support different
IP versions. The translation is done either at the IP layer involving translation of IP addresses
and mapping of IP header fields, or at higher layers (e.g., transport and application layers).
Support IPv4 to IPv6 transition scenarios requires additional storage space and CPU and
consequently more energy. This overhead can be critical and therefore the transition mech-
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anisms should be performed not on WSN nodes but on resource and energy unconstrained
devices, such as gateways. In fact, the dual stack mechanism requires more space to store both
IP stacks. The tunnelling mechanism increases the packet size and the CPU workload and
consequently reduces the node’s lifetime due to energy overhead [15]. Finally, the translation
mechanisms require more CPU cycles to perform the translation and memory space to store
the translation mechanism.

2.4 Web Services

Besides to the standardization on layers two and three, currently most of WSNs are based
on specialized software and hardware platforms and custom high-level protocols and APIs
[11]. These non-standard high-level protocols and APIs are limiting the interaction between
the WSN nodes and the Internet devices. The Web of things proposes the integration of
the embedded systems into the Web in order to provide a standard interaction at the upper
layer protocol level. Each embedded device should be available using web protocols, such
as hypertext transfer protocol [13].

The Web architecture relies on client-server architecture and therefore the clients have
to actively pull the content instead of getting it pushed to them. But, in a typical physical
monitoring application, it is necessary an asynchronous behavior. First, to access the updated
readings in real-time the sensors asynchronously must send updates. Second, it is necessary
support time-consuming operations, which do not return results immediately but, when they
are available. Finally, rather than pooled periodically, the WSN nodes should communicate
only when new data is available [16,17].

Initially the Web has a synchronous communication model only, a client opens a connec-
tion to a server, sends a request and the server responds to the request. Technologies such as
persistent connections and Ajax [18] can be used to create faster and more interactive web
applications. Although, both Ajax and persistent connections are statefull technologies and
therefore the server must store the state of many persistent connections.

The Web was initially developed to provide the interaction between Web browsers and Web
servers. However, there are many situations when it is desirable to have interaction between
generic applications, located on the client site and web servers. A Web service is a method
of communication between two applications or electronic devices over the Web. There are
two types of Web services: simple object access protocol (SOAP) and representational state
transfer (REST) [16]. The SOAP defines a standard communication protocol specification for
XML based message exchange. SOAP can use different transport protocols, such as HTTP,
JMS and SMTP. Most of SOAP implementations use HTTP because it can be tunnel across
firewalls and proxies without any modifications. The REST describes a set of architectural
principles by which data can be transmitted over a normalized interface (such as HTTP).
REST does not contains an extra messaging layer and efforts on design rules for creating
stateless services. A client can access the resource using the unique URI [19]. A representation
of the resource represented by the URI is returned. The URI of the resource serves as the
resource identifier and GET, PUT, DELETE, POST and HEAD are the standard HTTP
operations to be performed on that resource. When compared with SOAP, the REST is more
suitable when WSN networks and mobile devices are involved. The RESTful Web services are
completely stateless and its implementation is simpler when compared with SOAP. The REST
is particular useful for energy and bandwidth constrained devices, such as, mobile devices,
for which the overhead of additional parameters like headers and other SOAP elements are
critical. Moreover, REST services provide a good caching mechanism, based on the HTTP
GET method, to the data that is not altered frequently [16,17].
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3 System Architecture

The WSN growth depends on the capacity to provide new services that can be easily used by
a large number of users [8,20,21]. This paper proposes a new solution that allows the access
to the data collect by 6LoWPAN compatible sensor devices, to both IPv4 and IPv6 capable
smartphones. Smartphones with IPv4 or IPv6 Internet connection; a 6LoWPAN gateway and
WSN compatible with 6LoWPAN protocol are the main blocks of the proposed architecture
(Fig. 3). A software solution that combines REST-like Web services and a Java application
was constructed and deployed in the gateway. The Java application is responsible for retriev-
ing sensed data from the WSN through an IEEE 802.15.4 interface. All the communications
between the gateway and the sensor devices use the UDP transport protocol over 6LoWPAN.
In fact, UDP is simpler than TCP and also result in benefits in terms of payload and com-
pression [8]. The constructed Java application is integrated with the REST-like Web services
[22] that enable the communication between the gateway and the Internet capable mobile
devices [23].

The REST architecture [22] was chosen for the development of the Web service because
it allows remote access from multi-platform client applications over GET and POST HTTP
methods. The REST architecture is based on client-server communication, where clients
request available resources from the server in defined media-types such as XML and JSON
[24]. The Web service was constructed in two modules: the WSN Connection module and the
Resources module. The WSN Connection module integrates the developed Java application
into the Web services [25] in order to forward the requests from the mobile devices to the
WSN. The Resources module receives and processes the HTTP requests and returns the result
data set to the mobile devices.

The gateway supports dual stack mechanism in all physical interfaces, so it is possible to
receive requests and send responses encapsulated in both IPv4 and IPv6. Two versions of the
Web Service are available, the first supports IPv4 and the second supports IPv6. When data
is requested over IPv4, the request is handled by the IPv4 Web service and forwarded to the
WSN over IPv6. Then, the WSN responds over IPv6 and the Web service returns the data
encapsulated in IPv4 to the mobile device. In order to avoid IPv4/IPv6 address translation,
a list of the available sensors is presented to the user by the mobile application, as well as
information about the location and supported functionality. So, the sensors are not identified
by its IP address, but by his name, location or supported features. A register mechanism
based on 6LoWPAN was developed in order to maintain the list of available sensor nodes
and their capabilities (such as the type of transducers) [10]. The administrator is responsible
to assign the name and location to each registered sensor device.

In the construction of the Web services, the open source JAX-RS specification was used
because it is based on the Java language and integrates well with the developed Java appli-
cation use to retrieve information from the WSN [17]. The XML media-type was used to
exchange information between the Web service and the mobile devices because is widely sup-
ported in recent mobile operating systems [20,25-27]. When the gateway software request
data from the WSN, network motes collect data using the integrated transducers and send it
to the gateway. Then, the received data is parsed to the XML media-type and forwarded to
the mobile device. After receiving the collected data, the mobile application parses the XML
file and presents the data to the user. Two optimizations were introduced in order to save
bandwidth and energy and to avoid denial of service attacks. First, only valid requests are
forwarded to the WSN network. A request is considered valid if the sensor is available and
if it supports the requested data. For example, it doesn’t make sense forward a temperature
measure request if the target sensor not has a temperature transducer. Second, the gateway
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caches the retrieved from the sensor devices during a configurable time in order to avoid
repeated requests of the same data. HTTPS protocol can be used to provide security to the
data exchanged between the gateway and the mobile application.

4 Performance Evaluation, Demonstration, and Validation

A laboratory testbed was implemented in order to validate the operation of the proposed
solution. The testbed scenario comprises four TelosB wireless sensor nodes, a gateway and
smartphone with android operating system (Fig. 4). This section presents the testbed deploy-
ment details and the obtained results.

4.1 Wireless Sensor Networks

Four TelosB motes, with 6LoWPAN [4,7-14,16-20,22,23,28] support and equipped with
air temperature, light, battery voltage and humidity transducers were used to deploy a single
hop WSN. ICMPv6 router advertisements sent by the gateway is used announce the IPv6
prefix fec0::/64, used by all WSN in IPv6 address auto-configuration. A modified version of
ICMPv6 neighbor discovery is used to register the node’s IPv6 address and functionalities
[14]. TinyOS 2.1 Blip 2.0 [28] implementation was used to support 6LoWPAN in all WSN
nodes. Some new commands were added to TinyOS 2.1 UDPEcho application in order to
retrieve the data from the WSN nodes, for example read temperature and read all values. The
same modified version of UDPEcho was installed in all WSN nodes.

Fig. 4 Photo of the laboratory
testbed
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A 6LoWPAN gateway is used to provide connectivity between the WSN and the Internet.
The gateway was implemented on top of Ubuntu 10.0.4 OS and it has multiple communi-
cation interfaces technologies, including IEEE 802.15.4, Ethernet and IEEE 802.11a/b/g.
The gateway connects to the WSN through an IEEE 802.15.4 TelosB mote running TinyOS
Blip2.0 [28] connected to an USB port. An Intel desktop board D945GCLF with a 1.6 GHz
Intel Atom processor has been used to be the motherboard of the gateway. The 6LoWPAN
gateway is also responsible for announcing the IPv6 prefix and the default gateway address
to all sensor nodes. [Ptables firewall distributed with Ubuntu 10.0.4 (ip6table) was used to
permit only HTTP and HTTPS from the Internet. The [Ptables is also used to rate limit the
requests sent to the WSN. The rate of the requests can be adjusted and in our experiment
only ten packets per second are permitted.

4.2 REST Web Service and Mobile Application

An Android application was developed to evaluate and demonstrate the proposed solution.
The Android OS is an open-source mobile operating system provided and supported by
Google and based on the Linux kernel. Android OS was built from scratch to run specifically
on smartphones and tablets. To design and develop Android mobile applications, Google
provides the Android System Development Kit (SDK) that is built on top of Java language
and has the necessary libraries, APIs and tools to write native Android applications and deploy
it to the mobile device. The Eclipse integrated development environment (IDE) combined
with Android SDK plugins was used to design and develop the application.

The mobile application was developed accordingly to the architecture and gateway soft-
ware. It sends IPv4 or IPv6 HTTP requests over the Internet to the gateway Web service
and receives the responses in XML. The Web services run on top of the Tomcat application
server, version 7.0, in order to provide a pure HTTP web server environment.

The user interface of the application was designed to be user friendly and to present data
to the user in a simple and meaningful way. After launched, the mobile application sends a
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HTTP GET message to the URI [19] http://[server-ip]/rest/sensors, to request the available
sensors on WSN and presents the result information in a dynamic list view. A capture of the
application environment is represented on the left side of Fig. 5. When the user choose one
of the sensors on the list, the application automatically sent a requests to the Web Services,
after validated and if the requested value is not stored in a CSV file used to cache values,
a message with the request is sent to the selected sensor node. The WSN node processes
the request and the response is sent to the correspondent Web service. The received data is
presented on the Android application in both scalar and graphical ways as illustrated on the
right side of Fig. 5.

The application was deployed and tested using a Samsung Galaxy S smartphone running
Android 2.3.3 with a 1.0 GHz CPU and a Li-Ion 1500mAh battery. The Android operating
system supports both IPv4 and IPv6 protocol suite, however none of the available UMTS
operator provides at the moment IPv6 connectivity. So, IPv4 connectivity was tested in both
UMTS and wifi connections and IPv6 connectivity only over wifi the laboratory local area
network. The tests proved that the application is stable and is able to receive WSN sensor
data using both IPv4 and IPv6-enabled networks.

5 Conclusion and Future Work

This paper proposed a solution based on RESTfull Web services to allow communications
between IPv4 and IPv6 capable mobile devices and IPv6 compliant WSNs. The gateway used
to connect the WSN to the Internet support dual stack IPv4 to IPv6 transition mechanism
in order to accept requests from both IPv4 and IPv6 clients. The transition mechanism is
only supported in the gateway to save the wireless sensor device’s resources. In fact, none
of the available transition mechanisms are suitable to be used on wireless sensor devices.
The employment of generic XML messages and REST interfaces allows mobile clients and
servers to exchange data independently of the platform used and as consequence it increases
simultaneously the interaction between Internet connected devices and also makes easier the
applications development on the client side. The sensor devices are accessed based on its
name, location and supported functionalities. The proposed solution also includes a cache
to store the data retrieved from the WSN devices and a mechanism to validate the requests
from the Internet devices. Both functionalities can be used to save the WSN node’s resources
and to protect them from denial of service attacks. Note that interconnection between dif-
ferent platforms and architectures through the Internet follow the internet of things vision.
In order to evaluate and demonstrate the proposed model, a WSN laboratory testbed was
deployed.

As future work, the proposed model may be extended outside the laboratory for real case
scenarios. In this sense, issues such as power management and security must be considered.
Furthermore, a push notification system may be an improvement to the model in order to
alert the user if a sensor reading overcomes a given threshold.
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SUMMARY

Denial of service (DoS) attacks can be defined as any third-party action aiming to reduce or eliminate a
network’s capability to perform its expected functions. Although there are several standard techniques in
traditional computing that mitigate the impact of some of the most common DoS attacks, this still remains
a very important open problem to the network security community. DoS attacks are even more troublesome
in smart object networks because of two main reasons. First, these devices cannot support the computational
overhead required to implement many of the typical counterattack strategies. Second, low traffic rates are
enough to drain sensors’ battery energy making the network inoperable in short times. To realize the Internet
of Things vision, it is necessary to integrate the smart objects into the Internet. This integration is considered
an exceptional opportunity for Internet growth but, also, a security threat, because more attacks, including
DoS, can be conducted. For these reasons, the prevention of DoS attacks is considered a hot topic in the
wireless sensor networks scientific community. In this paper, an approach based on 6LowPAN neighbor
discovery protocol is proposed to mitigate DoS attacks initiated from the Internet, without adding additional
overhead on the 6LoWPAN sensor devices. Copyright © 2012 John Wiley & Sons, Ltd.
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KEY WORDS: wireless sensor networks; low-power personal area networks; denial of service attacks;
6LoWPAN neighbor discovery; Internet of Things

1. INTRODUCTION

Nowadays, there is a growing tendency to embed computation and wireless communication devices
on quotidian objects, transforming them into smart objects. These objects will collect and process
information from different sources to both control physical processes and to interact with human
users [1]. The embedded computational and communication devices are characterized by small
size, power constrained, small computing, and storage resources and by reduced radio ranges
and throughput [2, 3]. Networks composed of several connected smart objects are designated as
low power over wireless personal area networks (LoOWPAN). The provisioning of reliable energy-
efficient and low-delay communications in resourced constrained network has become a challenging
resource issue. A layered multipath power control scheme is proposed in [4], which has high
performance on reliability, energy-efficiency, and low-delay communication in underwater sensor
networks. Multiple-path forward error correction approach [5] based on Hamming codes, can also
be used to improve the reliability and energy efficiency.
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Wireless sensor networks are a subtype of smart object networks, where the devices can interact
with their environment by sensing and controlling physical parameters, such as temperature,
humidity, and solar radiation. A single network may comprise hundreds of smart devices working
together to accomplish a common task. Self-organization, fault-tolerance, and self-optimization are
the main characteristics of smart object networks [2]. Currently, there are already many technologies
that can be used to connect smart objects [3], most of them based on the standard IEEE 802.15.4
layer two protocol [6] but some being proprietary, such as ZigBee [7] and WirelessHART [8].
Nevertheless, these solutions are not compatible with IP protocol and consequently require complex
gateways to connect them to the Internet. The aim is that, in a near future, users can access the infor-
mation collected by smart objects from the Internet, using regular devices and standard protocols. To
reach this aim, a new paradigm is necessary to enable smart objects to be accessed from the Internet
where all devices and networks are IP-enabled, independently of their physical and media access
control (MAC) layer protocol [1]. The support of Internet protocol (IP) in all smart devices will also
simplify the application development because tools in use on regular computing for commissioning,
configuring, managing, and debugging can be used or adapted. Initially, the IP protocol stack was
considered too heavy to run on small power and resource constrained devices. Meanwhile, the sci-
entific community, together with the industry, started to rethink many misconceptions about the use
of IP in all devices and now the IPv6 protocol is considered the most consensual solution to connect
the smart objects to the Internet [9]. Nevertheless, [Pv6 was not designed to be used in low power
and resource constrained objects. The 6LoWPAN [10, 11] adaptation layer was defined between
the data link layer and the network layer to enable the use of IPv6 protocol over IEEE 802.15.4
data link layer. Together with 6LoWPAN, other new protocols best fitted to low power and resource
constrained devices were defined, such as routing and neighbor discovery protocols. In fact, the
protocols designed to run over LOWPAN networks must have low overhead on data packets and on
message exchange, minimal memory and computation requirements and support for sleeping nodes
considering battery savings [10]. Neighbor Discovery (ND) is one of the most important protocols,
because it is used by the nodes to discover each other’s presence on the same link, to determine each
other’s link-layer addresses, to find routers and to maintain reachability information about the paths
to active neighbors [12]. Concerning the ND protocol, it can be supported on the physical, data link,
or network layers [13]. In this work, we only consider ND protocol on the network layer.

The original IPv6 ND protocol not only was not designed for nontransitive wireless links but
also requires multicast transmission, a feature not supported by the IEEE 802.15.4 standard. As a
consequence, it was necessary to optimize the IPv6 ND to fit to LoOWPAN. The adapted ND protocol
[12] supports sleeping hosts, eliminates the multicast-based address resolution for hosts, because it
defines a registration feature that provides multihop prefix and header compression context and
optional multihop duplicate address detection.

Connecting smart object networks to the Internet can be considered simultaneously an opportunity
and a challenge [9, 14]. It is an opportunity because more services can be provided. It is a
challenge because the smart object networks are now exposed to more security issues [15—-17]
because successful security attacks can now be initiated from anywhere. The security is even more
alarming if the smart object networks are used to support critical infrastructures, such as smart
grid applications or fire detection. Supporting security services on resource constrained devices is
even more challenging because of the overhead introduced. Denial of service (DoS) and distributed
denial of service (DDoS) can be done locally and remotely and are one of the most common types
of security attacks, because usually they only require regular and inexpensive resources and do not
require high technical skills [18]. This paper proposes a new mechanism to be supported only on
edge routers, based on the ND messages exchanged by the LOWPAN devices and the edge routers,
to mitigate the remotely initiated DoS and DDoS attacks.

The remainder of this paper is organized as follows. Section 2 analyses the IPv6 enabled smart
object networks, while Section 3 focuses on security attacks for wireless sensors with IPv6 end-
to-end connectivity support. The Sections 4 and 5 present a new countermeasure mechanism based
on 6LoWPAN neighbor discovery to mitigate network and transport layer remotely initiated DoS
attacks and discuss its application. Finally, Section 6 concludes the paper and pinpoints future
research topics.

Copyright © 2012 John Wiley & Sons, Ltd. Concurrency Computat.: Pract. Exper. 2013; 25:129-142
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2. IPV6 ENABLED SMART OBJECT NETWORKS

IEEE 802.15.4 [6] is a data link layer standard specified to address the low-power and low-rate
wireless personal area networks requirements. Two types of devices were defined: full-function
devices (FFD) and reduced-function devices (RFD). FFD devices support all network functionalities
and can support peer-to-peer topologies because of their multihop routing capabilities [19]. RFD
devices support only a limited set of functionalities and are mainly used for sensing and/or actuation
operations. Multihop communications are not supported by RFD and, thus, they can only be used in
star topologies. The protocol defines a central controller device, referred to personal area network
(PAN) coordinator, which builds a wireless PAN (WPAN) with other compliant devices. The PAN
coordinator starts a new network by selecting a suitable channel according to energy detection
scanning, which measures the interference of each channel. After the channel selection, the PAN
coordinator broadcasts periodically a beacon to announce the WPAN configurations. The other
nodes start listening to the beacons to search for available WPAN and to select a coordinator. Only
FFD devices can operate as PAN coordinators. Two topologies are supported. In a star topology
network, all communications go through the PAN coordinator (i.e., all nodes, except the PAN
coordinator, can be RFD devices). In a peer-to-peer topology, devices can communicate with one
another directly, but still the PAN coordinator has to exist [20].

The IEEE802.15.4 protocol defines the physical (PHY) and the MAC layers. The PHY layer
defines three physical operation modes, 20 kb/s at 868 MHz, 40 kb/s at 915 MHz, and 250 kb/s at
2.4 GHz (DSSS). The MAC layer provides two operational modes: the asynchronous beaconless
and the synchronous beacon-enabled mode. The beacon-enabled mode is designed to support the
transmission of beacon packets between transmitter and receiver, providing synchronization among
nodes. In the beacon-enabled mode, the beacon periodically broadcasted by the PAN coordinator
contains information about the PAN. In this mode, the period between two consecutives beacons
defines a superframe structure that is divided into 16 slots. Beacons always occupy the first slot,
while the other slots are used for data communications. In these slots, slotted carrier sense multiple
access with collision avoidance is used for data transmission. To support low-latency applications,
the PAN coordinator can reserve one or more slots, designated by guaranteed time slots, which
are assigned to devices running such applications (in this case, these devices do not need to use
contention based medium access mechanisms) [21]. In the beaconless mode, there is no superframe
structure and no guaranteed time slots. As a consequence, only random access methods, such as
unslotted carrier sense multiple access with collision avoidance, can be used to medium access. The
frame length is limited to 127 bytes because unreliable and error prone wireless links are used and
the devices have limited buffering capabilities.

2.1. 6LoWPAN adaptation layer

Currently, the IEEE 802.15.4 protocol is widely accepted as the PHY and MAC layer protocol
to be used on smart object networks. However, the WPAN constraints do not permit to support
IPv6 directly over IEEE 802.15.4 [10]. The maximum link-layer packet size of 127 bytes is one
of the most obvious limitations because implementing standard IPv6 headers over LoOWPAN would
result in extremely small payloads for higher-layer protocols. In the best case, the maximum size
of an IP packet is 88 bytes; the IPv6 header has a minimum size of 40 bytes, which results in 48
bytes for upper-layer protocols like Transmission Control Protocol (TCP) or User Datagram Proto-
col (UDP); the length of the TCP header is another 20 bytes, which results in 28 bytes available
for the application-layer protocol (in the TCP case). To circumvent this problem, the Internet
Engineering Task Force (IETF) created the 6LoWPAN working group with the aim of defining the
support of IPv6 over IEEE 802.15.4 LoWPAN networks. To comply with the maximum transmis-
sion unit requirements of [Pv6 protocol and to minimize the overhead, 6LoWPAN [11] introduces an
adaptation layer between data link and network layers. This layer provides a mechanism for packet
fragmentation, header compression, and support for data link layer forwarding of IP packets, also
known as mesh-under routing. Although 6LoWPAN was originally designed to support IPv6 over
IEEE 802.15.4, it can later be adapted for other similar link technologies.
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Internet

Figure 1. Illustration of 6LOWPAN network architecture.

In LoOWPAN networks, packets will often have to use multiple radio hops to reach the destination.
The multihop forwarding is motivated by the fact that the sending node may not have radio range
to reach the destination node. To send a packet to another node, two main processes are involved:
forwarding and routing. On the forwarding process, packets are moved from the input to the output
interface and are executed at lower layers. Note that many times, a single physical interface is
involved in the forwarding process. The routing process uses a routing protocol to evaluate the best
path to reach the destination. Each node maintains a routing information base that contains all the
information needed to run the routing protocol. The routing information base is used to fill the
forwarding information base, which is consulted when a packet needs to be forwarded. Routing in a
6LoWPAN network can be done in three different ways: link-layer mesh-under, 6LoWPAN mesh-
under, and route-over [21, 22]. Link-layer mesh-under and LoWPAN mesh-under are designated
by mesh-under and are transparent to the network layer. Routing at network layer is designated by
route-over.

A typical LOWPAN consists of edge routers, routers, and nodes (Figure 1). 6LoWPAN nodes
usually perform only sensing and actuation operations. They send their own datagrams to other
destination nodes and receive datagrams from other destination nodes but they do not forward
datagrams originated on other nodes and destined to other nodes. Routers are intermediate nodes that
can be used to forward datagrams to others nodes or routers in the same LoWPAN and are present
only in route-over topologies. Edge routers are used to connect the LOWPAN to other networks,
for example, the Internet. Typically, nodes and routers have energy and computational resources
constraints and only the edge routers are main powered with more computational resources [10].

2.2. Neighbor discovery protocol for 6LoOWPAN

The IPv6 ND protocol is used by the nodes on the same link to discover each other’s presence, to
determine each other’s layer two addresses, to search routers, to maintain reachability information
about the paths to active neighbors, and to address auto configuration [12,23].

The original IPv6 ND protocol was not designed for nontransitive wireless links, making heavy
use of multicast, which is inefficient and impractical in low-power networks, because broadcast is
used in absence of multicast support. As a consequence, the rate of ND transmitted messages is
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limited because of energy conservation policies. Also, IPv6 ND assumes that local link nodes are
always a single hop away and nodes are always listening, but in LOWPAN networks this is not
the case.

Although the standard IPv6 ND protocol should work on 6LoWPANS, the resource constraints
of LoWPAN nodes, their absence of multicast support at layer two and their low duty-cycle
requires a different approach for the ND protocol on 6LoWPANSs, focusing on the efficient use
of available energy.

Neighbor discovery optimizations for 6LoWPAN [12] are being proposed to address the specific
needs of LOWPAN. Neighbor discovery optimization for low power and lossy networks (draft-ietf-
6lowpan-nd-18) [12] is a work in progress specification proposed by IETF’s 6LoWPAN Working
Group. It describes optimizations to the IPv6 neighbor discovery, header compression context
information dissemination, auto configuration addressing mechanisms, and duplicate address
detection for low power networks. The neighbor discovery signaling was simplified by replacing
the address resolution process with an address registration mechanism. It also eliminates the need
for periodic router advertisement multicasting, by providing host-initiated request for router adver-
tisements. Moreover, in most cases multicast messages were replaced by unicast messages. The
node to router 6LOWPAN ND message exchange is not affected by the routing approach and, as a
consequence, the protocol behavior is the same both in mesh-under and route-over configurations.

The edge router, designated in [12] as 6LBR, plays an important role in 6LoWPANs. Besides
being responsible for connecting the LoOWPAN to the Internet, it is also responsible for propagating
the IPv6 prefix and header compression context information across the LoWPAN network. The
6LBR also maintains a network-wide cache of the hostsIPv6 addresses and 64-bit extended unique
identifier (EUI-64), which makes it able to make layer two address resolution and detect and avoid
duplicate addresses. Alternatively, DHCPv6 can be used to ensure unique addresses on the network.
6LoWPAN neighbor discovery assumes each IPv6 is derived from the unique EUI-64 address, so
it does not require, by default, either duplicate-address detection or address resolution if the IPv6
link-local addresses are used [24]. There are also optional and separated mechanisms that can be
used between LoOWPAN routers (6LR) and 6L.BR to execute multihop duplicate address detection
and distribution. These optimizations lead to a significant drop in signaling messages in the local
network, resulting in significant energy savings, extending the lifetime of the network.

To achieve these goals, the new ND protocol defines three new ICMPv6 message options:
the required address registration option (ARO) and the optional authoritative order router option
(ABRO), and 6LoWPAN Context Options (6CO).

Two new ICMPv6 message types are also defined to carry out the optional multihop duplicate
address detection: duplicate address request (DAR) and duplicate address confirmation (DAC).

The nodes in a LOWPAN network use ND to perform address auto configuration, layer two
address resolution, neighbor unreachability detection, and to find default routers.

When the interface on a node device is initialized, a link-local address is formed based on the
EUI-64 identifier. Next, the device nodes send a router solitication message including the source
link-layer address (SLLA), so that the router can reply with a unicast router advertisement message.
The router advertisement message can include the SLLA, authoritative order router option, 6CO,
and the IPv6 Prefix Option (Figure 2). Once an address has been configured in a node, a neighbor
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Figure 2. Host initiated router discovery.
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solicitation (NS) message with an address registration option is sent to the edge router to register
that address.

The process of address registration (Figure 3) is necessary to avoid the layer-two address layer
resolution based on multicast neighbor solicitation messages. The host sends a unicast NS message
to the router, with the ARO. The router replies with a unicast neighbor advertisement (NA) message
with the ARO and the status of the registration. The status indicates either a successful registration
or a failure (either because of a duplicated address or because the router’s registration cache is full).

The address registration mechanism and the SLLA router advertisement option provide enough
information in routers and nodes to resolve an IPv6 address to its associated layer two addresses.
Note that all prefixes, except the link-local addresses, are always assumed to be off-link, so all
communications must be through the edge router. The multicast addresses are also supposed to
be off-link, because multicast-based addresses resolution between neighbors is not needed. The
information transported on NA messages have a lifetime associated and the node must repeat
the above described process before the lifetime expires. Note that nodes can receive router
advertisements messages from multiple edge routers. In this case, they should attempt to register
with more than one router to increase the network resilience.

The node device also uses neighbor solicitation messages to perform unreachability detection.
This operation is mainly used to verify the default router reachability.

The optional multihop duplicate address detection process is shown in Figure 4. It can be used
in route-over networks to assure address uniqueness within the 6LoWPAN for non-EUI-64 based
addresses. It is similar to the standard address registration process, except that because the edge
router is responsible for managing the address registration cache, the intermediate router that the
host tries to register with must first check with the 6LBR if the address is not duplicated. This is
carried out using the new DAR and DAC ICMPv6 messages.

An edge router does not need to send unsolicited router advertisement messages, because the node
devices will send router solicitation messages whenever they need updated information. Unicast
neighbor advertisement messages are always used in response to neighbor solicitation messages.

o S

6LoWPAN Node 6LoWPAN Router
(6LN) (6LR)

NS + address registration =~
[ARO + SLLAO]

NA + address registration
[ARO + status)

Figure 3. Node address registration.
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Figure 4. Host address registration with multihop Duplicate Address Discovery (DAD).
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2.3. Connectivity models

Three main models can be considered concerning the connection of LOWPAN networks to the
Internet. In the first model, all LOWPAN nodes support the IP protocol stack but they are not
connected to the Internet [25]. In fact, there are several scenarios that do not require any connectivity
with the Internet, as for example the smart grid applications. Smart grid networks are used to
monitoring the power generation networks, the automation and control devices, smart metering,
and building and home energy management. These networks can also use the IP protocol suite in
all nodes but because of security and privacy reasons, in most of the cases they are completely
disconnected from the public Internet. In this case, the assignment of global IPv6 addresses to all
devices is not desirable.

In the second model, a proxy device is used to connect the smart object network to the Internet.
Internet users will have access to the information provided by smart objects, such as environmental
data, using the proxy device. The proxy can act as a server that collects data from the smart objects.
This connectivity model can be used to connect networks without IP support, to preserve scarce
resources on such networks and to increase scalability, although it does not provide end-to-end
connectivity. Supporting more than one point of connection between the smart object network and
the Internet is not possible if the proxy uses stateful translation mechanisms. This connectivity
model is similar to the previous model. Therefore, the support of IP protocol stack continues to
represent a benefit, but assigning IP global addresses to all devices is optional. The second model can
be considered an intermediate model between the first model and the smart object fully integrated
in the public Internet.

In the third model (Figure 1), the smart object networks are considered as an extension to the
Internet. This connectivity model can be used in the near future to support services provided by smart
cities, where the citizens can use the Internet to make quotidian decisions based on environmental
data such as air quality, temperature, and real-time transportation information. All of these networks
will make use of the IP protocol stack and more than one router can be used, for redundancy and
scalability purposes, to connect these networks to the Internet. In such model, the IP end-to-end
connectivity is required and, at least, one IP global address must be assigned for each device.

3. SECURITY ATTACKS IN SMART OBJECT NETWORKS

Protecting the resources and the information transmitted over the network from attacks is the main
concern of the security services [15—17]. Besides the differences between smart object networks
and the other network types, both share some security requirements but, because of resource
constraints and the number of nodes, providing security services in smart object networks is even
more challenging when compared with standard networks. Confidentiality, integrity, availability,
freshness, robustness, and survivability are the most relevant security requirements in smart objects
networks [26-28]. Confidentiality ensures that no other than the legitimate entities have access to
the data transmitted and stored in the smart object network. Authenticity is a central concept to
confidentiality, because it ensures that the identity of the sender is correct (authentication is also
necessary for automated node interactions). Integrity ensures that no message can be altered by any
entity, without being detected, as it transverses from the sender to destination. Availability ensures
that services provided by the smart object network are always available to be used by the legitimate
users. Data freshness prevents other parties from replaying old messages. There are two types of
data freshness requirements, strong and weak data freshness. In the first type, it guarantees data
framing ordering and delay. In the second type, a partial message ordering is provided, but does not
guarantee delay. Robustness and survivability is the guarantee that the network remains operational
even if a set of nodes are compromised because of a security attack.

Smart object networks are vulnerable to several types of security attacks, which can be classified,
according to security requirements in three main groups [15]: attacks on secrecy and authentication,
attacks on network availability, and stealthy attacks against service integrity. Eavesdropping, packet
reply attacks, tampering and spoofing of packets are examples of attacks against the secrecy and
authenticity. Several mechanisms can be used to prevent attacks on secrecy and authenticity, most of
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which are based on cryptography. Device data confidentiality and integrity are harder to obtain
when compared with communication confidentiality because they require both logical and physical
measures to protect against attackers. Introducing false data into the smart object network is the
main goal of stealthy attacks against service integrity. Attacks on network availability are often
designated as DoS attack. This paper focus on DoS and their countermeasures, in particular to those
that can be used to prevent remote initiated attacks.

A DoS attack is characterized by an explicit attempt to prevent the network to perform its expected
functions [29]. During a DoS attack, the attacker attempts to reduce the network’s capacity. Several
strategies can be used to perform a DoS attack. Flooding the network with junk traffic or disrupting
network connections are two of the most common techniques. DoS attacks can be classified as
logic attacks and resource exhaustion flooding attacks. Logic attacks exploit security vulnerabilities
to cause a server or service to crash or significantly reduce its performance. Resource exhaustion
flooding attacks cause the network nodes or network resources to be consumed to the point where
the service is no longer responding or the response is significantly reduced [15]. When a DoS is
originated from several sources, it is designated as a DDoS attack. In both cases, the attack sources
can be locally or remotely located. The techniques that can be used to perform a DoS attack can be
classified according to the protocol layer that is to be attacked [15,29]. Jamming and tampering are
the most common strategies against the physical layer. The jamming is intended to interfere with
the normal radio communication link where the attacker uses the same spectrum that legitimate
network nodes are using. Defenses against jamming involve code spreading and frequency
hop techniques.

The link layer is responsible for medium access control, error detection, frame construction and
detection, and reliable point-to-point and point-to-multipoint connections between adjacent nodes.
Forcing frame collisions can be used to achieve resource exhaustion and unfairness and it is the main
technique to perform a DoS attack on link layer protocols. Using small frames, error-correction
codes and rate limitation are three of the most used mechanisms to mitigate link layer DoS attacks.

In smart object networks, the routing can be performed either on link layer (mesh-under approach)
or at network layer (route-over approach). Therefore, DoS attacks directed to routing information
protocols can point to both layers. Creating loops and attracting (or repelling) network traffic from
selected nodes are the main strategies of DoS attacks directed at routing protocols. Adding message
authentication to routing information messages is one of the main countermeasure techniques,
because the receivers can detect if the messages have been tampered or spoofed [30,31].

Managing end-to-end connections is the transport layer main function. Flooding and desynchro-
nization are two of the possible attacks in this layer [15]. In flooding attacks, several new connection
requests are sent until the exhaustion of the receiver resources. To avoid this attack, it is necessary to
identify the legitimate requests to avoid wasting resources with bogus connections. The desynchro-
nization attack refers to the disruption of an existing connection. This attack uses spoofed messages
causing the retransmission of missing frames because of errors that have never really existed. Puzzle
resolution and authentication techniques are the most common countermeasures to prevent trans-
port layer DoS attacks [28, 32]. Note that the UDP protocol is much more used in smart object
networks than TCP and, therefore, flooding and desynchronization attacks are not so disruptive.
However, any unnecessary transmitted message has an important impact on the energy consumption
and UDP is harder to control when end-to-end connections between the smart object and the Internet
are supported.

DoS attacks can also be directed to the application layer protocols. Application layer DoS attacks
are even more difficult to detect because the transport layer connection is valid and so are the
requests. During the attack, one or more clients send a large number of requests reducing drastically
the server processing capability. Defending against application layer DoS attacks usually involves
some sort of rate-shaping algorithm that monitors client’s behavior and ensures that they request no
more than a configurable number of requests per time period. If the client generates requests more
than the configurable number, the client’s IP address is blacklisted for a specified time period and
subsequent requests are denied until the address has been released from the blacklist.

In smart object networks, the adequate entity to implement the previous described countermea-
sures is the edge router for two reasons. First, the edge routers have more energy and computation
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resources than smart object nodes. Second, it makes more sense to filter the traffic closer to
the source.

In the third connectivity model presented in Section 2.3, the smart object networks are connected
to the Internet just like any other network. Any Internet user, potentially, have access to the
information provided by smart objects accessing the device. This connectivity model can be used
to support a myriad of new services and applications. However, the smart object network becomes
also exposed to remotely initiated security attacks, in particular to DoS and DDoS.

4. MITIGATION OF DOS ATTACKS ON WIRELESS SENSOR NETOWRK WITH IPV6
END-TO-END CONNECTIVITY

This section proposes a countermeasure mechanism based on 6LoWPAN neighbor discovery to
mitigate remotely initiated DoS and DDoS attacks. The proposed security mechanism runs only on
the edge routers, not overloading the smart object nodes. It reuses the registration address process
messages and protects the wireless sensor networks against transport and application layer DoS and
DDoS attacks, filtering unsupported traffic at the edge and rate-shape the requests from the Internet
to ensure that any Internet client generates no more requests than the imposed limits.

4.1. Proposed mechanism

As explained in Section 2.2, the address registration process is necessary to avoid the layer-two
address layer resolution and to guarantee the node’s IP address uniqueness. Depending on the
routing approach, two different procedures can be used to perform the address registration [12].
In the mesh-under routing approach, the nodes exchange the NS and the NA messages with the
edge router. In the route-over routing approach, the process is similar to the one for mesh-under
between the nodes and the 6L.Rs and, additionally, the 6LR uses the new DAR and DAC messages
to verify the address uniqueness on the edge router.

Note that the current ARO option contains two fields reserved for future use, the first with 8 bits
and the second with 16 bits length. Moreover, the DAR messages also contain an 8-bit length
reserved field. We propose the use of the 8-bit length reserved fields of both cases to implement
the security mechanism. The new information to be included on these field is: (i) the transport-layer
protocol switch are to be accepted, (ii) the reachability acceptance from the Internet, and (iii) the
maximum Internet clients request rate-shape limit. Figure 5 presents the proposed format for the
new ARO and DAR messages. Table I presents the proposed valid values and the description of
each new value.

Three new data structures are created at the edge routers: the filtering database, the Internet
client’s address table, and the Internet client blacklist table.

Information extracted from the new ARO and DAR messages are used to fill the filtering
database, according to the correspondence defined in Table II. The filtering database is used to filter
unwanted traffic and it is composed of the node’s IP address (IP address), the registered lifetime
(Lifetime), the reachability acceptance from the Internet (Accept data from the Internet (AFI)),

Modified ARO message Modified DAR message
Type Length  Status SR |AFI TP Type L codi | St
Status SR |AFI|TP I Registration lifetime
EUI- 64
ape rate) - 4 bits

AF| (Accept from Intermet) - 2 bits F

TP (Transport layer protocel) - 2 bits Registered address
SR (Shape rate) - 4 bits
AFI {Accept from Internet) - 2 bits
TP (Transport layer protocol) - 2 bits

Figure 5. New ARO and DAR message formats.
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Table I. ARO and DAR new data fields.

Field Length Values Description
Shape rate 4 bits 0000 Not used
0001-1111 Rate limit value
AFIL 2 bits 00 Not used
01 Do not accept packets from the Internet
10 Accept packets from the Internet
11 To be defined
TP 2 bits 00 Not used
01 UDP
10 TCP
11 Accept any

AFI, Accept from Internet; TP, Transport layer protocol.

Table II. Filtering database fields correspondence.

Filtering database fields ARO message fields DAR message fields
IP address (128 bits) EUI-64 Registered address
Lifetime (16 bits) Registration lifetime Registration lifetime
Accept data from Internet (2 bits) Accept data from Internet Accept data from Internet
Accepted transport layer protocol (2 bits) Accepted transport layer protocol Accepted transport layer
protocol

Rate request limit (4 bits) Rate request limit Rate request limit

IP address Lifetime Accept data from the | Accepted transport | Rate request limit

(128 bits) (16 bits) Internet layer protocol (4 bits)

(2 bits) (2 bits)

Figure 6. Filtering database table format.

Client IP address | Lifetime IP destination address | Rate request | Rate request limit
(128 bits) (16 bits) (128 bits) (4 bits) (4 bits)

Figure 7. Internet client address table.

Client IP address | Lifetime IP destination address | Counter
(128 bits) (16 bits) (128 bits)

Figure 8. Internet client blacklist table.

the accepted transport layer protocol (Accepted transport layer protocol (TP)) and the Internet client
rate request limit (Rate request limit (SR)) (Figure 6).

The Internet client address table is used for ensuring that no Internet client generates more pack-
ets than the imposed limits. Limits per client and per node will be applied. As may be seen in
Figure 7, this table is composed of the Internet client IPv6 address (Client IP address), lifetime
(Lifetime), smart object IP address (Destination address), the rate packet computed per minute (Rate
request), and the rate request limit (Rate request limit) copied from the filtering database table.

The Internet client blacklist table is used to store the Internet client’s IP address that exceeds
the imposed rate limits (Figure 8) and comprise the following fields: Internet client’s IP address
(IP address), the configurable amount of time in seconds that the IP address must remain in the
blacklist (Lifetime), IP address of the destination node (IP destination address), and the number of
times that this address was added to the blacklist (Counter). The Lifetime value must be increased
if the same client IP address repeats several times for the same or for different destination address.
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Therefore, the blacklist table entries should not be removed after the lifetime goes to zero. However,
the oldest entries must be periodically flushed.

4.2. Mesh-under networks

In the mesh-under routing approach [15], nodes register the address directly on the edge router.
When a node has configured a nonlink local IPv6 address, it registers that address in one or more
edge router, using the NS message with ARO option. Besides the behavior defined in the 6LOWPAN
neighbor discovery working progress document, the node also adds to ARO information related to
the new fields (i.e., SR, AFI, and TP). If these values are equal to zero, the edge router handles
neighbor solicitation message as specified in the 6LoWPAN neighbor discovery working progress
document. If the new fields are different from zero, and in addition to the normal behavior, the new
field values are copied into the filtering database table according to Table II. The edge router should
ignore the new ARO fields if the new format is not supported.

4.3. Route-over networks

In the route-over routing approach [15], the ARO is used to register an address in a 6L.R (6LoOWPAN
router). In this case, the 6LR reuses the information contained in the ARO, sent by the node, in the
DAR message (Figure 4). Therefore, in addition to the normal operation defined in the 6LoWPAN
neighbor discovery working progress document, the 6LLR must copy the new fields (i.e., SR, AFI,
and TP) from the ARO message into the new DAR message (Figure 5) before sending it to the edge
router. The edge router updates the filtering database table according to the correspondence defined
in the Table II. The 6LR should ignore the new DAR fields if the new format is not supported.

4.4. Filtering packets received from the Internet

When the edge router receives a packet from the Internet destined to an address of the smart object
network, it must first verify if the destined address exists, if the destination node accepts the transport
layer protocol of the packet, and if the packet IP source address is not present in the Internet client
blacklist table with lifetime value greater than zero. Then, the packet is forwarded, using the regular
routing mechanisms, if the previous mentioned conditions are true or discarded, otherwise. Inter-
net client’s address and Internet client blacklist tables are updated for each packet received from
the Internet.

5. DISCUSSION OF THE PROPOSED SOLUTION

Denial of service and DDoS can be carried out locally and remotely, and they are among the most
common types of security attacks, because they require only regular and inexpensive resources, and
do not require high technical knowledge. The frequency and sophistication of DoS and DDoS are
rapidly increasing based on several techniques including direct attacks, remote controlled attacks,
reflective attacks, worms, and viruses.

Although there are several techniques to prevent or to mitigate DoS attacks, a generic defense
mechanism against these security attacks is considered a research open issue. Furthermore, most of
the proposed defense mechanisms require high computational resources making them inappropriate
to be used on smart object networks. DoS is even more destructive to smart object networks when
compared with other networks. First, it is easier to exhaust resources on constrained networks.
Second, sensors energy can be rapidly consumed making them unavailable until the attack is ended
and the battery is recharged.

The proposed security mechanism prevents smart object networks from remotely initiated DoS
(and DDoS) network and transport layer attacks. The mechanism filters unwanted traffic originated
on the Internet and destined to the smart object network nodes and it is based on the address
registration process defined in the ND protocol proposed for 6LoWPAN. With this mechanism,
the traffic is forwarded from the Internet to the smart object networks only if it is in accordance with
the following rules:
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e The destination node address must be registered; this condition guarantees that traffic is not
forward to nonexisting nodes.

e The nodes must previously declare willingness to accept data from the Internet; in this way,
nodes that make no sense to be addressed from outside will not be reached as, for example, the
6LR routers.

¢ Information about the node’s supported transport layer protocol must be previously registered
on the edge router; in this way, only traffic of such protocols will be forwarded.

e Nodes should previously inform the edge router about the accepted traffic rate limit; in fact, in
most sensor cases, measurements data is generated at a slow acquisition rate(for example, air
temperature monitoring), which puts a limit on acceptable request rates preventing, in this way,
flooding attacks.

To implement the proposed mechanism, it is only necessary to define three fields in ARO and
DAR messages. These fields do not increase the length of the messages because they use already
existing 8-bit length reserved fields. Moreover, the mechanism does not increase the overhead on the
resource constrained nodes (i.e., smart object nodes and 6LoWPAN routers) because the filtering
mechanisms and all processing (and storing) overhead run only on the edge routers, which have
less resource constraints. The proposed mechanism uses stateless traffic processing, so it can run
simultaneously in different edge routers, providing more robustness to the network. In the original
ARO and DAR messages, the zeros are used to fill the reserved data fields. As a consequence, the
compression rates are not compromised on the new messages because different values are used on
the same fields [33].

6. CONCLUSIONS AND FUTURE WORK

Smart object networks, which include wireless sensor networks, can provide support for numerous
applications. In fact, the sensors give the smart objects the capacity to sense the physical world and
to control some physical processes because of actuation capabilities. There are already a number of
emerging applications of smart objects in power grid monitoring and control, e-health, intelligent
transport systems, environmental monitoring, and energy management. So far, the smart object
networks are isolated from the Internet because of two reasons. First, a large number of technologies
is used and some of them are incompatible with IP protocol. Second, the security problems because
of outside attacks are not an issue.

Providing security services in smart object networks connected to the Internet is considered
an open issue. Providing security in resource constrained network is even more challenging
when compared with standard networks. Therefore, special protocols and mechanisms have been
developed for use in smart object networks. The frequency and sophistication of DoS attacks are
rapidly increasing.

This paper has presented a security mechanism to prevent remotely initiated transport level DoS
attacks. The proposed mechanism filters at the edge router the traffic received from the Internet and
destined to smart object nodes. The edge router only forwards the Internet traffic into the smart
objects network if the traffic meets predefined conditions. In the proposed solution, smart nodes use
an adapted version of 6LoWPAN neighbor address registration mechanism to inform the edge router
about the conditions used to filter the Internet received traffic. In this mechanism, all the required
information is carried on address registration messages and the edge routers are the only entities
that are required to support storage and processing overhead. The proposed mechanism requires no
additional messages than those used to perform the address registration and also does not increase
the length of the messages.

The security model used in the proposed mechanism can also be used to enforce security services
on the edge to provide confidentiality and authenticity based on cryptography. Internet client
authenticity must be ensured to provide a more robust remote DoS attack control. Authentication and
client puzzles based mechanisms [17,28,32,34,35] can be used in the edge router to provide a more
coarse traffic admission control. Adding authentication, client puzzle mechanisms to the current
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solution, providing more application-based control and conducting a performance evaluation in real
scenarios will be addressed as future work.
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Security solutions for 6LoWPAN enabled

NetworksA Network Access Control Framework for
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Abstract: Low power over wireless personal area networks (LoWPAN), in particular
wireless sensor networks, represent an emerging technology with high potential to be
employed in critical situations like security surveillance, battlefields, smart-grids, and in
e-health applications. The support of security services in LoWPAN is considered a
challenge. First, this type of networks is usually deployed in unattended environments,
making them vulnerable to security attacks. Second, the constraints inherent to LoOWPAN,
such as scarce resources and limited battery capacity, impose a careful planning on how
and where the security services should be deployed. Besides protecting the network from
some well-known threats, it is important that security mechanisms be able to withstand
attacks that have not been identified before. One way of reaching this goal is to control, at
the network access level, which nodes can be attached to the network and to enforce their
security compliance. This paper presents a network access security framework that can be
used to control the nodes that have access to the network, based on administrative
approval, and to enforce security compliance to the authorized nodes.

Keywords: wireless sensor networks; WSN; 6LoWPAN; network access control
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List of Acronyms

6LN 6LoWPAN Node

6LR 6LoWPAN Router

6LBR 6LoWPAN Border Router

AES Advanced encryption standard

CGA Cryptographically generated addresses
DAD Duplicate Address Detection

DAG Directed Acyclic Graph

DAR Duplicate Address Request

DODAG Destination Oriented DAG

ECC Elliptic curve cryptography

LSEND Lightweight Secure Neighbor Discovery for Low-power and Lossy
MAC Medium Access Control sub-layer protocol
MTU Maximum Transmission Unit

NA Neighbor advertisement

NDP Neighbor discovery protocol

NS Neighbor solicitation

PHY Physical layer protocol

RA Router advertisement

RPL IPv6 Routing Protocol for Low-power and lossy networks
RS Router solicitation

SEND Secure neighbor discovery protocol

1. Introduction

Low power wireless personal area networks (LoWPAN) [1] comprise devices compliant with the
IEEE 802.15.4 [2] standard and are widely used in embedded applications such as environmental
monitoring, smart-grids, surveillance, industrial and home automation. These applications often
require a large number of small devices to cover large areas and must operate unattended for years
equipped with small batteries. Many of the IEEE 802.15.4 compliant devices are characterized by
small size, power constraints, small computing and storage resources and by reduced radio ranges and
throughput. Self-organization, fault-tolerance, and self-optimization are the main characteristics of
LoWPAN networks [2].

Initially, the IP protocol stack was considered too complex to be supported by IEEE 802.15.4
devices. Meanwhile, the scientific community, together with the industry, started to rethink many of
the misconceptions about the use of IP protocol stacks in resource-constrained devices [3]. Now, the
IPv6 protocol is the most consensual solution to connect LoOWPAN networks to the Internet facilitating
the design and deployment of applications [4]. However, IPv6 was not designed to be used in such
devices and, therefore, an adaptation layer was introduced between the link layer and the network
layer. This adaptation layer, proposed by IETF 6LoWPAN Working Group [1], enables the
transmission of IPv6 datagrams over IEEE 802.15.4 links by providing header compression (to reduce
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overhead), fragmentation (to support the IPv6 minimum MTU requirement) and support for layer-two
forwarding (to deliver IPv6 datagram over multiple radio hops). Although the standard IPv6 neighbor
discovery protocol [5] might work on 6LoWPAN networks, it exhibits high overhead and includes no
security support. The lightweight secure neighbor discovery optimizations for 6LoWPAN protocol
(the LSEND protocol) [6,7] was proposed to circumvent these problems.

LoWPAN networks exhibit a large number of vulnerabilities, which make them even more prone to
security attacks [8—12] than traditional IP networks. In fact, a single LOWPAN network can scale up to
thousands of nodes without any fixed infrastructure and these nodes are often installed in harsh and
unattended environments. Moreover, the addition of new nodes makes the network topology dynamic
and complex to manage. Several security mechanisms have been proposed, some of them defined to
address some particular well-known attacks [13]. Besides protecting the network from well-known
attacks, it is also important that security mechanisms be able to withstand attacks that have not been
identified before [14]. If a malicious node is prevented from becoming attached to the network, it
cannot communicate with any network element and, therefore, it cannot launch any type of security
attack. Therefore, one way of reaching this goal is to control, at the network access level, which nodes
can be attached to the network and to enforce their security compliance. Besides the security
advantages, such methodology also makes the network more manageable, while increasing its
reliability and extending its lifetime [15].

This paper proposes a network access control security framework for 6LoWPAN networks, that
controls the access of nodes to the network, based on administrative authorization, and enforces
security compliance to the authorized nodes. The proposed framework makes use of LSEND protocol
(for secure neighbor discovery and key pairwise generation), RPL (for datagram routing), and Seluge
(for security compliant code dissemination). Unlike other access control mechanisms, this proposal
includes an automatic remediation mechanism to enable nodes to become security compliant, if
necessary, in order to have their access granted by the network.

The remainder of this paper is organized as follows: Section 2 addresses the security support
requirements for LoOWPAN networks and reviews the current solutions. Section 3 focuses on the
technologies and protocols used to support the proposed network access control security framework.
The Sections 4 and 5 present the proposed network access control design framework and discuss its
application and the requirements for its implementation. Finally, Section 6 concludes the paper and
identifies future research topics.

2. Security on LOWPAN Networks

Note that both LOWPAN networks and general resource unconstrained networks share almost the
same security requirements [12,16]. However, due to the node resource constraints, the number of
nodes and the absence of an organized communication infrastructure, supporting security services in
LoWPAN networks is more challenging when compared with resource unconstrained networks.
Confidentiality, authenticity, integrity, availability, data freshness, robustness, and survivability are the
most relevant security requirements in LOWPAN networks [17,18]. Confidentiality ensures that only
legitimate entities have access to the data transmitted and stored in the network nodes. Authenticity
ensures that data is actually provided by its source nodes. Integrity guarantees that no data is changed
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by any other entity, without being detected. Availability ensures that services provision is always
available to their legitimate users. Data freshness prevents other entities from replaying old messages.
Network robustness and survivability guarantees that the network still works properly even in the
presence of intrusions, attacks, accidents and failures.

Following [19], LoOWPAN security attacks can be broadly classified as external versus internal
attacks, passive versus active attacks and mote-class versus laptop-class attacks. In external attacks, the
attacker device can only use its own resources to perform the attack and has no access to the resources
of the other LOWPAN nodes. External attacks can be prevented with cryptography. For example, a
cryptographic mechanism used to support authentication and confidentiality prevents an external
attacker from eavesdropping third-party messages or injecting false messages. In internal attacks, the
attacker device is able to compromise legitimate nodes by using their resources to perform the attacks.
Internal attacks involve either the injection of malicious code into target nodes (exploiting flaws in the
application modules) and/or the access of key material code and data of the target nodes. This type of
attack enables the attacker to appear as a legitimate node in the network gaining the trust of the other
legitimate nodes. Internal attacks are much harder to detect when compared with external attacks [20].

Passive attacks are based on information gathering without modification. Eavesdropping and
monitoring are examples of passive attacks. The active attacks involve modifications on the legitimate
data stream or false data injection. In the mote-class attacks, nodes with similar resources as the
legitimate nodes are used to perform the attack. In laptop-class attacks, an attacker uses devices with
more resources, such as laptops, to perform the attack. Laptop-class attacks are especially effective, for
example, to jam the wireless channel.

Security attacks against LoWPAN networks can also be classified, according to security
requirements, in the following three main groups [16]: attacks against secrecy and authenticity,
attacks against network availability, and stealthy attacks (i.e., attacks against service integrity).
Eavesdropping, packet replay, tampering and spoofing are examples of attacks against the secrecy and
authenticity. Denial of service (DoS) is the main example of an attack against the network availability
and can be targeted at the different layers of the networking stack [9,10]. In the stealthy attacks, the
main goal is to make a legitimate node to accept false data values generated by the attacker and, in this
way, the compromised legitimate node can also be used to amplify the dissemination of false data
through all other legitimate nodes. Several mechanisms, most of them based on cryptography, can be
used to address these different requirements in LoWPAN networks. Currently, the research on
providing security solutions for LOWPAN networks has been focused mainly in three categories:
(i) key management, (ii) authentication and secure routing and (iii) secure services. Some solutions
were proposed to establish and manage cryptographic keys between nodes to enable authentication and
encryption mechanisms [21] while others have been proposed to protect routing protocols [22].
Progress has been achieved on specialized secure services, such as secure localization, secure data
aggregation and secure time synchronization [23,24].

There are also many proposals of security mechanisms addressing only particular attacks or used in
particular layers as security tools. However, the major disadvantage with single layer security
approaches is that security mechanisms are introduced on each layer, which in most of the cases tends
to overall solutions with waste of resources power and exaggerated delays on message forwarding.
Recently, researchers are pursuing security-integrated systems instead of concentrating on particular
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attacks or layered based mechanisms. Some frameworks have been proposed to address simultaneously
more than one security attack or to mitigate attacks using more than one security mechanism [25]. The
most significant proposal is Security Protocols for Sensor Networks (SPINS) [26] which is composed
by the Secure Network Encryption Protocol (SNEP) and micro-TESLA. SNEP provides data
confidentiality and two-way data authentication with reduced overhead while micro-TESLA is a
lightweight version of Time Efficient Streamed Loss-tolerant Authentication (TESLA) providing
authenticated streaming broadcast.

SPINS does not cover, though, some relevant security issues, such as compromised nodes detection,
DoS attacks or network and traffic analysis issues. Moreover, SPINS assumes a static network
topology ignoring the ad hoc and mobile nature of LoOWPAN networks. In [27], the authors propose a
framework to provide secure cluster formation, security key management scheme and secure routing. It
includes three components: a security mechanism to provide secrecy for communications in LOWPAN,
an efficient session key distribution mechanism and a centralized key revocation scheme. The
proposed framework does not depend on a specific key mechanism scheme and can be used to support
many security applications, such as secure group communications.

Currently, the control of the access to the network is considered a critical security service in
LoWPAN networks because it can be used to prevent malicious nodes from joining the network and
launching internal attacks [15]. With such service, only eligible nodes can access the network, while
queries from external attacker nodes are not answered or forwarded by regular nodes. In defining the
recently proposed access control schemes, three main aspects can be distinguished: new node addition,
authenticated querying and user authentication [14]. Query authentication schemes guarantee data
origin authentication and data integrity while user authentication schemes are the basic solution used
for the access control issue. New node addition schemes use mechanisms based on Elliptic Curve
Cryptography (ECC) [28] to prevent malicious nodes from joining the network. Most of the secure
network access systems provide node authentication and packet authentication, integrity verification
and confidentiality. In [29], a self-certified elliptic curve Diffie-Hellman (ECDH) cryptosystem is used
to establish a pairwise key between a new sensor node and a required Certificate Authority (CA)
element, which can be implemented on regular nodes or on more powerful nodes such the border
routers. The CA launches a two-way authentication procedure with the new node and establishes a
pairwise key using the self-certified ECDH based protocol. The ECDH is used to guarantee nodes
identification and to deliver a shared key to the new node. The shared key is the same for all nodes and
is used to guarantee packet privacy and integrity. Note that the security of this scheme depends
strongly on the secrecy of the shared key, i.e., it fails if a single node is compromised.

To the best of our knowledge, though, none of the existing security frameworks includes the
following important aspects which are dealt with by this proposal: to enable the node security
compliance evaluation and enforcement (mitigating the security threats of internal attacks) and to use
the same key pairwise for node authentication and routing protocol security.
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3. Related Technologies
3.1. 6LoWPAN

Supporting IPv6 on sensor nodes simplifies simultaneously the task of connecting LoWPAN
devices to the Internet and the application developing process. Currently, the IEEE 802.15.4 protocol
is widely accepted as the PHY and MAC layer protocol for LOWPAN networks. Nevertheless, the
network layer protocol must comply with the constraints imposed by the IEEE 802.15.4 protocol and
the properties of the standard IPv6 protocol do not fully match with such constraints. Low bandwidth,
low-power resources and the maximum packet size of 127 bytes are the most relevant characteristics of
the IEEE 802.15.4 standard, which must be dealt with in proper protocol adaptation. Moreover, the
support of standard [Pv6 headers over LOWPAN would result in extremely small payloads for higher
layer protocols. Besides LOWPAN requirements, it is also necessary to guarantee that 6LoWPAN is
compliant with the IPv6 minimum MTU of 1280 bytes and, consequently, fragmentation and
reassembly is required.

The IETF created the 6LoWPAN working group to define how to support IPv6 over IEEE 802.15.4
protocol. The 6LoWPAN working group was focused on the following issues [1]: (i) to define a
neighbor discovery protocol fitted for low-power networks, (ii) to describe mechanisms allowing
compression of 6LoWPAN headers in order to reduce the header overhead and (iii) to define the
6LoWPAN routing requirements and approaches. Two RFCs were released, the RFC 4919 [1] and the
RFC 4944 [30]. The first document describes the assumptions, problem statement, and goals of
6LoWPAN. The second document proposes a 6LoWPAN adaptation layer (between IPv6 and IEEE
802.15.4) describing the frame format for transmission of IPv6 packets, the method for defining IPv6
link-local addresses and stateless auto configured addresses, the header compression and the frame
delivery process in IEEE 802.15.4 mesh networks.

Rather than defining a single header (like [Pv4), the 6LoWPAN uses stacked headers as the original
IPv6 protocol does. The 6LoWPAN standard defines four header types: the dispatch header, the IPv6
compression header, the fragmentation header and the mesh header (by default, only the dispatch and
compression headers are used). At the beginning of each header, a header type field identifies the
header format.

An illustrated in Figure 1, a typical LoOWPAN [31] consists of nodes (named 6LN or 6LoWPAN
Nodes), routers (named 6LLR or 6LoWPAN Routers) and border routers (named 6LBR or 6LoWPAN
Border Routers).

Nodes (or 6LNs) usually do sensing and actuation operations but they do not forward datagrams
form other nodes to their destination nodes. Routers (or 6LRs) are intermediate nodes that forward
datagram from others nodes (or routers) to their destination nodes in the same LoWPAN and are
present only in route-over topologies. Border routers (or 6LBRs) are the interconnection devices
between the LOWPAN network and others networks as, for example, the Internet. Typically, nodes and
routers have energy and computational resource constraints while border routers are mainly powered
with much more computational resources.
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Figure 1. 6LoWPAN network architecture.
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3.2. Lightweight Secure Neighbor Discovery for 6LoWPAN (LSEND)

In traditional IPv6 networks, both nodes and routers use the neighbor discovery protocol [5] and
the stateless address autoconfiguration [32], which, together, are referred to as the neighbor
discovery protocols (NDP). These protocols enable the following functions: (i) learning prefixes and
configuration parameters related to address configuration, (ii) locating neighborhood routers,
(ii) maintaining reachability information on active neighbors and (iv) detecting duplicate addresses.
Note that NDP was proposed for unconstrained node devices. Moreover, NDP for IPv6 networks uses
multicast to exchange most of the protocol messages and was designed considering that routers and
nodes are always active. Given the resource constraints of sensor nodes, the resource inefficiency
associated to multicast based mechanisms, the low duty-cycle and multi-hop support, NDP on
6LoWPAN networks requires a different approach. Neighbor discovery optimization for low power
and lossy networks [6] is a work in progress at IETF 6LoWPAN working group. It proposes
optimizations to NDP, header compression context information dissemination, auto configuration
addressing mechanisms and duplicate address detection for low power networks. The NDP signaling
was changed by replacing the standard address resolution mechanism (based on multicast messages
between hosts) with an address registration mechanism. Moreover, some multicast messages
associated to node address configuration were replaced by unicast messages, providing host-initiated
request for router advertisements (RA) and eliminating in this way the need for periodic router
advertisement multicasting. In this way, NDP for 6LoWPAN is more suitable for multi-hop sensor
networks and is independent of the selected routing approach.

The 6LBR is responsible for interconnecting the LoOWPAN to the Internet and for disseminating
IPv6 prefixes and header compression context information across the LoWPAN. The 6LBR also
maintains a network cache of all IPv6 addresses and EUI-64 identifiers. In this way, 6LBR is able to
make layer-two address resolution and to perform duplicate address detection (DAD).
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Besides the Router Solicitation (RS), Router Advertisement (RA), Neighbor Solicitation (NS) and
Neighbor Advertisement (NA) message types which were already defined for IPv6 networks, NDP for
6LoWPAN [6] defines two new ICMPv6 message types to implement DAD on multi-hop networks:
Duplicate Address Request (DAR) and Duplicate Address Confirmation (DAC) and some new options
on the previous message types.

When a 6LN interface is initialized, a link-local address is formed based on the EUI-64 [33]. Next,
the 6LN multicasts a RS message indicating its source link-layer address. All 6LRs with direct
connectivity reply with a unicast RA message indicating the available IPv6 prefix(es). Once an address
has been configured, the following messages exchange is shown in Figure 2. First, a unicast NS
message is sent to the selected 6LR to register its configured address (if 6LN receives RA messages
from different 6LRs, it should attempt to register its address in more than one 6LN to increase the
network resilience). Then, the 6LR sends a unicast DAR message to the 6LBR to check if the IPv6
address is already in use and the 6LBR replies to the 6LR with a DAC message indicating the status of
the registration. The status indicates either a successful registration or a failure due to a duplicated
address (or any other reason like, for example, the routers registration cache exhaustion). Finally, the
6LR sends a unicast NA message to the 6LN indicating the same status as received from the 6LBR in
the DAC message.

The information contained on NA messages have an associated lifetime and the address registration
process is repeated before the lifetime expires. In this way, NS messages are also used to perform
unreachability detection and are mainly used by nodes to verify the default router reachability.

Figure 2. 6LoWPAN neighbor discovery address registration.
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NDP is not secure when physical security on the link is not guaranteed. If a malicious node knows,
by spoofing, the link-layer and the IPv6 addresses previously registered by a legitimate node, it might
register the same IPv6 address either with its own link-layer address or with a fictitious address. This
vulnerability can be exploited for different types of security attacks: redirection, denial-of-service and
flooding denial-of-service. In redirection attacks, the malicious node receives the packets and reroutes
them (either changed or unchanged) to their legitimate node. In denial-of-service attacks, the malicious
node prevents communications between the legitimate node and either all other nodes or some
particular destination node. In flooding denial-of-service attacks, the malicious node redirects the
packets from other nodes to a victim node to create on it a flood of bogus traffic.
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Meanwhile, the secure neighbor discovery protocol (SEND) [34] was proposed for traditional IPv6
networks to protect NDP against these attacks. The SEND protocol uses: (i) an authorization
delegation discovery process to prove the routers’ identity, (ii) an address ownership proof mechanism
based on cryptographically generated addresses (CGA) and (iii) digital signatures for all NDP
messages. SEND specification uses a cryptographically generated address method to bind a RSA
public key to an IPv6 address and to digitally sign all NDP messages.

However, RSA is not suitable for low power and resource constrained nodes, because it is
computationally intensive and leads to long message sizes [34]. To overcome this problem, the
lightweight secure neighbor discovery for low-power and lossy networks work in progress
specification (LSEND) [7] relies on elliptic curve cryptography (ECC) to generate the CGA and on
elliptic curve digitally signature algorithm (ECDSA) to sign the NDP messages. In fact, elliptic curve
cryptography can provide the same level and type of security guarantees as RSA using much shorter
keys [34,35]. The computational overhead of both ECC and RSA raises with O(N?), where N is the bit
length, while ECC and ECDSA lead to much smaller message sizes and lower computational load
when compared with RSA [36]. All nodes generate a public and private key pair for each network
interface in order to generate their own CGA addresses and to create the digital signatures [34],
necessary to sign NDP messages. The digital signature is a hash code based on nodes private key,
source and destination IPv6 addresses, header type protocol (8 bits), header checksum value (16 bits),
the NDP message header (and its options) and a 128 bits constant, randomly generated and designated
by message type tag. The ECC based algorithm used to generate CGA takes three parameters: the
EUI-64 identifier, the public key of the interface and a three bit security parameter used to hamper
brute force attacks.

Note that both SEND and LSEND protocols require no public key infrastructure. Therefore, any
node, including potential attacker nodes, may generate and register valid CGAs, but an attacker node
cannot use a CGA previously registered by legitimate nodes, preventing in this way the previously
described attacks.

When a 6LN receives a RA message from a 6LR, it configures its own CGA address and launches
the address registration process (as illustrated in Figure 2) by sending a NS message with both the
configured address and the CGA options (i.e., the IPv6 source address of the NS message is set to its
CGA address, the message carries the 6LN public key and it is signed with the 6LN private key). The
6LR receives the NS message and, based on its CGA options, runs two verification steps: (1) it verifies
the source address using the claimed [Pv6 source address and (2) it runs a cryptographic check of the
signature included in the NS message. If both steps are successful, the 6LR proceeds with the address
registration process as previously described. In this case, the 6LBR caches not only the 6LN IPv6
address but also its public key.

3.3. IPv6 Routing Protocol for Low Power and Lossy Networks

The IETF routing over low-power and lossy networks (RoLL) working group was chartered to
design a routing protocol to be used in 6LoWPAN networks that addresses the requirements described
in RFCs 5548 [37], 5673 [38], 5826 [39], and 5867 [40]. In 2010, RoLL introduced the IPv6 Routing
Protocol for Low-power and lossy networks (RPL) [31].
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Currently multipoint-to-point traffic pattern is dominant, because in most LoOWPAN applications a
few nodes are used to retrieve data from sensor nodes and the sensors rarely communicate between
each other. To support this traffic pattern, RPL builds a destination oriented directed acyclic graph
(DODAG) to route the data traffic. RPL defines a new ICMPv6 message with three possible types:
DODAG information object (DIO) used to transport information that allows a node to discover an RPL
instance, learn its configuration parameters and select DODAG parents; the DODAG information
solicitation (DIS) to request a DODAG information object from a RPL node and the destination
advertisement object (DAO) used to propagate information upwards along the DODAG.

During the DODAG construction and maintenance, nodes send DIO messages to their neighbors,
carrying the objective function used to compute the rank value of each node. The rank defines the node
relative position within a DODAG with respect to the root. The objective function specifies the metrics
and constraints used to compute the routing path, the node rank position and the parent node set. RPL
includes a flexible framework that incorporates dynamic routing metrics, such as expected number of
transmissions (ETX). RPL also describes the constraints on how nodes select potential parents from
their neighbors. For example, the node security support can be used as a constraint and, in this case,
the nodes that do not support some security mechanism cannot be members of the DODAG. Nodes
listen for DIO messages and use their information to join a new DODAG or to maintain an existing
DODAG. Based on the DIO information, nodes choose parents that minimize path cost to the DODAG
root. In the steady state, each node has a set of parents where the one with least rank value is selected
as the preferred parent and the others are used as backup nodes.

DIO messages only enable upward routes computation and nodes have no knowledge about their
children. In order to support routing to other destinations within the DODAG, RPL uses DAO messages
to inform parents of their presence and reachability to descendants. The root node gathers the DAO
messages from all other nodes and uses them to build downward routes to all destinations. RPL also
defines local and global repair methods for re-computing routes when some inconsistency is detected.

Security is an important design consideration for LOWPAN networks because several attacks
against the routing protocols were already identified. In order to guarantee the integrity of routing
messages, RPL defines an optional cryptographic operation mode, in which advanced encryption
mechanisms are used for message authentication. AES for message authentication and RSA signatures
for checking the integrity of routing messages are already considered. Using ECC signatures to
substitute RSA is possible and desirable because it provides the same security guarantees with much
smaller keys, although the ECC inclusion is a work in progress [41].

3.4. Node Remote Reprogramming Mechanisms

In the general case, wireless node reprogramming, also named over-the-air reprogramming, is a
useful tool for remote uploading new codes or for changing the functionalities of existing codes [42].
Remote reprogramming is especially useful on large networks installed on harsh or difficult access
environments. In our case, the proposed network access control framework relies on remote
reprogramming as a means to enforce node security, i.e., to guarantee that legitimate nodes are using
security free codes before being connected to the network.

112



Routing and Mobility on IPv6 over LoOWPAN Wireless Mesh Networks
Sensors 2013, 13 1220

Remote software installation is more challenging on LoOWPAN networks mainly because of the
resource constraints of the nodes, the fact that a single network might have thousands of nodes and the
fact of communications being over multihop links. Moreover, a program image is relatively large to be
transmitted over low-power wireless links where link losses and collisions often occur. Consequently,
efficient mechanisms must be used to upload the software, minimizing the nodes energy consumption.
Significant research has been done in order to address the resource constraints nature of LOWPAN
networks. The first proposed reprogramming mechanisms have only assumed single-hop networks. In
this case, only nodes with direct links with the border router (usually selected to store the new software
because it has more resources than the other nodes) can be reprogramed. Recently, more mechanisms
were proposed to address multi-hop reprogramming [43]. In fact, multi-hop reprogramming can be
more efficient, both in terms of time and energy, when compared with single-hop reprogramming.
First, shorter links can be used, which reduces the retransmissions due to collisions. Second, the
multi-hop protocols divide the entire code image into pages and when a node completes downloading a
single page, it can send it to other nodes in the network while downloading the next page (this process
is referred to as spatial multiplexing).

Remote reprogramming research is organized under the following three categories [44] (Figure 3):
the sensor node execution environment, the protocols for update dissemination, and the image size
reduction. Power efficiency, performance, security and reliability are common issues addressed by the
solutions proposed for each category.

Figure 3. Node remote reprogramming mechanisms.
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3.4.1. Sensor Node Execution Environment

The execution environment is the responsible to run programs on top of the available hardware. The
first systems had dedicated execution environments to make the best use of the available hardware
heterogeneity. The presence of a memory management unit (MMU) can have a significant impact on
the software update process. The MMU is the hardware component that manages virtual memory
systems and, in most situations, it is included on the CPU chip. When the MMU is available, much of
the code position is independent, because virtual memory addressing is used, adding safety boundaries
to programs. Moreover, individual modules are executed as separate processes. Since processes run in
a virtual address space, they can be easily upgraded at runtime without using references to absolute
memory addresses. However, many of microcontrollers used on sensor nodes are not equipped with
MMU. Without the MMU, a node operates in a single address space and, in such case, the node is
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more vulnerable to incorrect or malicious memory references. Execution environments without MMU
can be classified in monolithic environments, modular environments and virtual machines.

In monolithic environments, the entire executable program is statically optimized during the
compilation. In this case, a single system image containing both all applications and the system kernel
is produced making efficient use of CPU and memory. The TinyOS operating system is an example of
a monolithic execution environment. In such execution environments, a new complete image must be
uploaded into the node, resulting in large update patches.

In modular execution environments, individual modules can be independently loaded on demand. In
this type of environment, the system is divided into two parts: the kernel, usually static, and the loadable
component images, usually dynamic. The kernel provides services to the modules, such as memory
management, 1/0, and communications. The modules access the services provided by the kernel at
predefined addresses or through a system jump table. The updates are smaller than in monolithic
counterpart because the modules are separated from the kernel part. Moreover, the kernel part requires
less frequent updates than in monolithic environment because it only provides the interfaces to the
module applications. Contiki and Bertha operating systems use modular execution environments.

Virtual machine (VM) environments are used to virtualize underlying hardware, providing
high-level operations to applications through an instruction interpreter. VM typically executes a
program in a sandbox where direct access to hardware is not allowed. In sensor networks, a VM
environment also allows the implementation, by software, of some features that the hardware might
not provide, such as the memory management unit. Unfortunately, VM introduces overhead in both
execution time and memory resources. First, the runtime interpretation causes programs to run slower by
at least an order of magnitude when compared with native execution. Second, the VM itself requires a
certain fixed amount of memory to operate, and interpreted programs are generally more memory
demanding. Several VM environments for TinyOS and Contiki operating systems were proposed, such
as Maté and Agilla [45].

3.4.2. Protocols for Update Dissemination

The proposed protocols for software update dissemination are mainly based on data dissemination
protocols, such as RMTS [46] and direct diffusion [47]. Software dissemination protocols operate in
three steps: (i) advertisement of available software, (ii) source selection and (iii) reliable download to
the destination.

Deluge is generally accepted as the state of the art for code dissemination in wireless sensor
networks, and has been included in the latest TinyOS distributions [48]. Deluge is a reliable data
dissemination protocol for disseminating data objects from one or more source nodes to many other
nodes over a multihop wireless network. Data objects are represented as a set of fixed size pages to
enable incremental updates and to allow spatial multiplexing.

Code dissemination protocols can be used to compromise LoWPAN networks. For example, an
attacker may attempt to modify or replace the authentic code image introducing malicious code into
the network nodes. Code dissemination protocols can also be used to perform denial-of-service attacks,
where the malicious node injects bogus code and force network nodes to verify and forward them
leading to exhausting their battery power. Several recent protocols, based on Deluge, were proposed to
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address secure code dissemination. For example, Sluice integrates cryptographic digital signatures and
hash functions to provide authentication for code dissemination. Like Deluge, Sluice also splits code
images into fixed size pages. The hash code of each page is included in the previous page. The hash
code of the first page is signed and included in the packet signature. This approach solves the
authenticity attacks, but it does not address denial-of-service attacks. Since a node can only perform
authentication when a complete page is received, many packets must be processed before the
authenticity can be verified. Seluge [49,50] inherits the efficiency and robustness properties from
Deluge providing authentication mechanisms for code dissemination and protection for DoS attacks
against signature packets, code dissemination packets and maintenance packets. Seluge uses public key
mechanisms based on elliptic curve cryptography.

3.4.3. Size Reduction Mechanisms

While the dissemination protocol aims to minimize the overhead related to delivering updates,
reducing the size of transmitted software is used to decrease the size of the updates. Three main
techniques are used to achieve this objective: compression, differential patching and high-level
instructions. Several reducing size mechanisms were proposed, such as: Reijers [51], Rsync [52] and
Remote Incremental Linking [53]. Reijers reduces the image size generation differential script. The script
is downloaded as a series of packets where each packet contains the new instruction code and its address.
The script is applied against the currently running program stored in the external memory, usually an
EEPROM, gradually building a new image. When this process is completed, the boot loader loads the
new image into the running memory. The scripting language is cpu-specific, which is the Reijers
algorithm major flaw. Rsync also provides incremental software updates but its algorithm is CPU
independent. The Rsync script can either specify unmodified block to be copied for a new address or can
contain modified code. The updater node asks the node being updated for the checksum of its current
blocks and, according to the response, only sends changed code. Remote Incremental Linking was
designed for mica2 mote hardware platform and supports dynamic and static updates. An image program
is composed by several functions and at the end of the functions some space is reserved to allow future
expansion. New versions of the functions can be written at the same start address memory, as long as
they fit, without the need to update references to the functions elsewhere in the program. Otherwise,
either adjacent functions or the new functions are moved, which minimizes page writes.

4. Network Access Control Security Framework

This paper proposes a network access control security framework, for 6LoWPAN networks, that
controls the access of nodes to the network, based on administrative authorization, and enforces
security compliance to the authorized nodes. The proposed framework can operate in two different
modes: listening and active. In the listening mode, no security assessment and enforcement is
performed. This mode is useful for network visibility, because it can be used to gather information
about the connected nodes. The active mode is more secure than the listening mode because only
security compliant nodes can be connected to the network.
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4.1. Nodes Requirements

In order to provide a secure and manageable solution, a few assumptions related to nodes and
border routers must be defined, according to the selected operating mode. To operate in listening
mode, all nodes must support 6LoWPAN and LSEND protocol. To operate in active mode, in addition
to the previous requirements, the nodes must also support a secure reprogramming mechanism and the
RPL routing protocol with message authentication. The secure reprogramming mechanism can be
implemented using Seluge combined with Maté execution environment and Rsync size reduction
mechanism. The border router must support both operating modes simultaneously and, therefore, their
requirements are the same as the nodes when supporting the active mode. We assume that border
routers are hard to be compromised.

4.2. Node Identification, Compliance and Data Security

As sensor networks are mostly deployed in human-unattended environments, usually for critical
sensing measurements tasks, the authentication of the data source as well as the data itself is of critical
concern. In fact, authentication guarantee can provide both sensor and router identification ability, in
order to protect the integrity and freshness of critical data, and forbid and/or identify several security
attacks. Traditionally, there are two schemes to provide authentication: digital signatures based on
public-keys and message authentication code based on symmetric-keys. In the current proposal, the
same public and private key pairwise, generated by the LSEND protocol to build the cryptographically
generated addresses (CGA) addresses, is used to authenticate the network nodes. As aforementioned,
the CGA are IPv6 addresses where the least 64 address bits are generated by computing a
cryptographic one-way hash function from a public key and other auxiliary parameters. The address
owner uses the corresponding private key to declare the address ownership and to sign the messages
sent without a certification authority or other security infrastructure. The binding between the address
and the public key can be confirmed by re-computing the hash value and by comparing the hash with
the interface identifier. As a consequence, messages sent from a CGA IPv6 address can be protected
by attaching the public key and auxiliary parameters and by signing the message with the corresponding
private key. Every node can generate valid private and public key pairwise and the correspondent CGA
address and, once registered in the border router, no other node can use the same address. In our
proposal, after the LSEND registration procedure, the administrator approves manually each new node
based on its CGA address. Once authenticated, each node is able to verify if the sender node is the
right owner of the CGA generated source address. One of the key advantages of this approach is that,
in addition to ensuring the identity of the sender, the same public and private pairwise can be also used
to guarantee the authenticity, confidentiality and data freshness to all protocols or mechanisms in use.

Traditionally, two different approaches are used to perform node security compliance. In the first
approach, a piece of software named agent is used to perform the nodes assessment. The agent returns
to the security enforcement point (in our case, the border router) the result of the assessment. In the
second approach, the assessment is performed based on the traffic generated by the node under
assessment. The security enforcement point sends requests to the node under assessment and the
evaluation is made based on the responses. Usually, the first approach returns more accurate results
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than the second approach. Moreover, the second approach is more verbose than the first one, because
multiple messages are exchanged. The current proposal adopts the agent based assessment approach.
The agent can be previously installed on the nodes and the assessment is based on cryptographic hash
of the installed software. If the agent is not installed, we assume that the node is not compliant and a
new image, which includes the assessment agent, will be uploaded by the reprogramming mechanism
on the fly. The hardware configuration can also be evaluated during the assessment, although this feature
is not considered in our solution. Note that any solution to perform nodes security assessment is very
dependent on the operating system and the hardware used in the network devices. So, different agent
versions might be required if different operating systems or hardware platforms are to be used. The border
router can use operating system fingerprinting in order to determine which agent version has to be used.

4.3. Access Control Algorithm Description

The access control algorithm of our proposal assumes that each node is always in one of seven
states: new node, pending, assessment, image update, update assessment, authorized and malicious.
Figure 4 illustrates the decision process from the initial ‘new node’ state until one of the final states is
reached, which is either ‘authorized’ or ‘malicious’.

Figure 4. Access control decision process.
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The 6LoWPAN nodes can use link layer detection mechanisms and/or router advertisement
messages to detect new networks. If a new network is detected, the 6LoOPWAN nodes must use
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LSEND protocol to perform the address registration process, as described in section 3.2. The address
registration process is used to detect new nodes presence. In the listening mode, the automatic approval
is in use and, therefore, the new node moves to the authorized state and its address is added to the
border router as a registered entry [6]. This is the less secure operation mode and is used by the
administrator to determine which nodes are connected.

In the active mode, the automatic approval is not set and, therefore, the new node moves to the
pending state and its address is stored in the border router neighbor cache as a tentative entry [6].
Before the authorized state is reached, only messages related to the assessment, image deployment and
authorization are allowed. In the pending state, the administrator can classify the new node as
malicious if: (i) additional nodes are not expected, (ii) the administrator does not rely on the received
information or (iii) the new node was considered malicious in the past. If the administrator does not
consider the new node as malicious, the next step is to verify if the assessment agent is installed. If yes,
the node moves to the assessment state and its security compliance is evaluated. Then, the node transits
to the authorized state if the evaluation is successful or to the malicious state, otherwise. If the
assessment agent is not installed, the node moves to the image update state, where the border router
tries to install on the node a new image using Deluge (the new image includes the operating system,
the assessment agent and all required modules). If the configuration of the new image is refused by the
node, if moves to the malicious state. Otherwise, the node moves to the update assessment state and its
security compliance is evaluated. Then, the node transits to the authorized state if the evaluation is
successful or to the malicious state, otherwise.

When a node is moved to the malicious state, its address is marked as garbage-collectible in the
border router neighbor cache, the address is propagated by the RPL messages to all authorized nodes
as a restriction, and the address is pruned from all nodes RPL candidate neighbor list and cannot
belong to the DODAG instance in use. So, in the malicious state, no messages from these nodes are
processed or forwarded by any other LoOWPAN node.

5. Discussion

The security research applied to LoOWPAN networks is considered by the industry and by the
research community a very hot topic. Several security mechanisms were proposed, some of them to
address some particular scenarios, application and protocols. Besides protecting the network from
some well-known threats, it is important that security mechanisms can withstand to attacks that have
not been identified before. Therefore, the challenge is on how can the attackers explore vulnerabilities
that have not been yet identified. The control of which nodes can take part of the network and their
security compliance can help to reduce several vulnerabilities, making the network more manageable,
while increasing its reliability and extending its lifetime. The proposed security framework proposal
can be used to achieve these objectives, in particular to make the network more resilient to internal
attacks. First, network assessment control restricts the network access only to authorized nodes.
Second, node security compliance is enforced before node can access to the network. Finally, beyond
to security compliance assessment, the software image can also be checked in order to guarantee that
node is able to realize the expected functions. Therefore, only authorized nodes that fulfill security and
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functions requirements are accepted. This is particularly relevant if multi-hop networks are used. Node
authorization depends on:

e Administrator authorization: a manual authorization was considered because it is very hard
to define rules that can be applied to all network security requirements. For example, in a
monitoring network installed in a nuclear power plant, if a new node tries to access the
network, it will be most probably a malicious node since the network infrastructure remains
unchanged for long time periods. Therefore, the administrator can approve the new nodes
based on: hardware type, layer-two address and location. This approval method also protects
the framework against DoS attacks, because only approved nodes will be evaluated. All
nodes are identified by a cryptographic generated address, according to LSEND protocol.

e Security check compliance: several conditions can be considered as inputs to the agent used
to assess the security compliance such as, for example, the installed software image and the
security protocols in use. Note that multiple agents might be required if different operating
systems or hardware platforms are used in the same network. The decision on which agent
should be used on each device node is a challenge.

e Hardware and software image compliance: providing plug-and-play mechanism is not
enough to guarantee that node is able to realize the desired functions. For example, a sensor
node is unable to monitor the temperature if the module used to retrieve the temperature is
missing. The same occurs with the hardware. Software image compliance also helps to
protect against malicious code injection.

The proposed framework also improves the network manageability, since remote software installation is
supported. The implementation success of the proposed security framework depends on the ability to
integrate the above described mechanisms and protocols in order to take advantage of synergies between
them. In fact, the following modifications are required in order to maximize the integration benefits.

LSEND requires the addition of a secure mechanism to inform nodes that a neighbor must be
removed from its neighbor cache in order to avoid communications between authorized nodes and
malicious nodes. It is also necessary to define a data structure to share the ECC key pairwise generated
by the LSEND protocol with the RPL routing protocol and remote image installation mechanism. Note
that the ECC key pairwise can also be used to protect the application layer data exchange, in order to
guarantee data authentication and authenticity. In fact, the reutilization of the same ECC private and
public key pairwise between several protocols and mechanisms simplifies the operations related to the
key management [25]. The key pairwise reutilization also extends the network lifetime because fewer
messages are used when compared with other solutions that use one key for each protocol or
mechanism. In fact, the transmission energy consumption rate, in wireless sensor networks can be over
three orders of magnitude greater than the energy consumption rates for computing [54].

In the RPL protocol, the ECC support must be defined in order to protect the routing messages
exchange. Also, an efficient mechanism must be defined in order to propagate efficiently addresses as
a constraint in order to avoid the malicious nodes to participate in the routing tree.

Concerning node remote reprogramming mechanisms, several mechanisms must be combined to
enable node remote reprogramming. These mechanisms are very dependent on the operating system
and the hardware in use. As a consequence, it is foreseen that early implementations of the proposed
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framework in real deployment scenarios will support node remote reprogramming mechanism only for
a few hardware platforms and operating systems. Currently, a laboratory testbed is being implemented
where the above-mentioned protocol modifications are being conducted and integrated aiming to
validate the proposed security framework.

6. Conclusions and Future Work

Improving the security is critical for the success of LOWPAN networks, because these types of
networks are particularly vulnerable, they are used in critical services and the data collected is often
sensitive. Several security solutions were proposed, most of them designed to address known attacks
and implemented on particular layers. Several security attacks can be avoided if a network access
control mechanism is used to restrict the network access only to authorized nodes which are compliant
with the defined security requirements. This paper, we have proposed a network access control
framework that can be used to accomplish these objectives. The proposed solution enables the node
identification based on cryptographically generated addresses, node security compliance evaluation
and node remediation with secure remote software installation. This solution is mainly based on the
following open protocols: LSEND, used to secure neighbor discovery and node secure identification,
RPL with ECC support, to protect the routing messages and Seluge, to enable secure remote software
installation. In the current proposal, synergies between the protocols were taken in consideration.
Work is still required to improve and integrate these protocols in order to create a solution. Moreover,
the current proposal only enables one border router. As a consequence, when the border router
becomes unreachable, all nodes must be approved and evaluated. Further research is required to
circumvent this limitation since a secure mechanism is required to synchronize the ECC keys and
nodes authorization state between multiple border routers. Besides the current lab implementation to
validate our current proposal, this research is another direction of our future work.
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Key Mechanisms
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and Victor M. Denisov

Abstract—Wireless sensor networks (WSNs) are a
promising technology for several industrial and quotidian
applications. IPv6 is the most consensual solution to con-
nect such networks to the Internet, and 6LoWPAN is the
adaptation layer to run IPvé over WSNs. Self-organization
and self-configuration are key characteristics of WSN be-
cause they minimize the network configuration efforts and
simultaneously increase the network robustness but they
can also be exploited to perform security attacks. This paper
proposes a network admission control solution for 6LoW-
PAN WSN that prevents unauthorized nodes from using the
network to communicate either with the legitimate nodes
and with the Internet, reducing in this way the security
attacks that can be performed. The proposed solution in-
cludes node presence detection and authentication, admin-
istrative node authorization, and data filtering to discard
frames from/to unauthorized nodes. It uses the standard
6LoWPAN neighbor discovery and RPL protocols, minimiz-
ing the number of additional required control messages.
It includes cryptographic mechanisms, based on the AES
symmetric key algorithm, to guarantee node authenticity
and integrity, source authenticity, and data freshness of
data frames. This paper also presents the design and de-
ployment of a laboratory testbed validating the proposed
network admission control solution.

Index Terms—6LoWPAN, Internet of things, network
admission control, wireless sensor networks (WSN).
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|. INTRODUCTION

IRELESS sensor networks (WSN) are widely used in
W embedded applications such as environmental monitor-
ing, surveillance, smart grids, industrial, and home automation.
These applications often require a large number of small devices
to cover large areas and must operate unattended for long peri-
ods of time. Many wireless sensor devices are compliant with
the IEEE 802.15.4 standard [1] and are characterized by small
size, power constrained, small computing and storage resources,
and reduced radio ranges and throughput. Currently, the IPv6
protocol is the most consensual solution to connect WSN to
the Internet [2], and 6LoWPAN [3] is the proposed adaptation
layer to support IPv6 over IEEE 802.15.4 networks. Moreover,
new protocols were also proposed which are best fitted to low
power and resource constrained devices, such as the 6LoWPAN
neighbor discovery (ND) [10] and the IPv6 routing protocol for
6LoWPAN (RPL) [4].

Self-organization and self-configuration are some of the main
characteristics of WSN. These characteristics are of key impor-
tance because they minimize the network configuration efforts
and simultaneously increase the network robustness in case of
failures or topology changes. However, they can also be used
to perform security attacks, because third party nodes can eas-
ily join the network [5]. With the advent of the Internet of
things and the increased interest in deploying WSN based on
open protocols, like IPv6, the same security requirements of the
unconstrained networks must be extended to WSN. However,
WSN exhibits a larger number of vulnerabilities and unique
new security challenges, which make them even more vulner-
able to security attacks than unconstrained networks [6]. Con-
sequently, the application of traditional security techniques to
WSN is not straightforward. Most of the security challenges
are related with the resource constrained nature of WSN de-
vices where efficient public-key cryptography and fast sym-
metric ciphers must be used with care due to the power con-
sumption they require. Additionally, any message overhead
caused by security mechanisms must also be minimized when-
ever possible. In recent works, cryptography has been pro-
posed to guarantee confidentiality, authenticity, integrity, and
availability in WSN [7]. Different security mechanisms have
been proposed, some of them defined to address particular
well-known attacks [8]. Besides these attacks, it is also impor-
tant that security mechanisms can withstand to new unknown
attacks [9].

1551-3203 © 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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Network admission control can be used to manage the size of
the WSN in terms of number of nodes, making the network more
manageable, increasing its reliability, and extending its lifetime
[5]. Moreover, network admission control can also be used for
security since, if a malicious node is prevented from using the
network, it cannot communicate with other network elements,
and, therefore, the number of possible security attacks is drasti-
cally reduced. Our network admission control solution follows
this approach by preventing unauthorized nodes to communicate
with authorized nodes or to use the WSN to communicate with
the Internet. The proposed solution uses the standard 6LoWPAN
ND and RPL protocols, minimizing the number of additional
required control messages. Moreover, the advanced encryption
standard (AES) symmetric key algorithm is used to guarantee
authenticity of legitimate nodes and integrity, source authentic-
ity, and data freshness of data frames. The proposed solution
can be used as a component of a global network access control
solution, as proposed in [5]. A laboratory testbed validates the
proposed solution.

This paper is organized as follows. Section II presents the
most relevant security issues and technologies related to WSN.
Section III focuses on the system architecture of the pro-
posed network admission control solution. Section IV describes
the laboratory testbed and presents the validation conclusions.
Section V presents the main conclusions of this study and
pinpoints future research directions.

Il. SECURITY ON WSN

As shown in Fig. 1, a 60WPAN WSN [3] consists of a set
of nodes (named 6LN or 6LoWPAN Nodes), a set of routers
(named 6LR or 6LOWPAN Routers), and one or more border
routers (named 6L.LBR or 6LoWPAN border routers).

Nodes (or 6LNs) are reduced function devices [1] which are
used mainly for sensing and actuation operations and do not
forward frames from other nodes. Routers (or 6LRs) are full
function devices that, besides being used for sensing and actua-
tion, are also intermediate nodes that forward frames from oth-
ers nodes to their destination in the same WSN. Border routers
(or 6LBRs) are the interconnection elements between the WSN
and other networks, such as the Internet. Nodes and routers are
resource-constrained devices equipped with small size batter-
ies, while border routers are mainly powered with much more
computational resources.

Both WSN and resource unconstrained networks have almost
the same security requirements [8]. However, the node resource
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constraints, the possible huge number of nodes and the lack
of an organized communication infrastructure make security
more challenging in WSN than in resource unconstrained net-
works [5]. A standard approach to ensure message authenticity,
integrity, and confidentiality is to use an end-to-end security
protocol such as IPsec or SSH [11]. Such approach ensures that
only legitimate nodes can communicate between them but does
not prevent illegitimate nodes to communicate between them or
to use the WSN to communicate with the Internet. In multihop
WSN, this approach penalizes the overall energy consumption
of intermediate routing nodes. A better solution requires the
WSN nodes to prune traffic generated by illegitimate nodes, in
order to save energy and CPU resources [12].

Confidentiality, authenticity, integrity, availability, data fresh-
ness, robustness, and survivability are the most relevant security
requirements both in resource unconstrained networks and in
WSN [8]. Confidentiality ensures that only authorized entities
have access to the data transmitted and stored in the WSN nodes.
Authenticity ensures to the receiver that data are provided by
the claimed source node identity. Integrity guarantees that data
are not changed by any other entity, without being detected.
Availability ensures that services provided by the network are
always available to their legitimate nodes. Data freshness pre-
vents the nodes to consider previous replayed messages as new
messages. Network robustness and survivability guarantees that
the network remains operational even in the presence of attacks.

There have been different criteria to classify security attacks
[13]. In one hand, they can be classified as external or internal,
according to the ownership of the resources used to perform the
attack. In external attacks, the attacker uses its own resources
to perform the attack. In internal attacks, the attacker first
compromises one legitimate node (usually, by the injection of
malicious code or by accessing important data stored on them),
and, then, uses its resources to perform the attacks. Internal at-
tacks are much harder to detect because the compromised node
appears as legitimate to the other nodes, and, therefore, has their
trust. On the other hand, security attacks can also be classified
as passive or active based on the modification of the regular data
streaming [8]. Passive attacks are based on message gathering
without modification, while active attacks involve modification
on the legitimate data stream and/or false data injection.

Finally, security attacks can also be clustered in three main
groups according to their security requirements [5]: attacks
against secrecy and authenticity, attacks against network avail-
ability, and stealthy attacks. Eavesdropping, packet replay, tam-
pering, and spoofing are examples of the first group. Denial of
service is the main example of an attack against network avail-
ability. In the stealthy attacks, the attacker successfully injects
fake data into a legitimate node, therefore becoming a compro-
mised node, which consequently, spreads fake data over other
legitimate nodes.

The research on security solutions has been focused on four
areas: security key management, authentication, secure routing,
and secure services. Some solutions were proposed to estab-
lish and manage cryptographic keys between nodes to enable
authentication and encryption mechanisms, while others were
proposed to protect routing protocols [14].
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Both software-based and hardware-accelerated cryptography
implementations were proposed to WSN. A well-known exam-
ple is TinySec, a link layer security architecture used to guar-
antee message confidentiality, integrity, and authenticity [15].
TinySec is a pure software-based implementation integrated in
TinyOS. It supports two security options: authentication with
encryption and authentication without encryption. In the first
case, TinySec encrypts the frame payload and authenticates the
frame with a message authentication code (MAC) based on the
encrypted data and the frame header. In the second case, TinySec
authenticates the entire frame with a MAC but the frame pay-
load is not encrypted. Initially, both 3-DES [16] and AES [17]
algorithms were evaluated for TinySec but they were shown to
be too heavy. Subsequently, RC5 and Skipjack algorithms were
evaluated and the tests have shown that they are more suitable for
software-based implementations. Skipjack was chosen because
RCS5 is patented and requires more RAM. To guarantee message
integrity, TinySec uses the Cipher Block Chaining MAC mode
of operation (CBC-MAC) for computing and verifying MACs.

IEEE 802.15.4 [1] defines four operational cryptographic
modes: 1) no cryptography, 2i) authentication-only with CBC-
MAC, 3) encryption-only with counter mode (CTR), and 4)
authenticated encryption with counter and CBC-MAC mode
(TinySec supports all these modes). Some of the wireless
chipsets compliant with IEEE 802.15.4 provide accelerated
hardware to run cryptography algorithms according to these
modes. The Chipcon CC2420 chipset [18] is the most popular
radio chipset to WSN devices and provides two types of security
operations: standalone encryption operation and inline security
operation. The standalone encryption operation uses AES en-
cryption, with 128 bit message blocks and 128 bit length keys.
The inline security operation provides encryption and authen-
tication. This chipset supports all IEEE 802.15.4 operational
cryptographic modes. AMSecure is an implementation module
included in TinyOS that uses hardware-accelerated cryptogra-
phy taking advantage of cryptographic hardware embedded in
Chipcon CC2420 chipset.

There are many proposals on security mechanisms that ad-
dress only single attacks or to be used in particular layers as
security tools. Nevertheless, solutions addressing only a single
attack or a single layer result in waste of resources and energy
consumption. Recently, researchers are focused on developing
security-integrated frameworks that can address multiple secu-
rity attacks or to use multiple security mechanism, such as Se-
curity Protocols for Sensor Networks [19]. Currently, network
admission control is seen as an important security mechanism
in WSN because it can be used to prevent malicious nodes from
joining the network and launching inside attacks [5]. With net-
work admission control, the aim is that only authorized nodes
can access the network, and, consequently, the malicious nodes
cannot exchange data with legitimate nodes or use the WSN to
communicate with the Internet.

A key aspect of any network admission control mechanism is
authentication. There are several properties that should be pur-
suit by authentication protocols [20]: 1) resistance against node
compromise, 2) low-computation overhead, 3) low communi-
cation overhead, 4) robustness to message loss, 5) immediate

authentication, 6) messages sent at irregular times, and 7) high
message entropy. In a symmetric key-based mechanism, a sin-
gle secret key is used by all nodes. In this case, a third party
device able to compromise a legitimate node can discover the
secret key used by all legitimate nodes. On the other hand, the
asymmetric mechanisms involve a private key associated with
each node and a compromised node does not allow the attacker
to discover the private keys of the other nodes. In fact, several
problems related with authentication on broadcast environments
can be solved if asymmetric mechanisms are used [19].

Asymmetric cryptography mechanisms require high compu-
tation and storage overhead when compared with symmetric
key mechanisms. So, their use on WSN must be carefully tested.
Moreover, symmetric key-based mechanisms can be made more
robust if associated with tampering resistance mechanisms. The
use of such mechanisms goes back centuries. Naval codebooks
were weighted so they could be over boarded if capture was
imminent. Nowadays, this function is usually implemented by
a small security processor, such as a smartcard, to store crypto-
graphic keys and where some control functions are executed to
avoid its illegal usage.

I1l. SYSTEM ARCHITECTURE

In this section, we describe the system architecture of a WSN
network admission control solution able to prevent unautho-
rized nodes to use the network infrastructure in both single and
multihop networks. The proposed solution is based on two key
components. The first component is a data frame filtering func-
tion, running on all WSN devices, that only accepts data frames
from/to legitimate nodes. The second component is a distributed
mechanism that sets the required information on all legitimate
nodes for letting them to identify the legitimate data frames.
This information is updated by the network admission control
whenever a new legitimate node is connected to the WSN.

The proposed solution uses the AES symmetric key algo-
rithm to guarantee 1) the authenticity of the new nodes and
2) the source authenticity, data integrity, and data freshness of
data frames. It requires one private key per node, named node
preshared key to guarantee the node authenticity when first join-
ing the network and a unique global key used in the data frames
filtering. For the authenticity of new nodes, we adopt a private
key per node which must be known (i.e., preshared) only by
the node and by the border router. Its use is restricted to the
initial admission of the node to the WSN. For data frame fil-
tering, we adopt a single global key, which is initially set in
the border router and is dynamically provided by the border
router to each new joined node. As discussed in Section II, the
use of a single network-wide secret key (i.e., the global key) is
best suited to WSN since data frame filtering has a great impact
on the devices resource and energy consumption. Nevertheless,
we also consider that legitimate devices have a tampering resis-
tance mechanism. In our testbed, all sensor devices are protected
by a box that, when improperly opened, triggers an external
electronic circuit (placed inside the box) applying a high volt-
age to the CPU and memory chips, thus avoiding the external
access to the stored security keys.
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Fig. 2. Admission control entities and components.

The proposed network admission control solution is illus-
trated in Fig. 2. Its architecture is composed by the following
entities: 1) the sensor nodes, compliant with the IEEE 802.15.4
standard and with 6LoWPAN ND and RPL support (the RPL
is supported only in full function devices); 2) a border router,
connecting the WSN to the Internet, compliant with the IEEE
802.15.4 standard and with 6LoWPAN ND and RPL support,
and 3) the Management Station, placed outside the WSN and
used primarily for remote border router administration.

Fig. 2 identifies the components added to each entity to sup-
port the proposed solution. The management server application,
running in the border router, and the agent application, running
in the sensor nodes, are used to exchange all required control
messages over a UDP control channel. the authorized node list
is the list of nodes that were administratively authorized. The
pending node list, in the border router, is the list of legitimate
nodes waiting for administrative authorization. The preshared
keys and the global key were already described. Finally, the man-
agement client application, running on the management station,
enables the remote administration of the border router.

From the moment, a sensor device is acquired until it is run-
ning on its target place, the proposed solution comprises five
sequential steps: 1) node provisioning, 2) node presence detec-
tion, 3) node authentication and authorization, 4) propagation of
the authorized node list, and 5) data filtering. In the following,
we describe separately each step and how the components added
to the different entities (as presented in Fig. 2) are managed on
each of them.

A. Node Provisioning

In an ideal plug-and-play WSN, the sensor devices automat-
ically detect the network presence, autoconfigure their network
stack and their firmware to access the network services, without
human intervention, no matter their firmware and manufacturer.
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Nevertheless, the plug-and-play is hard to be supported because
some specific firmware is always required in order to accomplish
the device objectives in terms of sensing and actuation.

Node provisioning designates the node configuration that is
conducted before it is put on its target place. The appropriate
firmware is manually installed connecting the device to a pro-
visioning station using a wired connection such as a JTAG or
a USB connector. Note that TinyOS is a monolithic OS, and,
therefore, a new firmware must be always installed when some
new software component is required and our network admission
control solution requires the installation of new components. We
use the node provisioning step to configure the preshared key of
the device. For each new device, a new 128 bits preshared key
is generated which is stored in the management server database,
with the associated physical address, and embedded in the de-
vice firmware.

B. Node Presence Detection

The node presence detection is the step from the moment;
the device is initialized on its target place until its presence is
detected by the border router. This step is based on the 6LoW-
PAN ND and RPL protocols. The border router plays a key role
in 6LoWPAN WSN. Besides being responsible for connecting
the WSN to outside, it is also responsible for propagating the
IPv6 prefixes and IPv6 header compression context information.
Moreover, the border router maintains a network-wide cache of
active IPv6 addresses and EUI-64 identifiers, which enable it to
perform link layer address resolution and duplicate addresses
detection.

When the interface on a new node is initialized, an IPv6
link-local address is configured based on the interface EUI-64
identifier. Next, the node sends a ND router solicitation message
which is replied by the border router with a ND router adver-
tisement (RA) message. The RA message provides all necessary
information for the node to configure itself with a global IPv6
address. Once the IPv6 address has been self-configured, a ND
neighbor solicitation message, with an address registration op-
tion, is sent by the node to the border router in order to register
its addresses. In full function devices, the RPL protocol makes
also the node to announce its IPv6 address to the whole WSN.
In this way, the border router detects accurately the presence of
the new node and the routing tables of all WSN nodes are set
appropriately to support the communications with the new node
without the need for additional messages.

C. Node Authentication and Authorization

This step lasts from the moment the node presence is detected
by the border router until the node admission is administra-
tively authorized. First, the node authenticity is validated using
a mechanism similar to the one-way challenge authentication
protocol. Fig. 3 illustrates this procedure with the new Node
A. The first 3 interactions are the three 6LoOWPAN ND mes-
sages belonging to the previous step. The node authentication
is supported by the two last messages, named authentication
messages.
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Fig. 4. Fields used to calculate the HASH.

In order to minimize the number of required messages,
the two authentication messages also include the provision
of the global key to the new node. This process is as follows.
First, the border router generates a random 128 bit number, des-
ignated by nonce, concatenates it with the global key (K¢1obal)
and uses AES to encrypt the concatenated sequence with the
preshared key of Node A (K4 ). The resulting cryptogram, des-
ignated by Challenge, is given by

Challenge = AES(K 4, (KGlobal|[nonce)) €))

and is sent by the border router to the new Node A (message
4 of Fig. 3). Note that the Challange can only be deciphered
by Node A (i.e., eavesdropping of this message by third party
nodes does not let them know the global key).

Node A deciphers the Challenge using its preshared Key.
Then, it composes a message my with the nonce received from
the border router and a local generated incremental counter.
Message my is authenticated with a MAC generated with the
AES algorithm, using the global key (K¢1obal), as

MAC = AES(KGlobal, (counter||[HASH)) 2)

where the HASH is a fingerprint of the frame calculated using
the entire IEEE 802.15.4 frame from the FCF to the FCHK fields
(see Fig. 4).

The counter, used in my, can be used for data freshness,
i.e., for preventing security attacks based on replaying previous
frames. Message my is sent (message 5 of Fig. 3) as a response
to the received Challenge. Upon reception of my, the Border
Router verifies the authenticity of Node A by checking if the
received nonce is equal to its own one. Also, my authenticity,
verified by the received MAC using the global key, lets the
border router know that the global key has been known by Node
A (once again, eavesdropping of this message does not allow
to know the global key). If node authentication is successful,

the border router inserts IPv6 address of Node A on its pending
node list.

Afterward, the administrator uses the management client ap-
plication, hosted on the management station, to authorize Node
A based on its address. If authorization is granted, Node A
address is moved from the pending node list to the Authorized
node list. Note that this authorization step can be made automatic
since node authentication has been already checked. Neverthe-
less, administrative authorization enables the administrator to
verify if the time instant of node detection is consistent with the
time instant of node activation and gives him the possibility to
prevent nodes to access the network when they are initialized
unexpectedly.

D. Propagation of the Authorized Node List

Whenever the authorized node list changes in the border
router, it is propagated to all currently active legitimate nodes.
A UDP control channel, established between the management
server application (on the border router) and each Agent Ap-
plication (on each WSN node), is used by the border router to
update the authorized node list on all nodes. A message with the
authorized node list is sent both periodically and when the list
is changed. Upon reception of this message, each node replies
with an acknowledgement message. An error message is sent
by the management server application to the agent application,
if it does not receive the acknowledgement message after three
retries. All these messages are authenticated with a MAC gen-
erated according to (2) in the same way as to my messages,
providing in this way source authentication and data integrity.

E. Data Filtering

As previously explained, data filtering is one of the key com-
ponents of the proposed solution. It runs on all legitimate nodes
and makes them to accept incoming data frames that are only
from/to legitimate nodes. For each incoming data frame, the
node first verifies the frame source identity and/or the data frame
integrity. To do so, the source nodes must authenticate their data
frames in the following way. On each data frame, the source
node adds a local generated incremental counter to the frame
payload and authenticates the frame with a MAC field based on
the global key. In here, we consider two options depending if
data integrity is or is not required. In the first option, the data
frame integrity is required and the MAC is generated accord-
ing to (2) in the same way as to my messages. In the second
option, data frame integrity is not required and the frame is
authenticated with the AES algorithm as

MAC = AES(KGlobal (counter |[PHY _Addr) 3)

where PHY_Addr is the node physical address, instead of being
the HASH of the frame as in (2). In practice, this authentica-
tion option requires a much lower computation effort and the
two options represent different tradeoffs between security and
resource and energy consumption.

All other nodes use the counter field (for data freshness) and
either (2) or (3), depending of the adopted security option, to
compute the valid MAC for each incoming data frame. The
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Fig. 5. Data filtering function.

MAC computed by the node is compared with the MAC value
carried in the frame. If both values are equal, the sender is
authentic (and, in the second option, the frame was not changed
in transit); otherwise, the frame is dropped.

The authentication provided by the MAC of the incoming
data frames is only the first frame validation. The data filtering
function is a decision process whose algorithm flowchart is pre-
sented in Fig. 5. If the MAC validation is successful, the frame
is still discarded if one of its addresses (origin or destination) is
not in the authorized node list. In this way, the receiving node
only accepts incoming frames if both the source and the destina-
tion addresses belong to the authorized node list. Note that the
6LoWPAN ND, RPL, and control messages (exchanged in the
node authentication and in the authorized node list propagation
steps) are never discarded since a new node can only become an
authorized node after all steps of the network admission control
being concluded and, therefore, all messages associated to these
steps must be always forwarded.

The use of the authorized node list might seem redundant
since when the MAC validation of an incoming frame is suc-
cessful, it means that the frame source node knows the global
key and, therefore, must be a legitimate node. The authorized
node list is required, though, to provide full administrative con-
trol. If for some reason an authorized node has to be prevented
from using the network, without the authorized node list, it is
impossible to do it since the node has already been provided with
the global key. In our solution, the border router propagates a
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new authorized node list without the address of the authorized
node and all other nodes start dropping data frames to/from
that node.

Finally, note that, since both 6LoOWPAN ND and RPL pro-
tocols are active, the node routing tables can include entries
to unauthorized nodes and the node neighbor lists can include
unauthorized node addresses. So, data filtering must be such
that its dropping decisions must always override any standard
decision based on the routing table or on the standard neighbor
list.

IV. LABORATORY TESTBED

A laboratory testbed was implemented in order to validate
the proposed network admission control solution. The testbed
scenario, shown in Fig. 6, comprises three sensor nodes, a border
router (gateway), and a management client station. Four TelosB
motes were used, three of them as sensor nodes and the fourth
one as the border router WSN interface.

This section presents the testbed deployment details and the
validation results. In the following sections, we describe sep-
arately 1) the management system, running between the man-
agement client and the border router, 2) the TinyOS solution
components added on the TelosB motes, and 3) the validation
tests conducted on the testbed.

A. Management System

The management system is composed by the management
client application, running on the management client, and the
management server application, running on the PC side of the
border router. A multiplatform IPv6 management client appli-
cation was developed that communicates with the management
server application primarily to manage the authorized node list
but also to run debugging tasks. The management client appli-
cation was developed using Java IDE NetBeans and uses TCP
over IPv6 for communications. In the testbed, the management
client application platform (a regular PC with Windows 7 OS)
is connected to the border router using an Ethernet connection.

The Management server application, running in the PC side
of the border router, was developed in Java and operates on the
TCP port number 2000. This application is responsible for 1)
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receiving commands from the management client application,
parsing the commands to appropriate TinyOS commands which
are sent by the ppp0O port (through the USB interface, see Fig.
6) to the TelosB mote running as the WSN interface, 3) receiv-
ing TinyOS responses from the ppp0 interface, and 4) sending
the received responses back to the management client applica-
tion. The management server application also implements the
node provisioning, which includes: 1) Preshared key generation,
2) copy of the preshared key and the node physical address to
the management server application database, 3) copy of the
preshared key to the TinyOS source code, and 4) source node
firmware compilation and installation.

B. Border Router and WSN Nodes

The implementation of the proposed solution has involved
1) the modification of the TinyOS IP protocol stack and 2) the
development of the management server application, running on
the TelosB mote of the border router, and the agent application,
running on each sensor.

The standard IPv6 protocol stack of TinyOS is composed by
four layers: protocol, routing, ND, and dispatch. Each of these
layers has its own component. In the sender side of a node, the
protocol layer, implemented by the IPProtocolsP component,
takes an upper layer UDP datagram as input and generates the
IP packet adding the appropriate IP header. Then, the routing
layer, implemented by the IPForwardingEngineP component,
takes the IP packet as input and makes the routing decision based
on its routing table. If the decision is to forward the IP packet
to another node, the IP packet is submitted to the ND layer, im-
plemented by the IPNeighborDiscoveryC component, in order
to identify the link layer address of the next node. Finally, the
IP packet is submitted to the dispatch layer, implemented by the
IPDispatchC component, responsible for the 6LoWPAN adap-
tation layer and for delivering the resulting 6LoWPAN packets
to the IEEE 802.15.4 layer. In the receiver side, the dispatch
layer receives from the lower IEEE 802.15.4 layer the 6LoW-
PAN packets, recovers the IP packets, and deliver them to the
protocol layer, which decides if the IP packets are to be delivered
to the upper UDP layer or to be forwarded to another node.

The proposed network admission control solution has re-
quired the modification of the IPForwardingEngineP and IPDis-
patchC components. The routing layer, implemented by the
modified IPForwardingEngineP component, still considers the
standard routing table (dynamically set by the RPL protocol) but
includes also the authorized node list. For each IP packet sub-
mitted to the routing layer, the modified component first checks
if the IPv6 addresses are in the authorized node list. If this check
is successful, it makes the routing decision based on the rout-
ing table; otherwise, it drops the IP packet. The dispatch layer,
implemented by the modified IPDispatchC component runs the
data frame authentication. For the incoming data frames, it first
checks the frame authenticity. If successful, the IP packets are
delivered to the protocol layer; otherwise, they are discarded.
For the outgoing frames, it computes and adds the appropriate
authentication fields before delivering the frame to the IEEE
802.15.4 layer: 1) for the IP packets such that the node is the

packet source, a local generated incremental counter is used
and 2) for the IP packets such that the node is acting as an in-
termediate router, the counter value of the incoming packet is
maintained when it is forwarded to the next node.

Concerning the development of the management server and
agent applications, they were implemented as modifications of
the UDPEcho application available in TinyOS. In its basic ver-
sion, UDPEcho can be used in one node to send a given message
for a given IPv6 address: 1) the UDPEcho local application
sends the message over UDP to the destination address and
2) the remote node replies back with a UDP datagram with the
same message.

The UDPEcho was modified is the following way. For some
particular messages, upon reception of the message in the re-
mote node, it interprets the message as a command, runs locally
the command and, instead of returning the received message, it
returns the result of the command. This method was used for
the exchange of the control messages (the two authentication
messages and the authorized node list dissemination messages).
When the new node authentication is successful, the global key
is set by the agent application into a variable of the IPDis-
patchC component (to enable the dispatch layer to run the data
frame MAC validations). When the dissemination messages of
the authorized node list are received by the agent application, it
updates the local authorized node list copy of the IPForwardin-
gEngineP component.

For debugging purposes, we have also included two additional
commands in the modified version of the UDPEcho application:
1) one for executing a ping6b command, based on nc6 tool, from
a remote node to another node and 2) one for retrieving the
current routing table and authorized node list of a remote node.
The management server application (at the border router side)
uses UDP port number 6869 and the agent application (at the
WSN nodes side) uses UDP port number 2000.

The implementation effort of the proposed network admis-
sion control solution was very low. The number of additional
source code lines is 200 in IPForwardingEngineP and 70 in
IPDispatchC. In addition, the source code of the modified UD-
PEcho version (including the debugging exchanged messages)
has 100 additional lines. In all cases, the number of additional
lines includes the comment lines.

To run the AES algorithm, we have resorted to a software-
based AES implementation developed by the Ecole Polytech-
nique Federal of Lausanne (the source code of this implemen-
tation has a total of 2000 code lines including comment lines).
Next, we describe how the AES-based authentication operations
have been implemented. In the node authentication step, the bor-
der router sends a message with a Challenge following (1), as
presented in Section III. In the implementation, the Challenge
is computed with the function encrypt whose interface is

void encrypt (uint8_t *xin_block, uint8_t

xexpkey, uint8_t xout_ block)

where in_block is the concatenation of a local random gen-
erated nonce and the global key, expkey is the preshared key
of the node to be authenticated and out_block is the resulting
Challenge (prototypes are presented in nesC, the programming

133



Routing and Mobility on IPv6 over LOWPAN Wireless Mesh Networks

OLIVEIRA et al.. NETWORK ADMISSION CONTROL SOLUTION FOR 6LOWPAN NETWORKS BASED ON SYMMETRIC KEY MECHANISMS

2193

language used by TinyOS). Upon reception of the Challenge,
the node retrieves the nonce and the global key with the function
decrypt whose interface is

void decrypt (uint8_t *in_block, uint8_t

xexpkey, uint8_t =xout_block)

where in_block is the received Challenge, expkey is the
node preshared key, and out_block is the concatenation of
the nonce and the global key.

The MAC field that authenticates both my authentication mes-
sage and all messages of the authorized node list propagation
must follow (2), as presented in Section III. In the implemen-
tation, this is done with two functions. First, the HASH of the
frame is computed with the function hash whose interface is

uint32_t hash(uint32_t =xmessage, uint32_t

xkey, uintl6_t 1)

where message is the IEEE 802.15.4 frame content from the
FCF to the FCHK fields (see Fig. 4) and key is the global key.
The function returns the HASH. Then, the MAC of the frame is
computed using again the fucntion

void encrypt (uint8_t x*in_block,
uint8_t *xout_block)

encrypt
uint8_t xexpkey,

where now in_blockis the concatenation of a local generated
incremental counter with the previous HASH, expkey is the
global key, and out_block is now the resulting MAC. In the
source node of the frame, the counter and the MAC are inserted
at the beginning of the data payload. In all intermediate nodes
(including the destination), the MAC is computed in the same
way and the frame is accepted if the computed MAC is equal to
the received one.

The data frame authentication, when data integrity is required,
is processed by the source nodes and all other nodes as described
above. When data integrity is not required, the process is similar
and the only difference is that in the hash function, the input
variable message, instead of containing the IEEE 802.15.4
frame content, it contains only the physical address of the source
node.

C. Validation Tests

The tests were conducted in the setup presented in Fig. 4
where, instead of setting the border router announcing IPv6
prefixes, we have manually configured the IPv6 addresses on the
nodes in order to make easier their identification on the resulting
configurations. WSN nodes were configured with the site-local
addresses fec0::1, fec0::2, and fec0::3 and the border router
was configured with the site-local address fecO::4. Note that
besides the manually configured address, each node configures
its interface with an IPv6 link-local address based on its interface
EUI-64 identifier (the addresses with prefix fe80::0/64). The
following experimental procedure was conducted in order to
validate all functions associated with our network admission
control solution.

In the first experiment, we validate the correctness of the
presence detection of new nodes by the border router. The three
sensor nodes were activated but no authorization was granted by
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OnNet Iface Link_lLocal_Address
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Fig. 7. New node detection.

(£ecO::1»command) : route able fecO::1 £e80::212:6d45:5065:£748
(fecO::1»response) ...
Key SitelLocal/Mask Next_Hope_Address
:: 0 ppp null
£e80::212:6445:5065:£748 1
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Fig. 8. Node authorization.

ping6 fecO::2
(£ec0::1»command) : ping6 fecO::2
(fec0::1»response) ...
Key SiteLocal/Mask Next_Hope_Address
1 ££02::1:2/128 :: 0 ppp null
£080::212:6d45:5065:£748 1
£080::212:6d45:5066:1dad 0
£e80::212:6d45:5066:1dad 0
ppp null

My Link Local Address is [£e80::212:6d45:50e3:31dc)
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Fig. 9. Connectivity between authorized and pending nodes.

the administrator. Fig. 7 shows the resulting border router IPv6
routing table, together with the authorized node list (at each
table entry, column OnNet is O if the node is in the Authorized
Node List, or 0 otherwise). The routing table includes an entry
for the IPv6 address of each node (i.e., the network is prepared
to support the communications with all nodes) but all IPv6
addresses are unauthorized. This state remains unchanged until
the administrator grants authorization to some of the addresses.

In the second experiment, we validate the correctness of the
administrative authorization of a node whose IPv6 address is in
the pending node list. Taking as the initial stage, the network
state at the end of the first experiment, the administrator changes
the state of the address fec0O::1 to authorized. The command
route able <list of node addresses> implements this authoriza-
tion decision for multiple addresses in a single configuration
step (since each node has two assigned IPv6 addresses, both ad-
dresses must be authorized). Fig. 8 shows, first, the execution of
the command to authorize both addresses (the site-local address
fecO::1 and the link-local address fe80::212:6d45:5065:£748) of
the sensor node and, then, the resulting border routing config-
uration. Now, the routing table has the value 1 in the OnNet
column associated to the address fec0::1.

In the third experiment, we check the connectivity between
an authorized node and a node whose IPv6 address is in the
pending node list. Taking as the initial stage, the network state
at the end of the second experiment, Fig. 9 shows the result of a
ping6 command executed in the sensor node fec0::1, which was
previously authorized, to the address fec0::2 which is currently
in the pending state. The absence of responses indicates that
there is no connectivity between them. Fig. 9 also shows the
routing table of the border router which remains unchanged
since the administrator has not granted authorization to other
nodes.
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pingé fec0::2

(fec0: :1»command) : ping6 fec0::2
(fecO::1»response) ...

fec0::2 icmp_seq=0 ttl=15 time=437 ms
fec0::2 icmp_seq=1 ttl=15 time=61 ms
fec0::2 icmp_seq=2 ttl=15 time=71 ms
5 packets transmitted, 3 received

Key SiteLocal/Mask Next_Hope_ Address OnNet Iface Link_Local_Address

1 ££02::1:2/128 :: 0 ppp null

3 fec0::1/128 £080::212:6d45:5065:£748 1  pan f£e80::212:6d45:5065:£748
4  fec0::2/128 £080::212:6d45:5066:1dad 1 pan f£e80::212:6d45:5066:1dad
5 fec0::3/128 £080::212:6d45:5066:1dad 1  pan f£e80::212:6d45:50e2:4421
2 ::/0 :: 0 ppp null

My Link Local Address is [£e80::212:6d45:50e3:31dc)

Fig. 10.  Connectivity between authorized nodes.

In the last experiment, we check the connectivity between
authorized nodes. Taking as the initial stage the network state at
the end of the third experiment, first, the administrator changes
the state of the two other sensor nodes to authorized. Then, the
ping6 command was successfully executed between all sensor
nodes. Fig. 10 shows, first, the result of a ping6 command ex-
ecuted in the sensor node fecO::1 to the address fecO::2 and,
then, the resulting border router configuration. Now, all rout-
ing entries have the value 1 in OnNet column showing that all
data frames are being accepted by the frame filtering function
running on all nodes. The communication between nodes is suc-
cessful because their IPv6 addresses are now in the authorized
node list and all nodes have received from the border router the
updated authorized node list containing all addresses.

V. CONCLUSION AND FUTURE WORK

Security is considered as a key factor for the success of
WSN. However, the key characteristics of WSN (such as self-
organization and self-configuration) together with the resource
constrained characteristics of sensor devices, make security pro-
vision more difficult on WSN than in unconstrained networks. In
this paper, a network admission control solution was proposed
and validated which controls the nodes that use the network,
based on administrative authorization. Different modifications
in the routing and packet forwarding functions of TinyOS were
implemented and a modified version of TinyOS 2.1 UDPecho
application was developed implementing the node authentica-
tion and the authorized nodes list dissemination. Symmetric-key
cryptographic mechanisms based on AES were used to guar-
antee node authenticity and confidentiality, integrity, and data
freshness to data frames. The testbed has shown that the im-
plementation effort of the proposed network admission control
solution is very low, mainly because it relies on the available
6LoWPAN ND and RPL protocols for the implementation of the
network functions not related with security. The validation tests
have shown that the proposed solution works correctly while
achieving its security goals.

Additional research is still required to improve the proposed
solution. Currently, the global key is provided in the node au-
thentication step, with the advantage or minimizing the number
of required messages but not allowing the dynamic change of
the global key. If a global key change is required, a mecha-
nism to dynamically provide the new global key would prevent
the need to reset all nodes. Moreover, while using the 6LoW-

PAN ND and RPL protocols, the proposed solution is not im-
mune to the security threads of these protocols. An important
improvement is to extend the data frame filtering to RPL mes-
sages, obtaining, in this way, an integrated solution which pro-
vides also security of the WSN routing. Another possible im-
provement direction is to investigate the possibility of using
asymmetric key cryptographic-based mechanisms. Such mech-
anisms, with cryptographic generated addresses based on ellip-
tic curve mechanisms, might be not as resource consuming as
traditional techniques and do not require a global key avoiding
the need to use tampering resistance mechanisms.
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Chapter 9

Conclusions

This chapter presents the main conclusions that result from the research work described in this
thesis and also the research topics related to the work developed that can be addressed in
further research works.

9.1 Final Conclusions

This thesis addressed the challenges associated with the interconnectivity between the Internet
and the loT devices and with the security aspects of the loT. The research work was organized
in three main parts. The first part is dedicated to the state of the art, conducted at the first
stages of the work, on available solutions to support routing and mobility over 6LoWPAN mesh
networks and on environmental monitoring using WSN based technologies. The second part is
dedicated to the proposal of solutions to provide valuable information to the Internet connected
devices, independently of the supported IP protocol version, without being necessary accessed
directly to the LLN nodes. The third part is dedicated to the proposal of security mechanisms
to mitigate the effects of internal and external initiated attacks, minimizing the overhead on
the LLN nodes.

The first part of this research work was presented in Chapter 2 and Chapter 3 of this thesis.
Chapter 2 presents a detailed survey on routing and mobility approaches over 6LoOWPAN mesh
networks. In this survey, a special attention was dedicated to the 6LoWPAN and to the IEEE
802.15.4 protocols. The main conclusions were as follows. The use of the IP protocol stack on
all 1oT devices is viable even when energy and resource constrained devices are in use. IPvé
protocol, due to its address space size and to the native auto configuration mechanisms, is a
consensual solution (i) to connect LLN devices running layer two incompatible protocols, (ii) to
facilitate the connection to the Internet and (iii) to the design and deployment of applications.
The IEEE 802.15.4 was identified as one of the most relevant layer two protocols for wireless
LLNs and, therefore, to the IoT, not only due to its hardware requirements and the energy con-
sumption but also due to diversity of compatible hardware commercially available. Chapter 3
presents a comprehensive review of available solutions and projects on environmental monitor-
ing based on WSN technology. This chapter describes the main advantages of using cheap and
less accurate devices compared to traditional monitoring stations on environmental monitoring.
In this review, some of the most relevant projects in this area were identified, and the results
analysed, and the conclusion used to identify the challenges that needed to be addressed. In
fact, environmental monitoring is a challenging loT application because, in most cases, devices
are operating autonomously in harsh and unattended conditions without any predefined net-
work infrastructure. Several open issues and challenges were identified and a special attention
was given to the ones related to the Internet integration, while preserving the LLN devices’
resources and mitigating the effects of internal and external security attacks.
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The second part of this work, presented in Chapter 4 and Chapter 5, addressed the challenges
related on how to integrate the loT in the Internet, providing valuable data to the Internet con-
nected devices and avoiding direct connectivity from them to IoT devices. Chapter 4 proposes
a ubiquitous solution that allows Internet connected mobile phones to receive the most up to
date sensor readings, as well as historical measures and to be notified whenever a predefined
condition occurs. This solution, based on open standards, uses a REST Web service, a relational
database and an Android mobile application. The RESTfull webservice, running on the border
router, is used to provide efficient data access and a standard application interface to make mo-
bile applications development easier and independent of the hardware and software used in the
loT devices. A push notification system was implemented to send push messages to smartphones
if a sensor reading overcomes a predefined threshold. The proposed solution was evaluated us-
ing a laboratory testbed and the results showed significant savings on LLN devices and on mobile
phone energy consumption. The seamless integration of the loT in the Internet must consider
both IP protocol version running in the Internet. In order to address this requirement, the above
described solution was extended to support IPv4 to IPv6 dual stack transition mechanism. Note
that none of the IPv4 to IPvé transition mechanisms is suitable to be used on the LLN devices. In
the new solution, detailed in the Chapter 5, the gateway used to connect the LLN to the Internet
supports a dual stack IPv4 to IPvé transition mechanism in order to accept requests both from
IPv4 and IPvé clients.

The third part of this work, presented in the Chapter 6, Chapter 7 and Chapter 8, addressed
some of the most relevant loT’s security challenges. Chapter 6 proposes a security mechanism
to prevent remotely initiated transport level DoS attacks. The proposed mechanism avoids the
use of inefficient and hard to manage traditional firewalls to filter at the border router the
traffic received from the Internet and destined to the LLN. The mechanism is supported by the
border router and only forwards the Internet traffic into the LLN if it meets predefined con-
ditions announced by each LLN node. In the proposed solution, the LLN nodes use an adapted
version of 6LOWPAN neighbour address registration mechanism to notify the border router on
the conditions used to filter the Internet received traffic. This mechanism requires no other
messages than those used to perform the address registration and also does not increase the
length of the messages because it uses not assigned message fields. Several security attacks,
both internal and external, initiated by neighbour LLN devices can be avoided if a network ac-
cess control mechanism is used to restrict the network access only to authorized nodes which are
compliant with the defined security requirements. Chapter 7 proposes a network access con-
trol framework that can be used to realise these objectives. The proposed framework enables
the node identification based on cryptographically generated addresses, node security compli-
ance evaluation and node remediation with secure remote software installation. This solution
is mainly based on the following open protocols: (i) LSEND, used to secure neighbour discovery
and node secure identification, (ii) RPL with ECC support, to protect routing messages and (iii)
Seluge, to enable secure remote software installation. In this proposal, synergies between the
involved protocols were taken in consideration. Chapter 8 details a network admission control
solution to authorize which nodes can have access to the network based on administrative au-
thorization. Different modifications in the routing and packet forwarding functions of TinyOS
were implemented and a modified version of TinyOS 2.1 UDPecho application was developed
implementing the node authentication and the authorized nodes list dissemination. Symmetric-
key cryptographic mechanisms based on AES were used to guarantee node authenticity integrity
and, confidentiality, and data freshness to data frames. The testbed has shown that the imple-
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mentation effort of the proposed network admission control solution is very low, mainly because
it relies on the available 6LoWPAN ND and RPL protocols for the implementation of the network
functions not related with security. The validation tests have shown that the proposed solution
works correctly while achieving its security goals.

9.2 Future Work

To conclude this thesis, the next paragraphs detail some future research directions worthwhile
to be addressed as future work and which resulted from this research work.

In all contributions of this thesis, the proposed solutions are based on running the appropriate
mechanisms on one border router connecting each LLN to the Internet. Due to issues such
as scalability and robustness to failures, loT deployments must evolve to network scenarios
where the connection between each LLN and the Internet must be based on multiple border
routers. The proposed solutions are not easily extendable to these scenarios and, therefore,
such extensions must be carefully studied.

In the network access control solution, as proposed in Chapter 8, there are two aspects that were
implemented aiming to minimize the device’ energy consumption. One is the use of a single
global key, provided in the node authentication step, which minimizes the number of required
messages but cannot change dynamically. The other is the use of cryptographic mechanisms,
based on the AES symmetric key algorithm, which requires low processing complexity. In the
first aspect if a global key change is required, a mechanism to dynamically provide the new
key preventing the need to reset all nodes should be investigated. In the second aspect, the
possibility of using asymmetric key cryptographic-based mechanisms must be investigated since
such mechanisms, with cryptographic generated addresses based on elliptic curve mechanisms,
might be not as resource consuming as traditional techniques. Such solution would make the
key management operations easier.

Finally, note that, while using the 6LoWPAN ND and RPL protocols, the proposed network access
control solution is still vulnerable to the security threads of these protocols. An important im-
provement worthwhile being investigated is to extend the data frame filtering to RPL messages,
obtaining, in this way, an integrated solution which provides also security of the LLN routing.
Such solution, though, must be investigated with care in order to reach the optimum trade-off
between security gains against additional energy consumption penalties.
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Appendix A

This appendix is based on the following paper:
loT based solution for home power energy monitoring and actuating

L. M. L. Oliveira, J. Reis, J. J. P. C. Rodrigues and A. F. de Sousa 2015 IEEE 13th International
Conference on Industrial Informatics (INDIN), Cambridge, 2015, pp. 988-992.

DOI: 10.1109/INDIN.2015.7281869
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Abstract— The current tendency to embed computational
resources on quotidian objects transforms them into smart
objects. This is the vision of Internet of things, where many
different devices collect and process information from different
sources to both control physical processes and interact with
human users. Initially wireless sensor networks and Internet of
things concepts were used with the same meaning. The same
happened with wireless sensor networks and the protocol IEEE
802.15.4. It is now accepted that the Internet of tings can
comprise more than one type of networks and therefore several
layer two protocols. In such scenarios the IP protocol it is used,
like as before, to make this heterogeneity interoperable. This
paper presents a demonstrator for power energy monitoring and
actuating system and it was developed for home environments.
This system is based on 6LoWPAN to connect to the Internet a
smart object network with two layer 2 technologies: IEEE
802.156.4 and power line communication. IPv4 to IPv6 transition
mechanisms were included to provide connectivity to both 1Pv4
and IPv6 Internet end systems.

Keywords— 6LoWPAN; IoT; Internet of Things; IEEE 802.15.4;
power line communication

L.

Kevin Ashton proposed the term of Internet of Things (IoT)
before 2000 in the context of supply chain management. Now
the IoT it is more inclusive and includes a wide range of
applications. Also the concept of IoT network nodes, known as
Things, was evolved as a consequence of technology evolution,
in particular due the MEMS devices advances.

INTRODUCTION

The IoT it is the driver to change the traditional Internet
into a network of interconnected objects with resources to
harvest information from the surrounding environment (i.e.
sensing) and to interact with the physical world (i.e. actuation
and control). In this scenario, the existing Internet protocols are
required to support information transfer, analytics, applications
and communications. At the beginning, the IoT and the
wireless sensor networks concepts were used interchangeably.
The same happened with wireless sensor networks and IEEE
802.15.4 layer two protocol. Now IoT it is more embracing
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thus, it is not restricted to only one device type neither to only
one particular layer two technology.

In the IoT networks, some of the devices are embed on
quotidian objects and therefore they must have small size,
restricted computational resources and energy constraints. In
such situations, the IEEE 802.15.4 [1] support may be a
requirement because it is a wireless communication protocol
and it was designed to operate on computational and energy
resource constrained devices. The power line communications
(PLC) [2] solution it is the natural layer two protocol to
connect power energy monitoring and actuation devices. In
such situations, the energy wires are used also for
communication purposes and there is no severe restriction
about energy consumption because the energy on the wires can
be used to feed the monitoring devices. However, the
computational resource constrains remains valid because the
size and the price of the devices. In home power energy
monitoring and actuation solutions IEEE 802.15.4 and PLC are
the most promising layer two technologies to provide wireless
and wired connectivity respectively [3].

Although initially IP was not considered for IoT
environments, the scientific community and the industry have
rethink many misconceptions about the use of IP protocol in all
nodes [4]. First, the IP protocol can be used as a standard
solution for the interconnectivity between incompatible lower
layer protocols. Second, it provides an application developing
environment, which is open and royalty free. Finally, if all
nodes are compatible with IP protocol the use of complex and
hard to manage proxies and gateways necessary to connect
non-IP nodes to the Internet can be avoided. While the IPv6
protocol has enough address space to accommodate also the
IoT devices, it was not originally designed to be used on power
and resource constrained nodes. The 6LoWPAN adaptation
layer [5] was proposed to be used on such devices between
data link and the network layers to make the IEEE 802.15.4
layer two standard protocol compatible with IPv6. It provides
new routing approaches, header compression and
fragmentation support above 1280 bytes. It also includes auto
configuration and neighbor discovery mechanisms, which are
more adapted to energy and resource constrained devices.
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This paper presents a solution based on 6LoWPAN to
provide connectivity between incompatible layer 2 IoT devices
and also to provide the interaction between this devices and the
Internet. Both the IoT nodes and the gateway were developed
in house and are based on COTS chipsets. At the application
layer, two main applications were developed. The first one is
running in the gateway and it is used to manage the IoT
connected devices providing it with a resource discovery
mechanism. The second one implements the home power
energy monitoring and actuating system. The second
application can be used to interact with IoT devices, to store
and analyse harvested data and to provide a web interface to
the users. The last application it is installed on the IoT devices,
on the gateway and on the application server. A demonstrator
has been constructed to evaluate the proposed solution and to
prove their capabilities.

The remainder of this paper is organized as follows. Section
IT presents the related technologies, while Section III focuses
on the system architecture. Section IV presents the system
evaluation and demonstration. Finally, Section V concludes the
paper and pinpoints future research work.

II. RELATED TECNOLOGIES

A. IEEE 802.15.4

The IEEE 802.15.4 protocol defines the physical and the
media access control (MAC) layers to address the low-power
and low-rate wireless personal area networks requirements
(WPAN). The PHY layer defines three physical operation
modes, 20 kbps at 868 MHz, 40 kbps at 915 MHz, and 250
kbps at 2.4 GHz (DSSS). The MAC layer provides two
operational modes, the synchronous beacon-enabled mode and
the asynchronous beaconless. The beacon-enabled mode is
designed to support the transmission of beacon packets
between transmitter and receiver, providing synchronization
among nodes. In the beacon-enabled mode the period between
two consecutives beacons defines a superframe structure that is
divided into 16 slots. Beacons always occupy the first slot,
while the other slots are used for data communications. In
order to support low-latency applications, the PAN coordinator
can reserve one or more slots, designated by guaranteed time
slots, avoiding the use of MAC mechanisms. In the beaconless
mode, there is no superframe structure and no guaranteed time
slots. As a consequence, only random access methods, such as
unslotted CSMA/CA can be used to medium access. The frame
length is limited to 127 bytes because unreliable and error
prone wireless links are used and the devices have limited
buffering capabilities.

B. Power line communication

The idea of using power lines, not only as electricity
conductors, but also for communications purposes was
proposed at the beginning of the last century [4]. This
technology is known as power line communication (PLC). The
main advantage is the wide spread availability of power
distribution infrastructure and therefore the theoretical
deployment costs are limited to connecting the communication
devices to the existing electrical grid. Power line
communication technologies can be grouped into narrow-band
PLC (NB-PLC) and broadband PLC [7].
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The narrow-band PLC systems operate in the frequency
range between 3 kHz and 500 kHz, regulated by CENELEC,
ARIB and FCC organizations. PRIME, G3-PLC and IEEE
1901.2 are examples of PLC narrow band standards. The
PRIME was developed within PRIME alliance and uses up to
96 OFDM subcarriers over the frequencies from 42kHz to 89
kHz and it is able to achieve a bit rate of 128.6 Kbit/s. In order
to deal with unpredictable impulsive noise, the PRIME
standard includes an automatic repeat request (ARQ)
mechanism, based on selective repeat retransmission. PRIME
has de ability to form sub-networks, each one has one base
node and several service nodes. The base node manages the
sub-network’s resources, such as the PLC channel access
arbitration. The medium access control can be based on
contention free and contention-based access mechanisms. The
contention free mechanism relies on time division multiplex
channel access period, where the base node assigns the channel
to only one node at a time. The CSMA/CA it is used on
contention-based. The G3-PLC can operate from 10 kHz to 490
kHz and it reaches peak bit rates up to 300 kbits/s. The MAC
layer it is based on IEEE 802.15.4-2006 and therefore
6LoWPAN can be used to fulfil the [Pv6 requirements. When
PRIME and G3-PLC are compared, the first allows cheaper
implementation because it is less complex, while the second it
is more robust under interference conditions. The PRIME and
G3-PLC form the IEEE 1901.2 protocol baseline.

The broadband power line communication (BB-PLC) is
widely used for broadband networking applications, such as
Internet access, gaming and high definition and 3D video. It
operates in the band between 1MHz to 250MHz and having a
bitrate ranging from several Mbps to several hundred Mbps.
The BB-PLC is mainly based on four protocols: IEEE P1901,
HomePlug, universal power line association and high definition
power line communication [8]. The HomePlug alliance it is
responsible for three protocols compatible with IEEE P1901.
The HomePlug AV uses physical and MAC technology that
provides 10Mbps for ROBO mode and up to 200Mbps on the
adaptive bit-loading mode. On the physical layer, it operates in
the frequency range of 2-28MHz, uses windowed orthogonal
frequency division multiplexing and turbo convolutional code.
On the MAC layer, HomePlug AV provides a quality of
service connection oriented, contention-free service on a
periodic Time division multiple access (TDMA) allocation, and
a connectionless, prioritized contention-based service based on
CSMA/CA). The HomePlug AV2 was developed to support
high definition 3D and video while maintaining full
compatibility with other HomePlug protocols. The HomePlug
Green PHY it is similar to the other HomePlug protocols and
was designed to support smart grid applications. Only ROBO
mode and QPSK modulation it is supported and as a
consequence it only support 4,5 and 10 Mbps. The HomePlug
Green PHY MAC it is a simplified version of the HomePlug
AV MAC. It shares the same CSMA and Priority Resolution
mechanisms as HomePlug AV, but it does not support the
optional TDMA mechanism.

C. 6LoWPAN

Low bandwidth, low-power resources and the maximum
link-layer packet size of 127 bytes are the most relevant
characteristics of the IEEE 802.15.4 standard. Implementing
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standard IPv6 headers over LoWPAN would result in
extremely small payloads for higher-level protocols, more over
it requires a neighbor discovery protocol too verbosely based
on multicast messages.

The IEEE 802.15.4 standard is mostly accepted as the
physical and MAC layer protocol to provide wireless
connectivity between loT nodes. However the IPv6 protocol
don’t fully match with the IEEE 802.15.4 constraints. For
example the minimum IPv6 MTU is 1500 bytes and the
IEEE802.154 MTU is 127 bytes. Beside to this
incompatibility, using standard IPv6 headers would result in
extremely small payload for high protocols. To address these
issues, the IETF 6LoWPAN-working group was formed to
define the support of IPv6 over IEEE 802.15.4 networks. To
support IPv6 over IEEE 802.15.4 an additional adaptation layer
was introduced between data link and network layers. Like on
the IPv6, the 6LOWPAN use stacked headers and therefore
only the necessary header types are used. The 6LoWPAN
standard defines four header types: i) the dispatch header, ii)
the IPv6 header compression header, iii) the fragmentation
header and iv) the mesh header. In the simplest case, only the
dispatch and compression headers are used. At the beginning of
each header, a header type field identifies the header format.
Although the standard IPv6 neighbor discovery (ND) protocol
should work on 6LoWPANSs, the node’s resource constraints,
the absence of multicast support at layer two, the low duty-
cycle and the use of non-transitive links requires a different
approach for the ND protocol on 6LoWPANs focused on the
efficient use of available energy.

Although 6LoWPAN was originally designed to support
IPv6 over IEEE 802.15.4, it can later be adapted to be used on
other similar link technologies. A typical 6LoWPAN network
it is formed by nodes, routers and edge routers. 6LoOWPAN
nodes usually perform only sensing and actuation operations.
They do not forward datagrams originated on other nodes and
destined to other nodes. Routers are intermediate nodes that
can be used to forward datagrams to others nodes or routers in
the same LoWPAN and are present only in route-over
topologies. Edge routers are used to connect the LOWPAN to
others networks, for example, the Internet. Typically, nodes
and routers have energy and computational resources
constraints and only the edge routers are main powered and
have more computational resources.

III. SYSTEM DESCRIPTION

The demonstrator (Fig. 1) it is composed by: (i) IoT nodes
(i.e. the environmental sensor, the panel module and the smart
plug), (ii) a gateway to connect the IoT to the Internet and (iii)
an application server and Internet connected clients.
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Fig. 1. Demonstrator architecture.

A. IoT nodes

Three different [oT nodes developed in house are used to
measure energy, voltage and current and temperature (Fig. 2).
Two of them are compatible with IEEE 802.15.4 and the other
is compatible with PLC HomePlug Green PHY. All nodes are
running Contiki 2.5 and RPL routing protocol [6]. An
application compatible with Contiki 2.5 was developed to
allow data retrieval, node management and actuation. The
smart plug and the environmental sensor compliant with
IEEE802.15.4 (Fig. 2) are based on Texas Instruments CC2530
MCU, which provides 8 KB RAM and 256 KB flash. The
smart plug (Fig. 2, left) was developed to be inserted between
the power outlet and the device to be controlled and it is
equipped with voltage and current meters and with one relay
that can be used to remotely switch on and off the electric
device connected to the power outlet. The environmental
sensor (Fig. 2, right) it is equipped with temperature and light
transducers and can be used to control home environmental
parameters.

The panel module PLC HomePlug Green PHY (Fig. 2,
center) compatible node it is based on Texas Instruments MCU
MSP 430, which provides 16KB RAM and 128KB flash. The
PLC interface is provided by Qualcom QCA 7000 chipset. This
node was developed to measure and control more than one
device connected to the same distribution circuit and therefore
it should be installed near to the utility grid global energy
consumption meter. It is equipped with three voltage and
current meters, one for each circuit, and with two relays that
can be used to control two different circuits.
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Fig. 2.

IEEE 802.15.4 smart plug (left), PLC nodes (center) and IEEE
802.15.4 temperature sensor (right).

B. Gateway

The gateway was also developed in house and uses a LPC
3240 CPU with 64MB RAM and 256MB capacity flash
NAND (Fig. 3). It provides four interfaces compatible with
Fast Ethernet, IEEE 802.11 g/n, HomePlug Green PHY PLC
and IEEE 802.15.4. The Qualcom QCA 7000 and the Texas
Instruments chips CC2530 are used to implement, respectively,
the PLC and the IEEE 802.15.4 interfaces. The gateway is
running embedded Linux and supports both IPv4 and IPv6
stacks. At the application layer three application modules were
developed: i) the sensor discovery and registration, ii) the
command parser and iii) the management. The sensor
discovery and registration it is based on 6LoWPAN neighbor
discovery and RPL messages and it is used to maintain the list
of the available IoT devices updated and to provide seamless
connectivity. The command parser allows the interaction
between the application server and the IoT devices. All the
requests from the application server are validated before being
sent to the IoT nodes. Two main reasons can be evoked to
avoid end-to-end connectivity between the IoT network and the
Internet connected devices. First, end-to-end connectivity
exposes the IoT network to several remote security attacks.
Second, IoT devices should be accessed based on its name,
location and supported functionalities, therefore only the data
and its context is important for the end users not the IoT device
IP address. The command parser also translates the IPv6
requests into IPv4 and vice-versa, if needed.

Fig. 3. Gateway PCB board.

The management module it used to provide node’s resource
description (such as the available transducers and actuators).

C. Application server and Internet Clients

The Internet clients interact with the application server
retrieve data from the IoT nodes and also perform actuation,
such as relay switching The application server runs on a
desktop PC with Ubuntu 10.0.4 LTS operating system and
provides a REST API to be used by the Android APP, running

146

991

on the smart phone clients. It also provides a webserver to be
used by a laptop client and a MySQL database to store the data
retrieved from the LLN nodes. The application server also runs
an application that interacts with the gateway in order to
retrieve data and information from IoT nodes.

IV. DEMONSTRATION AND VALIDATION

The following validation experiments were successfully
performed over the network presented in the Fig. 4:

Node discovery and resource discovery mechanism: (i) a
new node is connected to the network, (ii) the gateway
detects the new node, based on the RPL data structures, and
requests its supported functionalities and (iii) the directory
service is updated with the new node information.

Data retrieval: the client application selects, from the list
with all available IoT nodes, the one from which it wants to
retrieve data; the application server retrieves periodically
data from all available IoT nodes.

Actuation and node configuration: the actuation orders can
be performed from the client application and from other
IoT nodes. For example, the environmental sensors are
configured to actuate over other IoT node’s relay if the
temperature raise a preconfigured value.

Power grid 110/220V
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(Enviromental
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Fig. 4. Gateway PCB board.

V. CONCLUSION

This paper presents an IoT solution based on IEEE
802.15.4 and PLC HomePlug Green PHY for home energy
monitoring. The 6LOWPAN was used as unifying layer to
provide connectivity between all IoT devices. The proposed
solution includes node and resource discovery mechanisms
to provide seamless connectivity and data retrieval and
actuation based on IoT device name, location and supported
functionalities. A demonstrator was built to validate and
evaluate the proposed solution. In this demonstrator the [oT
devices were built in house and based on COTS chipsets.
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All the proposed mechanisms are based on standards and
only open source and freeware software was used on its
implementation. As a future work, the proposed solution
may be extended to include security and semantic
interoperability mechanisms.
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Abstract— Wireless sensor networks can be used to improve both
safety critical and unsafety critical aircrafts systems. Using
wireless sensor networks can help to increase the number of
sensors as well the system redundancy and also helps to reduce
the aircraft system weight and complexity, improving the fuel
efficiency and maintenance costs. Supporting standard protocols
in all wireless sensor nodes simplifies the application
development, configuration and maintenance. The wireless
sensor network devices can also be used to monitor the
physiological pilot’s parameters. This paper presents a complete
and innovator solution, mainly based on standard protocols, to
monitor light aircraft and gliders pilot’s physiologic parameters.
The proposed system does not interfere with pilot’s agility, is
simple to install, configure and operate. To evaluate the system, a
real testbed was deployed.

Keywords- Wireless sensor networks;
6LoWPAN; IEEE 802.15.4; WSN and aircraft

All-IP networks;

L.

Sensor devices are finding applications in many areas, such
as medical and environmental monitoring, industrial
automation, smart grids, smart cities and urban networks, home
and building automation, structural health monitoring, military,
automotive and aeronautic applications [1-2]. Recent
innovation in micro-electro-mechanical systems (MEMS) and
in low-power wireless network technology have created the
technical conditions to build multi-functional tiny sensor
devices, which can be used to remotely observe and collect
data related to physical phenomena of their surrounding
environment [1]. Wireless sensor nodes are low-power devices
equipped with processor, storage, a power supply, a
transceiver, one or more sensors and, in some cases, with
actuators. Several types of sensors can be attached to wireless
sensor nodes, such as, optical, chemical, thermal, motion and
biological. These wireless sensor devices are small and, usually
they are cheaper than the regular sensor devices.

The wireless sensor devices can automatically organize
themselves to form an ad-hoc and multi-hop network. Wireless
sensor networks (WSNs), may comprise hundreds or maybe
thousands of wireless low-power sensor node devices, working
together to realize a common task. Wireless support, energy
and resource constrain, self-organizing, self-optimizing and
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fault-tolerant are the main characteristics of this type of
network [1].

Nowadays, several technologies can be used to support
wireless sensor networks, most of them have been specified
using standard IEEE 802.15.4 [3] as a physical and link layer
technology. However, some network and upper layer protocols
are proprietary, such as ZigBee [4] and WirelessHART [5].
Moreover, these proprietary protocols are incompatible with
IP, and therefore complex gateways are required to connect
these networks to the Internet and new methodologies are
necessary to develop node’s software.

A new paradigm was needed to enable wireless sensor
network devices to accessed from the Internet, independently
of the used physical and MAC layers protocols. The
application developing process is also simplified and open and
there are tools already developed for commissioning,
configuring, managing, and debugging can be used or adapted.
Originally, the scientific community not considered appropriate
the use IP suite protocol in small power and resource-
constrained networks, because of the perception that is was to
heavy weight. Recently, the industry and the scientific
community started to rethink many misconceptions about the
use of IP protocol suite in energy and resource constrained
nodes [6].

A typical commercial/military aircraft are supported by
several safety-critical systems, such as aircraft engine control
system, aircraft flight control systems and also by nonsafety
critical systems, such as structural and engine health
monitoring systems, aircraft cabin environmental control
system [7]. Wired connections are mainly used to support the
communications between the sensors devices and the control
management unit. Using wireless sensor devices can help to
increase the number of sensors as well the system redundancy
[8]. It also helps to reduce the aircraft system weight and
complexity, improving the fuel efficiency and maintenance
costs [9]. Civilian small dimension aircrafts such as light
aircrafts and gliders normally have much simpler safety
support systems.

Several physiological effects influence the pilot’s
performance and therefore the flight safety and low blood
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oxygen (hypoxia) is perhaps the one with highest negative
impact. Moreover, most of these pilots do not know their own
physiological limitations to flight and to altitude, not noticing
the symptoms of hypoxia when they reach or remain in these
environmental conditions. Note that, in most of the light
aircrafts the cabin is unpressurized and the air quality is not
monitored. In such conditions, besides the low level altitude,
those pilots are more exposed to the hypoxia situations than the
commercial/military pilots.

This paper presents a complete solution to monitor the
pilots’ physiological parameters, such as the blood oxygen
saturation and body temperature. Environmental parameters are
also monitored, for example air temperature and humidity,
altitude, air pressure, 3D acceleration and GPS location. Except
the blood oxygen sensor, all the others are supported by
inexpensive hardware. The acquired data is stored in a database
system and can be easily exported to csv (comma separated
value) file and correlated. Altitude and blood oxygen saturation
values are accessible to pilots in real time. A real testbed has
been constructed to evaluate the proposed solution and to prove
their capabilities.

The rest of this paper is organized as follows. Section II
elaborates on the related work, while Section III focuses on the
system architecture. Section IV presents the system evaluation
and demonstration using a real testbed. Finally, Section V
concludes the paper and pinpoints future research work.

1L

Solutions to monitor the aircraft systems and structures
using wireless sensor networks have already been proposed [7-
9]. However, none of the proposed solutions allow the pilot’s
health monitoring. Besides, the current solutions use
proprietary protocols and do not support IP suite protocols in
all wireless sensor nodes. The use of standard protocols, such
IP suite protocols, reduces the complexity to connect wireless
sensor networks to the Internet and simplifies the application
developing process.

A. IEEE 802.15.4

The standard IEEE 802.15.4 [3] released in 2003 was the
first low-power layer two standard for low power wireless
personal area network. IEEE 802.15.4 physical layer provides
an interface between the medium access control (MAC) sub-
layer and the physical radio channel. Two services are
provided, the physical data service and the physical
management service. The physical layer is responsible for the
activation and deactivation of the radio transceiver, energy
detection sensed on the current channel, clear channel
assessment for CSMA/CA, channel frequency selection, link
quality indication (LQI) for received packets and data
transmission and reception. The IEEE 802.15.4 defines three
physical operation modes over 27 different channels: 20 kbps
at 868 MHz, 40 kbps at 915 MHz, and 250 kbps at 2.4 GHz
using direct spread spectrum modulation. A device can use
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either a 64-bit address or a 16-bit short IEEE address in a IEEE
802.15.4 network. The frame length is limited to 127 bytes
because low-power wireless links are used and the sensors
have limited buffering capabilities.

Two types of devices were defined, full-function devices
(FFD) and reduced-function devices (RFD). In FFD all
network functionalities are supported and therefore it can be
used in peer-to-peer and multi-hop communications and to
measure physical parameters. The reduced-function devices
only support a limited set of functionalities and they can only
be used to measure physical parameters, to execute basic tasks
and do not support multi-hop communications. The FFD and
RFD devices organize themselves in a personal area network
(PAN) controlled by a PAN coordinator, which has the
function of setting up and maintaining the network.

The MAC sub-layer specifies an interface between the
service specific convergence sub-layer and the physical layer.
Similar to the physical layer, the MAC sub-layer also provides
two services, the MAC data service and the MAC management
service. The MAC sub-layer is responsible for PAN node
association and disassociation, to transmit network beacons if
the device is a PAN coordinator; to synchronize to the beacons,
to execute CSMA/CA mechanism for channel access, to
support the guaranteed time slot mechanism and to provide a
reliable link between two nodes.

The IEEE 802.15.4 MAC specifies two operation modes, the
synchronous beacon enabled and the asynchronous beaconless.
In the beacon-enabled mode, the PAN coordinator periodically
broadcasts beacons containing information about the PAN. In
the beacon-enabled mode the superframe structure is used and
nodes do not need to use contention mechanisms before
transmit because one or more time slots can be previously
reserved. Synchronization provided by the beacons allows
devices to sleep between transmissions, which result in energy
efficiency and extended battery lifetime. The beaconless mode
does not permit superframe structures; as a consequence
guaranteed time slots cannot be reserved. So, only random
access methods such as unslotted CSMA/CA can be used to
medium access.

Two network topologies can be adopted, the star and the
peer-to-peer topology. In a star topology a master-slave
network model is used. An FFD device assumes the PAN
coordinator role and controls all the networks operations and
the other nodes can only with PAN coordinator. Star topology
is better suited for small networks. In peer-to-peer topology
multi-hop communications can be used to send messages to
other nodes outside of its radio range. Peer-to-peer topology
supports more topologies, such as mesh or hierarchical cluster.
When compared to star topology, peer-to-peer have the
capability to provide extension of network coverage without
increasing transmit power or receive sensitivity, better
reliability via route redundancy, easier network configuration
and better device battery life.
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B. 6LoWPAN adaptation layer

The network layer protocol must fulfill the constraints
imposed by the IEEE 802.15.4 protocol. However, the standard
IPv6 protocol does not fully match with such constraints. For
example, the smallest allowed maximum transmission unit
(MTU) for an IPv6 packet is 1280 bytes. However, the frame
size provided by IEEE 802.15.4 is limited to 127 bytes, of
which only between 81 and 102 bytes are available for payload
considering link layer overhead. To address these issues the
6LoWPAN-working group defined an additional adaptation
layer to be introduced between data link and network layers.

Three main services are provided by the 6LoWPAN
adaptation layer [10], packet fragmentation and reassembly,
header compression and link layer forwarding when routing
decisions are taken at layer two in a multihop network. The
6LoWPAN currently supports three headers types, the
fragmentation header, the compression header and a mesh-
addressing header. Like IPv6 the 6LoWPAN also uses
encapsulation header stack, so only the required headers are
used. The 6LoWPAN defines a stateless compression scheme
consisting of two parts: the header compression one (HC1) and
the header compression two (HC2). HC1 allows compressing
the IPv6 header with an original size of 40 bytes into three
bytes in the best case. Analogously, the HC2 describes a
compression format to reduce the length of the TCP/UDP
headers. 6LoWPAN uses the fragmentation header to support
the minimum value required by IPv6 for the underlying MTU
(which is 1280 bytes). Whenever the payload is too large to fit
into a single IEEE 802.15.4 frame, it is fragmented into several
packets and the fragmentation header is added to the header
stack.

Two RFCs were released, the RFC 4919 [10] and the RFC
4944 [11]. The first document describes the assumptions,
problem statement and goals of 6LoWPAN. The second
describes the frame format for transmission of IPv6 packets,
the method for defined IPv6 link-local addresses and stateless
auto configured addresses, an header compression scheme
using shared context and the frame delivery process in a link-
layer multihop network.

The Neighbor Discovery (ND) is used to discover the
neighbor nodes, maintain the reachability information, to do
prefix discovery and default routing configuration in a similar
way as in IPv6. This protocol also performs address resolution,
neighbor unreachable detection and duplicated address
detection. The regular IPv6 ND protocol can be used on
6LoWPAN networks with few modifications. However, there
are significant challenges to use the current IPv6 ND within
LoWPAN:Ss. Firstly, ND uses link-local multicast for sending
address resolution solicitations, router advertisements and
duplicated address detection messages, currently LoWPAN
does not have support for multicast communications due to
energy conservation. Secondly, IPv6 ND was not designed for
non-transitive wireless links. Finally, ND protocol is too
verbose and may generate an overhead in the number of
transmitted messages. So, the actual protocol is not perfectly
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adjusted to the 6LoWPAN requirements and may generate an
overhead in the number of messages. A new ND protocol is
under discussion in IETF 6LoWPAN working group.

C. Application to WSNs for aircraft systems

Advances in global position system (GPS), sensor devices
and wired and wireless networking have revolutionized the
aviation industry [7]. These advance promises to improve the
safety, efficiency, transportation capacity and environmental
footprint of air transportation.

Current safety-critical systems are supported on wired
connections, which are complex, difficult to route, heavy and
prone to damage due to wear. Moreover, the wired based data
acquisition systems are complex to install, reconfigure and
maintain. Also, there are some inaccessible locations and harsh
environments that impose restrictions on the use of wired
connections. Avionics Full-Duplex Switched Ethernet standard
was proposed to reduce the number and the complexity of
wired connections [12]. The replacement of current wired
based connections with a wireless sensor network, can
simultaneously help to increase the number of sensors and their
locations, as well as increasing the system redundancy.
Moreover, it also offers significant benefits in flexibility,
interoperability, weight reduction, reduction in direct and
maintenance costs and robustness improvement.

WSN are currently use in inland operations, such as
structural and systems monitoring [8]. Before to use wireless
sensor networks on safety critical systems during flight it is
necessary to ensure that their operability will not be
compromised due to interferences phenomena. Also, wireless
sensor networks should not interfere with others wireless
systems on board, such as aircraft radio communications. The
effect of crew and passenger wireless equipment on wireless
sensor network operation should be also considered. A very
high degree of safety assurance and certification is required
before using wireless communications networks for safety
critical functions. Several wireless radio frequencies, typically
operate in unlicensed spectrum, were already certified to be
used on nonsafety critical systems [9]. A specific regulation
applied to aircraft wireless systems for safety critical functions
does not exist. Besides, research needs to be conducted to study
the WSN operation in both safety and unsafety critical
functions.

III.  SYSTEM ARCHITECTURE
The proposed system aims to monitor physical
environmental and pilot’s physiologic parameters. The

measured environmental parameters are: air temperature,
atmospheric pressure, air humidity and light intensity in both
interior and exterior aircraft. GPS in 3D axis and acceleration
in 2D axis are also recorded. Cerebral peripheral oxymeter,
ImG and corporal temperature are the physiologic parameters
measured. Three different communication interfaces are used
to retrieve data from sensors. To sense environmental
parameters and pilot’s corporal temperature IEEE 802.15.4
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sensors are used. The GPS data is retrieved by USB serial data.
Finally, Bluetooth interface is used to support communication
with oxymeter device. The system architecture can be divided
in three different modules, according to communication
interfaces used to retrieve data from the sensor devices (figure
1-3). A laptop computer is used to execute the application and
to store the measured data.

A Bluetooth sniffer captures the data transmitted by the
oxymeter via Bluetooth interface and a text file with the
oxymeter sensor readings is created with all recorded values.
Next, a temporary file is created to store the last read value.
The temporary file is necessary to make the system
independent from the periodicity used by the oxymeter sensor
and to faster the real time presentation and alert generation
related to the oxymetry values. A time stamp is added to the
oxymetry last read value. In the next step, two operations are
executed, first the value is presented to the screen installed in
from of the pilot and an alert is generated if the value is bellow
the limit. Second, the value is stored on a buffer and next is
copied to a final csv file before being stored on the database.
The csv file is used to make the application more robust.

Figure 1. Bluetooth communication architecture module.

To retrieve data from GPS device, a request message is sent
to the device using a USB interface. The response is processed
and stored in a text file. As previous module, the application
transforms the data in to a csv standard file (Figure 2). The next
steps are similar to the previous module.

Finally, to read the data from IEEE 802.15.4 compliant
sensors, IPv6 end-to-end connectivity is used based on client
server architecture. The server application is installed on the
mote sensors and the client is the main application. A
6LoWPAN gateway is needed to grant the communication
between the main application, stored on an IPv6 regular node,
and 6LoWPAN nodes (Figure 3). The main application is
responsible for data request, data processing and presentation
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Figure 2. GPS communication architecture module.

and persistent data storage. To achieve this functions the
following tasks must be completed: user authentication and
validation, sensor connectivity tests, sensor data retrieve and
timestamp marking, real-time data presentation and alerts, CSV
dumping into database and database queries. To prevent data
loss, multithreading architecture and buffer structures were
used. A single thread were used to support each reading and
writing operation. The reading threads are responsible by
gathering the data from de sensor devices, adding the
timestamp, publish the real-time data and fill individual
buffers. Each writing threads, remove the data from the
correspondent buffer and append the data to the sensor
individual CSV standard file. The dumper operation is
executed when the flight is over and the data acquisition ended.

Figure 3. IEEE 802.15.4 communication architecture module.
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Iv.

In order to evaluate the performance and demonstrate the
operation of the proposed system a real testbed has been
deployed (Figure 4). This section presents the testbed
deployment details and the results obtained.

Three Iris sensors with MTS400 expansion board were used
to measure air and body temperature, humidity, atmospheric
pressure and 2D acceleration. The sensors use TinyOS 2.1.1
and Blip 1.0 with IPv6 addresses manually assigned. The
6LoWPAN gateway [13] is used to send the requests and to
retrieve the data from the Iris sensors and it is supported by the
TinyOS IP-driver application compliant with RFC 4944.

Nonin 7600 [14] monitor with two channels were used to
measure the peripheral oxygen saturation in the pilot’s head.
The Bluetooth sniffer minicom installed in the Ubuntu
operating system is used to capture the oximetry values and to
write it in a csv temporary file. The Garmin GPS18 USB was
used to record the aircraft’s position and the altitude. The GPSd
daemon is used to receive, to format and to write in a csv text
file the GPS data.

SYSTEM EVALUTATION AND DEMONSTRATION

Figure 4. Testbed equipment inside the light aircraft.

The main application was developed using java
programming language and uses three interfaces, one for each
type of communication interface, to request and retrieve data
from the measure devices. To generate the timestamp value
two java JDK classes were used, the calendar and
java.sql.timestamp. During the flight oximetry and altitude data
is shown in real time (Figure 5). In fact only these two values
were considered critical to the pilot’s safety. When the new
data is processed by the application the timestamp functions is
executed to ensure the data time integrity and the right format
to insert into database. At the end of each flight, the dumper
read the csv files verifies the data integrity and uses java.SQL
class to insert the values in the data model supported by
MySQL database management system. The csv files are only
destroyed when dumper module finishes without errors. To
execute the software modules and to store the read values a
dual core MacBook with an SSD running Ubuntu 10.0.4 LTS
edition was used. The main application is also responsible for

123

sensor connectivity verification and database management and
export to a csv file.

Figure 5. Real time data capture application user’s interface.

During the flights no RF interferences were detected in the
proposed monitoring system or in the aircraft communications
systems.

V.

Wireless sensor networks are potential driver to improve
both safety critical and unsafety critical systems. However
future research need to be conducted to study WSN operation
in such conditions. Also, new wireless aircraft certification
regulations need to be developed to address the various security
and safety threats. Supporting standard protocols, such as IP
suite protocols in all WSN nodes permits simultaneously
facilitate the application development and their connection to
the Internet. The system proposed in the current paper presents
a complete and innovator solution, mainly based on standard
protocols, to monitor light aircraft and gliders pilot’s
physiologic parameters. The system is simple to use and to
setup and the results obtained are promising. Three different
communication interfaces were used to interact with measure
devices, because GPS and oximetry device does not support
6LoWPAN. Based on the obtained results, new research can be
made to evaluate pilots’ cognitive function during flight.

As future work, it is intended to measure new physiologic
parameters such as, electroencephalogram with auditory
evoked potentials. Embed the sensors in the pilot’s flying suit,
support IP protocol suit in all sensors and study the radio
performance interference in commercial aircrafts it is also
addressed as future work.

CONCLUSION AND FUTURE WORK
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Abstract— 1t is foreseeable that in the near future any object will
have an Internet connection — this is the Internet of Things vision.
All these objects will be able to exchange and process information
and all information will be accessible from Internet. Some of
these objects, with wireless support, are characterized by small
size, power constrains and small computing resources.
Connecting such devices to the Internet is considered
simultaneously the biggest challenge and a great opportunity for
the Internet grow. To achieve the Internet of things vision is
necessary to support IPv6 protocol suite in all objects.
Supporting IPv6 simplifies the task of connecting objects to the
Internet and the application developing process is also simplified
and open. However, support IP suite protocol in low power and
computing resource-constrained objects is an important
challenge. This paper presents a complete solution to connect the
smart objects to the Internet. Security measures were also one of
the concerns in this solution. The paper also presents the design
and deployment of a laboratory testbed to prove the proposed
solution operation.

Keywords— Internet of things; WSN; Wireless Sensor Networks;
IPv6; 6LoWPAN; Testbed.

I INTRODUCTION

During the 20th century two important digital revolutions
happened. First, the use of computers is widespread and their
use is fundamental in all quotidian life aspects. Second, the
Internet interconnected the computers, changing how people
work, think, and interact with each other’s. Connecting smart
objects to the Internet will be on of the biggest digital
revolution in 2Ith century [1]. The smart objects are
characterized by small size, power constrained, small
computing and storage resources and, some of them, with
reduced radio ranges and throughput, also designated as low
power over wireless personal area networks (LoWPAN).
Wireless sensor network (WSN) is a subtype of smart objects,
where the devices can interact with their environment by
sensing and/or controlling some physical parameters. The low
size, the low cost, and the wireless communication and sensing
capabilities make these devices appropriate for monitoring
purposes. A smart network may be comprised by hundreds, or
maybe thousands, of smart objects working together to
accomplish a common task. Nowadays, there is a tendency to
transform several quotidian objects in smart objects, realizing a
vision of ambient networks where many different devices will

978-1-4577-1177-0/11/$26.00 ©2011 IEEE

collect and process information from many different sources to
both control physical processes and interact with human users.
Self-organizing, fault-tolerance, and self-optimizing are the
main characteristics of such networks [2].

In a near future, users can access the information collected
by smart objects from the Internet, using regular devices and
applications. Nowadays, there are several technologies that can
be used to realize the Internet of Things vision [1]. Most of the
solutions have been specified using the standard IEEE 802.15.4
[3] as link layer technology and some of them proprietary, such
as ZigBee [4] and WirelessHART [5]. Moreover, these
solutions are not compatible with IP protocol and, therefore,
complex gateway systems are required to connect the ZigBee
networks to the Internet. Such gateways are hard to manage
because updates are required whenever new functionalities are
introduced.

A new paradigm was needed to enable smart objects to be
accessed from the Internet where all the embedded devices and
networks are natively IP-enabled and Internet connected,
independently of the used physical and MAC layers protocols.
The application developing process is also simplified, and open
and tools already developed for commissioning, configuring,
managing, and debugging can be used or adapted. Originally,
the scientific community not considered appropriate the use IP
suite protocol in small power and resource-constrained
networks, because of the perception that is was to heavy
weight. Recently, the industry and the scientific community
start to rethink many misconceptions about the use of IP in all
nodes [6]. Support TCP/IP stack in all devices is crucial to
realize the Internet of Things vision.

The growth of Internet of Things is hard to estimate for two
main reasons: firstly, embedded systems are expected to have
significant impact in several military and civil applications and,
secondly, the growth is not directly dependent of human users
increase. So, the Internet of Things is considered
simultaneously a biggest challenge and an enormous
opportunity for the Internet grow [1]. The IPv6 have enough
address space to connect all smart devices, however it has not
designed to be used in low-power and resource constrained
objects. To address these constrains, 6LoWPAN adaptation
layer was defined to be used between data link layer and
network layer [7].

ICUFN 2011
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Auto-configuration of network nodes is a required feature
in wireless sensor network when managing large networks.
Stateless address auto-configuration mechanisms provided by
the IPv6 neighbor discovery protocol are used in the node
configuration. When started up, a node sends a router
solicitation request and the router will respond with a router
advertisement message including configuration parameters for
the current network (i.e. the network prefix parameters and the
router link local address). This paper presents a solution to
connect smart objects to the Internet, using end-to-end IPv6
connections. The solution uses a gateway that acts as a router;
additionally it performs traffic filtering (i.e. only relevant
traffic is forwarded form the Internet to the LoOWPAN), IP and
UDP header compression and packet fragmentation and
reassembly. A laboratory testbed has been constructed to
evaluate the proposed solution and to prove their capabilities.

The remainder of this paper is organized as follows. Section
II presents the related work, while Section III focuses on the
system architecture. Section IV presents the system evaluation
and demonstration using a testbed. Finally, Section V
concludes the paper and pinpoints future research work.

II.  RELATED WORK

Solutions to connect smart objects to the Internet have already
been proposed [7][8][9], however such solution does not allow
IPv6 end-to-end connectivity between the Internet and the
smart objects. In such solutions, a proxy is used to provide to
remotely configure and retrieve data from smart objects. The
use of standard protocols, such IP suite protocols, reduces the
complexity to connect smart object network to the Internet and
simplifies the application developing process.

A. 6LoWPAN

The IEEE 802.15.4 protocol is widely accepted as the PHY
and MAC layer protocol for LoWPANs. Nevertheless, the
network layer protocol must comply with the constraints
imposed by the IEEE 802.15.4 protocol. The properties of the
standard IPv6 protocol do not fully match with such
constraints. To address this issue, the IETF created the
6LoWPAN-working group to define the support of IPv6 over
IEEE 802.15.4 LoWPAN networks. To support IPv6 over
IEEE 802.15.4 an additional adaptation layer was introduced
between data link and network layers, as specified in Figure 1.

Application Layer

Transport Layer

Network Layer (IPv6) ISR
6LoWPAN
LoWPAN
Adaptation layer IS ©
IEEE 82.15.4 (MAC)
IEEE 802.15.4

IEEE 82.15.4 (PHY)

Figure 1 - 6LoWPAN layered architecture.
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The 6LoWPAN working group focused on the following
items: 7) to define limited extensions to IPv6 neighbor
discovery protocol [10] tailored for low-power networks; ii) to
describe mechanisms allowing compression of 6LoWPAN
headers, to reduce the header overhead; iii) to define the
"6LoWPAN  Architecture" describing the design and
implementation of 6LoWPAN networks; iv) to define
6LoWPAN routing requirements describing 6LoWPAN
specific requirements on routing protocols used in
6LoWPANS; v) to produce use cases for 6LoWPAN defining,
for a small set of applications with sufficiently unique
requirements, how 6LoWPANs can solve those requirements,
and which protocols and configuration variants can be used for
these scenarios; and vi) to define the threat model of
6LoWPANs documenting security mechanisms issues.

Two RFCs were released, the RFC 4919 [7] and the RFC
4944 [30]. The first document describes the assumptions,
problem statement, and goals of 6LoWPAN. The second
describes 7) the frame format for transmission of IPv6 packets,
ii) the method for defining IPv6 link-local addresses and
stateless auto configured addresses, iii) an header compression
scheme using shared context, and iv) the frame delivery
process in a link-layer in IEEE 802.15.4 mesh network.
Compression mechanisms for IPv6 datagrams in 6LoWPAN
networks, design and applications spaces for 6LoWPANs,
6LowPAN neighbor discovery protocol and problem statement
and requirements for 6LoWPAN routing are under open
discussion.

B. Internet of Things approaches

The term Internet of Things [1] describes a vision in which
networks and embedded devices are omnipresent in our lives
and provide relevant content and information whatever the
location of the user. Sensors and actuators will play a relevant
role in realize this vision.

There are several trends to take into consideration when
thinking about the Internet of Things paradigm. These include
ZigBee, machine-to-machine communications, the Future
Internet, Web of Things, and wireless sensor networks.

As above-mentioned, Zigbee is an industry protocol
specification made by ZigBee Alliance. ZigBee starts in 2003
in conjunction with IEEE802.15.4, and specifies a vertical
protocol stack. The ZigBee mainly uses IEEE 802.15.4
features, adding ad-hoc networking, services discovery and
application protocol profiles. The ZigBee has been successful
in multivendor applications such as home automation.
However, the ZigBee have several gaps, such as [6]: only
support IEEE 802.15.4 data link protocol; provides a limited
set of profile applications; and have Internet integration and
scalability limitations. Recently ZigBee Alliance announces
that will start to integrate IETF standards.

Machine-to-machine communications (M2M) encompasses
remote monitoring and control machines over Internet.
Personal health monitoring, intelligent tracking and tracing in
the supply chain, smart utility industrial wireless automation
and ambient assisted living, are examples of M2M
applications. Many component-level standards already exists,
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addressing various radio interfaces, different meshed or routed
networking choices, or offering a choice of identity schemes.
Each is optimized for a particular application scenario.
Standardization is necessary to permit interoperable multi-
vendor solutions. 6LoWPAN can be considered a natural
extension to M2M.

Future Internet is a term used to describe research works
dedicated to the Internet protocols, services and architectures
that will be used in the next 10-20 years. There are several
European projects focus in the Future Internet research,
namely, EU 4WARD [11], SENSEI [12] and Euro-NF
Network of Excellence [13]. The 4WARD project does not
address the embedded systems Internet integration. The
second specializes in Internet integration embedded systems.

While the Internet of Things paradigm addresses the way of
connecting globally the devices, the Web of things regard as
the integration of the embedded systems into the Web. Each
embedded device should be available using web protocols,
such as hypertext transfer protocol.

The term wireless sensor networks (WSN) was appeared in the
middle of 90’s [2] and have been a subject under intensive
research in the past few years. Several factors have contributed
to this, mostly because the enormous potential for application
of WSNs in almost every aspect of day-to-day life is the
predominant one. These networks have been developed to be
isolated from the Internet, using proprietary solutions instead
of standard solutions. More recently the importance of
standards motivated the WSN community to become involved
in IETF groups and in IPSO alliance.

There is a strong trend of convergence towards an Internet-
based solution to connect all Internet of Things solutions to
the Internet and 6LoWPAN protocol may be the convergence
solution [6].

C. Connectivity models

Three different LOWPAN architecture types were defined.
The ad-hoc LoWPAN, with no infrastructure, simple
LoWPAN, with one edge router and Extended LOWPAN with
multiple edge routers.

Three main models can be used to connect the low power
and resource-constrained networks to the Internet. In this first
deployment model the low power and resource-constrained
network are not connected to the Internet. In fact, there are
several scenarios that do not require any connectivity with the
Internet, for example the smart grid applications. Smart grid
networks are used to monitoring the power generation
networks, the automation and control devices, smart metering
and building and home energy management. These networks
can also use the IP protocol suite in all nodes but due security
and privacy reasons in most of he cases are completely
disconnected from the public Internet. In this case, supporting
IP suite in all devices continues to be advantageous as
described in the introduction, although assigning global IP
addresses to all devices is not a requirement.
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Figure 2 - Connecting the smart objects using a proxy device.

In the second model (Figure 2), a proxy device is used to
connect the smart network to the Internet. Internet user will
have access to the information provided by smart objects, such
as environmental data, using the proxy device. The proxy can
act as a server that collects data from the smart objects. This
connectivity model can be used to preserve scarce resources on
such networks and increase scalability, although does not
provide end-to-connectivity. Supporting more than one point of
connection between the smart object network and the Internet
could be no possible if the proxy uses stateful translation
mechanisms. This connectivity model is similar to the previous
model. So, the support of IP suite protocol continues to
represent a benefit, but assigning IP global addresses to all
devices is optional. The second model can be considered an
intermediate model between the first model and the smart
object full integration in the public Internet.
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Figure 3 - Extended Internet.

In the third model (Figure 3), the smart object networks are
considered as an extension to the Internet. This connectivity
model can be used in a near future to support services provided
by smart cities, where the citizens can use the Internet to make
quotidian decisions based on environmental data such as air
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quality, temperature and real-time transportation information
provided by the smart objects. All of these networks will make
use of the IP protocol suite and one or more router could be
used, for redundancy and scalability proposes, to connect these
networks to the Internet. In such model, the IP end-to-end
connectivity is required and at least one IP global address must
be assigned per device.

III. SYSTEM ARCHITECTURE

The proposed architecture (Figure 4) is constituted by
clients with IPv6 support and connected to the Internet, a
gateway to connect the smart objects to the Internet and smart
objects compliant with 6LoWPAN and IEEE 802.15.4
protocols. This architecture enables IPv6 end-to-end
connectivity between IPv6 nodes and 6LoWPAN nodes.
Several layer two protocols can be used to connect the gateway
to the Internet, such as IEEE 802.11 a/b/g/n, Ethernet and
UMTS/GPRS.

The IPv6 clients can use two different types of connections
to retrieve the data from smart objects. In the first type, IPv6
end-to-end connections are used. A multiplatform support
application was developed and installed on the clients to permit
direct interaction with the smart objects. This application was
developed in java and all messages are sent using UDP
transport protocol. In fact, the use of TCP transport protocol
instead TCP represents a benefit, because the UDP is much
simpler then TCP protocol, moreover in the current state only
UDP header can be compressed. The packets sent by the IPv6
clients are received by any gateway interface connected to the
Internet and processed in the network layer. In the network
layer two different operations are performed. First, the packets
are inspected by a dynamic packet filter firewall and only
relevant packets are permitted. The use of firewalls in this stage
avoids some types of denial of service attacks. The permitted
packets are forwarded to the routing engine. The packets
intended to the smart objects network are then forwarded to the
tap virtual interface and then sent to the 6LoWPAN adaptation
layer. The 6LoWPAN adaptation layer is responsible for the
packet fragmentation and reassembly, in order to support the
IPv6 minimum MTU, and for IP and UDP header compression.
In the next step, the packet is transmitted to the LoWPAN
through the IEEE 802.15.4 interface, connected to the gateway
via USB interface. This type of connection is the preferable,
because simple gateways can be used and the clients can
interact directly with the smart objects. In the second type of
connections, the interaction between the IPv6 clients and smart
objects is done through a proxy. The clients can retrieve the
data accessing a webserver installed in the gateway. In this type
of connection, http protocol is used to access the data.
Periodically, the logger application installed in the gateway
retrieve the data from the smart objects and stores the values in
a CVS (comma-separated value) file. The logger and dumper
applications are synchronized, so after the logger application
ends, the dumper start processing the CVS file in order to put
the values in the database. The database is used by the
webserver to generate the dynamic webpages requested by the
clients. In order to protect the gateway from security attacks,
only the http traffic is permitted, all other traffic destined to the
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gateway is denied by the dynamic packet filter firewall. The
second type of connection, does not permit end-to-end
connectivity, as a consequence the gateway is more complex
when compared with the gateway required in the first type. To
support new functionalities is necessary to make changes in the
gateway and in the software installed in the smart objects. The
second type of connection is used when it is not possible to
support end-to-end connectivity between the Internet clients
and the smart objects.

Supporting node auto configuration in the smart object
network is a requirement. In the proposed system, network auto
configuration is supported wusing 6LoWPAN neighbor
discovery protocol. Periodically, the gateway sends a router
advertisement message to the smart object network,
announcing the prefix and the link local default gateway
address. The smart nodes uses the 64 bit announced prefix and
the node identifier to generate an IPv6 global address.
Configuring an IPv6 global address is an obligation when
Internet IPv6 end-to-end connectivity is required.
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WebServer
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Figure 4 — System architecture.
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IV. PERFORMANCE EVALUATION AND DEMONSTRATION

In order to evaluate the performance and demonstrate the
operation of the proposed system a laboratory testbed has been
deployed (Figure 5). Five TelosB and five Iris motes, a
gateway and a client compose this testbed. This section
presents the testbed deployment details and the results
obtained.

Figure 5 — Laboratory testbed.

A. Internet IPv6 clients

A multiplatform IPv6 client application has been developed
to retrieve data and to perform actuation on the smart objects.
The application was developed using Java IDE NetBeans. The
IPv6 client application (Figure 6) can be used to retrieve the
temperature and humidity sensed by the motes. The actuation
has been simulated changing the motes LEDs states. UDP
protocol is used to transport the requests and the retrieved data.
The IPv6 application has been tested with success in MacOS,
Windows 7, and Ubuntu 10.0.4. In this testebed the client
(regular PC) is connected to the gateway using a Ethernet
connection.

Temperature 24.41

Humidity 38.63 %

Address:

2001:690:2120::3

| Get Values

Mote Leds
® Red

© Yellow
© Green

Set ...

Figure 6 — IPv6 client application.

B. Gateway

The 6LoWPAN gateway is a platform developed to be
installed on Ubuntu 10.0.4 freeware and open source OS. It

has multiple communication interfaces including IEEE
802.15.4, Ethernet, IEEE 802.11a/b/g and GPRS class 3
modem (Figure 7). The gateway connects to the smart object
network through an IEEE 802.15.4 base station, which is
represented by a TelosB note connect to an USB port. In the
testbed presented in this paper, only GPRS interface has not
used, because the IPv6 protocol in unsupported in all available
ISPs.

An Intel desktop board D945GCLF with an integrated Intel
Atom processor 1.6 GHz has been used to be the motherboard
of the gateway. An SSD Corsair drive with 64 GB capacity
was used to store the data retrieved from the sensors, the
developed gateway applications and the operating system. To
run all the software 1GB DIMM module was installed.

The application IP-driver compliant with RFC 4944,
provided by TinyOS 2.1, act as the 6LoWPAN adaptation layer
in the gateway. A tap (i.e. layer two virtual interface) is used to
connect the gateway to the adaptation layer. In the gateway, a
version of the IPv6 client software is used to act as a logger.
The logger starts automatically with the operating system and
runs as a service. The user can configure the frequency used to
retrieve de data from the motes. The retrieved data is stored in
a CSV file compliant with the following format:
IPv6_node_addrress;  timestamp,temperature,voltage.  The
dumper was developed in C++ language and starts when
dumper application ends. The dumper is responsible to insert
the retrieve values in the database. The database was
implemented in MySQL 5.5.8 SGBD. The webserver was
developed in PHP 5.3.5 and runs over Apache 2.2.17 web
server. Periodically or when it receives a router solicitation the
radvd application send a router advertisement message through
the IEEE 802.15.4 interface.

[Ptables firewall distributed with Ubuntu 10.0.4 (ip6table)
was used permit only UDP port 61616 traffic from the Internet
to the smart object network to prevent some type of denial of
service attacks. The IPtables is also used to rate limit the traffic
from the Internet to the smart network. In our experiment only
ten packets per second is permitted. This value can be adjusted.

Figure 7 — Gateway hardware implementation.
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C. Smart objects

Five IRIS and five TelosB motes, with 6LoOWPAN support
and equipped with temperature, light and humidity transducers
have been used to deploy a single hop smart object network.
Address auto-configuration, using router advertisement
messages, has been used to configure in all nodes an IPv6
global address with the prefix 2001:690:2120::/64. When the
motes are turned on, a router solicitation message is sent to the
gateway in order to anticipate the router advertisement
message.

TinyOS 2.1 Blip [14] implementation was used to support
6LoWPAN in all smart nodes and a customized version of
UDPEcho TinyOS application was used to retrieve de data and
to act the motes LEDs. In fact, the regular UDPEcho version
does not permit actuating in the mote’s LEDs nor reading the
values measured by the mote’s transducers. So, it was
necessary to modify the UDPEcho to allow those operations.

V. CONCLUSIONS AND FUTURE WORK

Smart objects network deployment is far behind what it
should be expected. Mainly, because it is hard to deploy new
applications and it is difficult to connect this networks to the
Internet. Supporting IP suite in all smart objects permits
simultaneously facilitate the application development and the
connection to the Internet. The system proposed in the current
paper presents a complete solution to support IPv6 end-to-end
communications between smart objects and all IPv6 nodes.
Security mechanisms were used to prevent some denial of
service attacks. A laboratory testbed was deployed, using low
cost hardware and freeware and open source software.

As a future work, it is intended to support different mote’s
operating systems, such as Contiki. Improve the mote’s auto-
configuration is also a priority. In the current stage only
network auto-configuration is possible. In the future authors
expected to support service discovery and announcement, and
software installation on the fly. Performance evaluation of the
current solution will be studied on real testbed deployments.
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