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Resumo

Bugs sao uma ocorréncia natural no mundo do desenvolvimento de software. Numa
sociedade com cada vez mais software construido, o nimero destas ocorréncias também tem
vindo a aumentar, e podem ter consequéncias catastréficas para um produto ou negocio.
De forma a tentar monitorizar e acompanhar o processo de resolucao de bugs, foram criadas
plataformas e sistemas de rastreamento dos mesmos. Através destas plataformas, as equipas
responsabilizadas pelo processo de analise de bugs podem ver quais sao os bugs que foram
identificados, quais sdo os mais comumns e em que fase de resolucao estes se encontram.
O problema depara-se com a analise de cada um destes relatérios. Em produtos de grande
dimensao centenas de relatorios podem ser submetidos nas suas plataformas por dia, quer
por outros desenvolvedores, pen-testers ou por utilizadores finais. Os utilizadores finais,
devido a sua provavel falta de conhecimento acerca de software, da arquitetura do sistema
que usam, ou de outros processos inerentes, podem submeter relatérios errados ou pouco
claros. Combater a necessidade de desenvolvedores analisarem e categorizarem cada um
destes relatorios (que é bastante complexo e demoroso), através de automatizacao é uma
ideia que tem vindo a ser estudada por varios investigadores.

Esta investigacao visa a construir um esquema de classificacao o mais abrangente e de-
talhado possivel que possa fornecer informacao extra e automatizada a um analisador de
relatorios, para que uma parte da sua analise possa ser facilitada. Como tal, a solucao encon-
trada basou-se na criacdo de uma implementacgao que tira partido da elevada performance e
capacidades do modelo Bidirectional Encoder Representations from Transformers (BERT),
um modelo baseado na arquitetura Transformers, para classificar estes relatorios da forma
mais precisa possivel, baseando-se nas descricoes textuais presentes em cada um. Para isto
foi criado um dataset baseado nesse esquema, desenhado através de uma solucao divide-
and-conquer e varios modelos foram treinados em cada uma das categorias. Os resultados
mostram que o pode fazer parte de uma solucao bastante robusta para este proposito,
mesmo apesar da pequena quantidade de dados etiquetados que lhe foram dados como input
e da necessidade de algum tipo de refinamento do processo de treino. Os melhores resulta-
dos foram obtidos quando o titulo e a descri¢do eram usados em conjunto como dado de
entrada para o modelo, um deles conseguindo até precisao geral de 75%, sendo a mais fraca
de 54.6%.

Palavras-chave

BERT, Relatorios de Bugs, Sistemas de Rastreamento de Bugs, Classificacao de Bugs, Triagem
de Bugs, Aprendizagem Supervisionada, Processamento de Linguagem Natural, Mineracao
de Dados, Aprendizagem de Maquina, Modelos de Linguagem de Grande Escala.
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Abstract

Bugs are a natural occurrence in the realm of software development. As society increas-
ingly relies on software, the frequency of these occurrences has naturally increased as well,
potentially leading to catastrophic consequences for products or businesses. To monitor and
manage the bug resolution process, various bug tracking systems have been developed. These
platforms enable teams responsible for bug analysis to view identified bugs, track the most
common issues, and monitor their resolution status. However, the challenge lies in analyz-
ing each of these reports. In large-scale products, hundreds of reports can be submitted daily
through these platforms, whether by other developers, pen testers, or end users. End users,
due to their likely lack of knowledge about software, system architecture, or other inherent
processes, may submit incorrect or unclear reports. Addressing the need for developers to
manually analyze and classify each of these reports (a complex and time-consuming task)
through automation is an idea that has been explored by various researchers.

This research aims to develop a comprehensive and detailed classification schema that
can provide additional, automated information to report analysts, thereby facilitating part
of their analysis process. To achieve this, the proposed solution is based on leveraging the
high performance and capabilities of the model, a model rooted on Transformer archi-
tecture, to classify these reports as accurately as possible, based on the textual descriptions
within each report. A dataset was created following this schema, designed through a divide-
and-conquer approach, and multiple models were trained on each category. The results indi-
cate that can form the basis of a robust solution for this purpose, even when provided
with a small amount of labeled data as input and despite the need for some refinement in the
training process. The best results were obtained when both the title and the description were
used together as input data for the model, with one model achieving an overall accuracy of
75%, and the lowest accuracy being 54.6%.

Keywords

BERT, Bug Reports, Bug Tracking Systems, Bug Classification, Bug Triage, Supervised Learn-
ing, Natural Language Processing, Data Mining, Machine Learning, Large Language Models.

ix



Bug classification using Machine Learning Algorithms



Bug classification using Machine Learning Algorithms

Contents

it Introduction

1.1 Background . . . ... ... ... ... ..
1.2 Objectiveand SCOPE . . . . . . v v i i e e
1.3 Structure OVEIVIEW . . . . . v v v vt o et et e et e e
2 Literature Review|
p.1 Introduction . . . . .. .. ... .. e
p.2 Bug Classification Schemed . . . . . .. ... ... .........
p.3 ClassificationModels . .. ... .. ... .. ... .........
p.3.1  Emerging Methodswith LLMg . . . ... ..........
2.4 Conclusion . ... ... ... ... ...
B Methodology
B.1 Introduction . . . . ... . ... .. ...
B.2 TechnologiesUsed . . . ... ... ... ... ... ..........
.............................
.............................
B.2.3 PyTorch. . ... ........ .. .. ... ... o.....
B.2.4 Transformers. . . .. .. ... .. ...
B.3 Data Extraction . ......... ... ... ... ...,
B.4 Classification Scheme Creation . . . . . ... ... .........
B.5 Datalabeling . .. ... ... ... ... ... ... ... . .....
B.5.1 ChatGPT for labeling assistancd . . ... ..........
B.5.2 Classdistributions . . . .. ... ...............
B.6 Algorithm . . ... ... ... ... ... ... . ... ... . ....
B.6.1  Text Pre-Processing . . . . . . . . ..o v v eun...
B.6.2 Model implementation . .. .................
B.7 Algorithm Evaluation . ... .....................
B.7.1  ACCUTACY .+ + v v v v v et e et e et e e e e e
B.7.2 Precision . . .. . .. ... e
3.73 Recall . .. ... ... .. ... .
B.7.4 FI1-SCOTE . . . . o o i i i e e e e e e e e
B.8 Conclusion . . . . . . ... i e
4.1 Introduction . ... ... ... ... ...
b.2 Performanceevaluation . . . .. ...................
h2.1 MainModel ......... ... .. ... . . ... . ...
b4.2.2  Security subtypesmodel . .. ................
4.2.3 Code Logicsubtypesmodel . . . .. .. ... ........

.......

.......

.......

.......

11
16

17

19
19
19
19
20
20
20
20
22
23
25
26
30
31
35
42
42
42
42
43
43



Bug classification using Machine Learning Algorithms

h.2.4 Datasubtypesmodel ... ... ...... ... .. . ... . ...... 48

4.2.5 Graphic User Interface (GUI) subtypesmodel . . ... ......... 49

4.3 Resultdiscussion. . . . . . . . . . i i i e 50
U4 Conclusion . . . . . v v v i e 51

5 Main conclusions and Future Work 53
5.1 Introduction . . . . . . . . . . . e 53
5.2 MainconclusionS. . . . . . v v v it e e e 53
5.3 Future Work . . . . . . . . . e 54
Bibliography 55

xii



Bug classification using Machine Learning Algorithms

List of Figures

1.1

Flowchart of the software bug report classification process, adapted from [1]]. 2

R.1

Categorization of Software Defects used by Hewlett-Packard (1996) [2][3]! . . 8

8.1

Atlassian’s JIRA public dashboard. Available at: https://jira.atlassian.|

OM/iSSUES/| v v v i e e e e e e e e e e e e e e e e e e e e 21

8.2

Mozilla’s Bugzilla public dashboard. Available at: https://bugzilla.mozilla.|

E
N
[y

B.3

Mozilla’s Bugzilla potential categorical attribute values. Available at: https:|

V/bugzilla.mozilla.org/query.cgi?format=advanced ............ 22
B.4 Issue distribution through main types achieved through random sampling| . . 27
B.5 Bug distribution through main types achieved through random and manual

sampling] . . . . ... e 29
B.6 Comparison of different bug report structures] . . . . ... ... ... ... .. 32
B.7 The Transformers architecture. The BERT architecture corresponds to the leff]

side of the Figure, relating to the encoder portion[4]) . . ... ... ... ... 35
B.8 BERT architecture through pre-training and fine-tuning procedures [5]! ... 36
B.9 The WordPiece tokenization process with an example sentence [6]] . . . . . . 38

xiii



Bug classification using Machine Learning Algorithms

Xiv



Bug classification using Machine Learning Algorithms

List of Tables

p.1  Performance summary of some of the bug classification approaches acrosg
multiple contexts using machine learning, as described in literature review,
accompanied by their respective performance metrics and types of algorithms| 18

B.1 Proposed Bug Classification Scheme, with the definitions and examples for
gach type/subtypel . . . . . . . 24

B.2 Issuedistribution through main types achieved through random sampling (Non-
bugsnotincluded)). . . . . . . .. .. 27

B.3 Bug Distribution persubtypes] . . . . . . . ... ... .. e 27

B.4 Relevanttopicsbybugtype[7]). . . . . . . . .. ... ... . 28

B.5 Keywords per subtype used in manual sampling in order to balance dataset
class distribution) . . . . . ... ... e 29

B.6 Bug distribution through main types achieved through random and manual
sampling) . . . . ... 29

B.7 Bug Distribution per subtype after random and manual sampling) . . . . . .. 30

B.8 Top 5 Projects with most labeled bugs in the dataset! . ... ... ....... 30

B.9 Range of suggested hyperparameter values to show positive results by Devlin|
and Changetal. [5]] . . . . . . . . . . e 40

B.10 Ranges used hyperparameter tuning for the present implementation) . . . . . 41

B.11 Hyperparameter combination (except number of splits) with lowest validation|
loss per model and input, calculated with the Grid Search Technique] . . . . . 41

k.1 Performance evaluation of the Main Label model, per each label and inpuf]
kype, with hyperparameter optimization) . . ... ... ... .. ... ..... 46

k.2 Accuracy distribution of the Main label model per inputtype]. . . . . . .. .. 46

k.3 Performance evaluation of the Security subtypes model, per each label and
input type, with hyperparameter optimization| . . . . . . ... ... ... ... 47

4.4 Accuracy distribution of the Security subtypes model per input type) . . . . . . 47

k.5 Performance evaluation of the Code Logic subtypes model, per each label and
input type, with hyperparameter optimization) . . . . .. ... ... ... ... 48

4.6 Accuracy distribution of the Code Logic subtypes model per input type) . . . . 48

k.7 Performance evaluation of the Data subtypes model, per each label and input|
type, with hyperparameter optimization) . . ... ... ... .. ... ..... 49

4.8 Accuracy distribution of the Data subtypes model per input type). . . . . . .. 49

4.9 Performance evaluation of the GUI subtypes model, per each label and input|
type, with hyperparameter optimization] . ... ... ... ... ... ..... 50

k.10 Accuracy distribution of the GUI subtypes model per input type) . . . . . . .. 50




Bug classification using Machine Learning Algorithms



Bug classification using Machine Learning Algorithms

List of Acronyms

IAP1 Application Programming Interface

IAUC-ROQ Area Under ROC Curve

BERT| Bidirectional Encoder Representations from Transformers

BOW Bag of Wordd

BTS Bug Tracking System(s)

DBRNN-A Attention-based Deep Bidirectional Recurrent Neural Networks

IGUI Graphic User Interfacé

IGPT Generative Pre-training Transformer

IGPU (Graphics Processing Unit

ILDA! [Latent Dirichlet Allocation|

ILiDAl Linear Discriminant Analysig

ILLM [Large Language Models

MI| Machine Learning|

NB Naive Bave

INLP Natural Language Processing

xvil



Bug classification using Machine Learning Algorithms

ODQ Orthogonal Defect Classification

[PCA| Principal Component Analysig

SVM Support Vector Machines

TH [Term Frequency

[TF-IDF [Ferm Frequency - Inverse Document Frequency|

[UBI [Universidade da Beira Interioy

[UR1] [Uniform Resource Locator]

[01 [User Interface

xviii



Bug classification using Machine Learning Algorithms

Chapter 1

Introduction

1.1 Background

Software errors, also commonly known as bugs and software defects, are defined as an
incorrect step, process, or data definition in a computer program, causing the said program
to output an incorrect result [8], meaning that it does not work as it was designed / planned
to function. These are quite common, as the industry average is 1-25 errors per 1,000 lines
of code for delivered software [9]. This average depends on the development life cycle, prac-
tices, and other processes. This information implies that a small application of 20,000 lines
of code is likely to have around 200 serious coding errors. Although some of these errors
come from bad design or requirements, in large projects, some researchers have reported
that about 75% of these errors come from software construction / coding [10]. Identifying
these errors mainly through software testing is essential, and tracking them ensures that they
are fixed.

Bug Tracking System(s) (BTS) are tools that allow bugs in software to be reported and
tracked / monitored efficiently. These tools are essential and commonly used in software
development projects, especially when this software is in its testing phase. It also allows de-
velopers to classify the prioritization and importance of a certain issue / bug, which helps
debugging teams manage their work and tasks more efficiently. All of this is even more im-
portant when the system under evaluation is large and complex in order to meet diversified
user requirements and, as such, might be more likely to have a larger number of issues [11].

Although software bugs can be considered as software-only and technical problems, they
can influence the business as a whole, including management decisions. As Robert B. Grady
mentioned, ”(...) software defect data is your most important available management infor-
mation source for software process improvement decisions (...). Ignoring defect data can
lead to serious consequences for an organization’s business.” [3]. These consequences in-
clude expensive updates after the product has been released (to repair defects) and a poor
quality reputation as a result [3]. This highlights the importance of and how valuable
they can be to the business that uses them. Some of the benefits of using these types of tools
include facilitating the prioritization of bugs, helping in the management of bugs for future
releases, increasing transparency of the development process, aiding the planning of new
releases, and increasing the detection of application-based bugs [11].

Some BTS, such as Bugzilla, GitHub, and Atlassian’s page on JIRA, are also available
to the public instead of only development or quality assurance teams and are very common,
especially in open source projects because the developers are spread across the world and
individuals can participate in the process. As mentioned above, users can report issues they
have had to the platform through a text description of the problem and the steps to reproduce
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it, and then each bug report is eventually evaluated by a developer. Although this possibility
is great because developers can now know the main issues most of their clients are facing,
it also has some downsides, such as repeated issues (which is a huge problem in itself), in-
accurate Bug Report (BR), and misclassifications. Some platforms allow the user to classify
the issue into certain classes (predefined by the developers), but since the user’s knowledge
on software development might be limited, the issue might end up misclassified. This lack
of knowledge can be very detrimental to a project, as, for example, security-related bugs can
end up being classified as non-security related and thus having a lower fix priority for debug-
ging teams, which ultimately ends up leaving the software open to security breaches that can
be exploited by attackers [12]. The end-user also tends to have a different insight on what
might be considered a bug, compared to a developer, because users have no project insight
or understanding of its technical details, which leads to decreased quality of the bug tracking
side of a project. A study showed (through 90 work-days of manual analysis of a bug report
dataset) that 33.8% of bug reports refer to the possible implementation of new features, up-
dates in the supporting documentation, or internal refactoring [13]. This percentage shows
how much bias is likely to be included in bug-type prediction models and how it affects the
end result of the models developed. Currently, evaluating this user classification, the com-
plete bug report, the issue itself, and organizing the bugs is very time-consuming, repetitive,
and tedious because it is done manually and, as such, can be error prone [14]. This process
(shown in full in Figure [.1) can change in the near future.

O

Software does not work as L Fix Bug Test Fix
expected o
Bug report is submitted ’ @
No——————
Yes
Initial Assessment L
Update and
close report
Is Bug No—» Close report and

Valid? inform reporter

Yes

Isita . -
duplicate? Yes—p-| Link similar reports ‘
No

¥ y

Triage Bug Mark as duplicate
and close report
" - : Assign Bug to most
Classify Bu: »| Priority Analysis »
‘ fy Bug Y ¥ suitable developer

Figure 1.1: Flowchart of the software bug report classification process, adapted from [1].
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Classifying issues through Machine Learning (MI]) models allows teams to dedicate more
time to solving the software problem at hand, which may allow shorter bug resolution times
and eventually lead to better software as a whole. These automatic classifications can also be
used to help train MI] models on assigning bugs to the most relevant developer in the issue’s
field (bug triage), removing an additional layer of manual work for developers.

1.2 Objective and Scope

The objectives of this dissertation are the following;:

1. Create a versatile classification of bug taxonomies, abstract enough to be used in a large
percentage of software developed, despite its architecture. This will be done by study-
ing the strengths and weaknesses of the studies mentioned in the literature review;

2. Create a machine learning approach whilst using bug descriptions from true public bug
reports for automatic classification in certain taxonomies, mentioned in the previous
objective. The performance of the model shall then be compared to the studies pre-
sented in the literature review;

1.3 Structure Overview

This dissertation is composed of four main chapters, each of which can be summarized
as follows:

« Chapter One - Introduction: Presents the problem at hand, providing some in-
sights into its consequences, as well as the objective in sight, and descriptions of the
document’s organization;

« Chapter Two - Literature Review: Presents the techniques applied in this field by
other researchers in their implementations, and respective results.

« Chapter Three - Methodology: Presents an overview of the work outlined for this
dissertation, along with insights and descriptions of the concepts and its context related
to the implementation of the various techniques;

« Chapter Four - Results: Presents the results achieved through the methodology,
and their description;

« Chapter Five - Conclusions: Discusses the conclusions drawn from the prepara-
tion of the present document, and what could be added to this implementation to get
enhanced results.
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Chapter 2

Literature Review

2.1 Introduction

In the pursuit of knowledge and innovation, every researcher ”stands on the shoulders
of giants” as they try to build upon the foundations of work created by those who came before
them. These foundations steer emerging researchers toward new paths full of potential, while
barring entry to paths that were shown to be unsuccessful. As such, this chapter serves as an
exploration of the existing body of research, providing a panoramic view of the current state
of the art in automatic bug taxonomy classification.

The last two decades have witnessed a substantial boom in software development and,
with it, so have studies on BR and BTS. Most studies and approaches in this field try to find
methodologies to identify the developer most relevant to fix a bug (bug triage), classify bugs
as duplicates, classify bugs as security / non-security related, and classify if a BR is truly
a bug or not. Although all of these studies are extremely useful, there are few approaches
to support developers in the first analysis of the BR, even though this initial step is the most
time consuming in the bug triage process [7]. As such, although some of the studies analyzed
throughout this dissertation do not have the same exact objectives as this one, they were still
important to guide this investigation on what the most common practices were for these types
of problems.

2.2 Bug Classification Schemes

Since software exists, its defects needed to be classified into different categories, for
quality assurance purposes. As such, the researchers tried to formulate diverse classifica-
tion frameworks that could fit the most relevant bug types. However, the dynamic evolution
of software design, technological advancements, and the spectrum of problems it fixes have
established some variations. These classification schemes will continue to go through adap-
tation and refinement, as software is ever-changing, although many are still trying to remain
true to the foundation concepts of the earlier studies, which remain relevant.

In a 2005 publication, Freimut et al. [15] presented a set of attributes and criteria that
could be used to examine the quality of a defect categorization scheme. The researchers af-
firmed that a scheme is considered good if: it presents clear and meaningful definitions
for all categories; it defines the values of the attributes in each category; different develop-
ers give the same classifications with a high degree of agreement (reliability); it ensures
that every defect is classifiable using the built scheme; it has 5 to 9 categories (number
of items that a human short-term memory can retain [16] [17]); it has examples given for

5



Bug classification using Machine Learning Algorithms

each category. This criteria is important to keep in mind, to better understand the possible
advantages and downsides for the following studies.

Numerous defect classification frameworks have been established drawing inspiration
from the Orthogonal Defect Classification (OD{) concept introduced in 1992 by Chillarege
and Bhandari et al. [16]. This concept was developed with the primary objective of extracting
information about the software development process from detected defects. Consequently,
within the [ODJ framework, the authors mention that the categorizations of defect types
should exhibit clarity and transparency, ensuring that programmers can clearly understand
them, without the risk of ambiguity or confusion [16]. These pertinent categories comprise
the following:

« Function error: affects capability, end-user interfaces, product interfaces and re-
quire a formal design change;

« Assignment error: errors in few lines of code, such as the initialization of control
blocks or data structure;

 Interface: errorsininteracting with other components, call statements, control blocks
and others;

« Checking: problems with logic in data validation;
« Timing: errors in shared and real-time resources;

« Build / package / merge: errors that occur due to mistakes in libraries, version
control or management changes;

« Algorithm: efficiency problems that can be fixed by re-implementing an algorithm or
data structure without a design change.

The researchers derived these concepts through a rigorous analysis of both the symptoms
of the defects and their underlying causes. As such, OD( can indicate the structure of the
software involved in the failure but not the type of issue, and some researchers argue that
this classification scheme should be used in a complementary manner with other taxonomies
to better understand the issue at hand. An example given by Catolino et al. mentions that "a
developer can first use our taxonomy to understand the type of bug that occurred and then
refine the process by using [0D({ to characterize the program structure causing that bug type”
[71.

Continuing the exploration of the contributions of Catolino et al., these researchers also
studied the field of automatic bug classification, further mentioned in k.4, and created a
method in which manual labeling was needed [7]. As such, the bug reports were classified as
belonging to one of the following relevant categories:

« Configuration: caused by wrong usage of external dependencies or issues in config-
uration files (xml or manifest artifacts);

« Network: server issues due to a network problem, unexpected server shutdowns, or
misused communication protocols;
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« Database: problems in queries or database connection;
« |[GUI: styling errors and unexpected failures in the form of unusual error messages;
« Performance: memory overuse, endless loops and energy leaks;

« Permission / deprecation: related to presence, modification or removal of depre-
cated methods or Application Programming Interface (API)s (and their permissions);

» Security: vulnerabilities that commonly refer to unused permissions and reloading
parameters;

« Program anomaly: wrong return values, exceptions, unexpected crashes and other
issues related to code logic.

In a similar approach, Zhang et al. [18], also mentioned in .9, needed to come up with
a classification scheme to label their data as well. Some of the types defined include the
following:

« Content: containing issues of subtypes related to Static Content, Data Transmission,
Data access, and Data management;

« User Interface: containing issues of subtypes issues related to Layout, Compatibility,
Links, Readability, Accessibility, Cookie, Streaming Content and Client-side Scripting;

« Navigation: containing issues of subtypes related to Bookmarks, Redirect, Frames
and Framesets, Site Maps and Internal Search Engines;

« Component: issues related to Style, Validation, Storage, and Exception;
« Security: with no related subtypes;

« Configuration: with no related subtypes;

« Performance: with no related subtypes.

It is important to emphasize that the category scheme created in this study and its labels
are specifically designed for use in web-based applications, which accounts for their strong
reliance on bugs related almost exclusively to visual elements. This focus on the visual as-
pect explains the limited and almost non-existing differentiation among backend categories.
However, given the streamlined nature of this study, these classifications can serve as a
foundation for researchers to develop more comprehensive frameworks that incorporate a
broader range of backend categories.

The Hewlett-Packard Software Metrics Council created a standard defect terminology
that could be used for multiple different HP projects [3]. The classification model uses the
following image as definitions:
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Figure 2.1: Categorization of Software Defects used by Hewlett-Packard (1996) [2][3].

These types of definitions are meant to be used by selecting one descriptor for each one of
the questions (Where? What? Why?). As an illustration, consider a situation where there
is a defect, such as a "Design” flaw, where a portion of the "User Interface” outlined in the
specification is "Missing”. Despite being created nearly 30 years ago, the categories in this
scheme remain highly relevant and applicable to contemporary software issues. This endur-
ing relevance is one of the key reasons why the study continues to be widely cited in the field.

Endres, from IBM Laboratory in Germany [19], was among the early trailblazers in the
field. In 1975, he authored a paper on the analysis of error causes in system programs. In this
research, Endres introduced an error protocol form that, during its initial phase, classified
problems into various generalized groups, such as: Machine Error; User or operator error;
Suggestion for improvement; Documentation Error and finally Program error (not previ-
ously identified). The researcher then created a great number of complex subgroups made
of types of errors, such as:

« Errors in the understanding of the problem and choice of algorithm to solve it;

« Errors that lie in the implementation of the algorithm, such as translation of an algo-
rithm into a programming language;

 Errors that the author describes as “errors in the code which must not remain there (...)
and can be removed by people who are not programmers or have no detailed knowledge
of the project” [19].

Each of these subgroups was then divided into more sections, which give more detailed (al-
though extensive) information about the type of bug, but which do not align with the objective
of this dissertation.

In 1982, Ostrand et al. mentioned that a number of studies and issue classification
schemes created to date included “ambiguous, overlapping, and incomplete categories, too
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many categories, and confusion of error symptoms, error causes, and actual errors” [20].
Although the scheme created by this study is mainly focused on the programming aspect of
errors, it still remains a staple in this field many decades later, as it laid the groundwork for
numerous subsequent research endeavors in the field, especially given its publication date.
The relevant attributes are the following (as written by the authors):

« Major Category:

— Data definition - Code which defines constants, storage areas, control codes, etc;
— Data Handling - Code which modifies or initializes the values of variables;

— System - Error in the program’s environment, including operating System, com-
piler, hardware, etc;

* Type:
— Address - Information which locates values in memory (array index, list pointer,
and others);
— Control - (...) code identifying different output display formats;

— Data - Primary information which is processed, read, or written;
* Presence:

— Omitted - Something was left out;
— Superfluous - Something was present that should not have been;

— Incorrect - Something present had to be corrected.

In a real-life context, an issue described as "When output screen C was re-displayed to add
more names to the destination-table, source lines were created with the “indexed-by’ phrase
overlaying the ’destination-table’ phrase” would be classified as Data Definition / Control /
Omit [20].

While in the mission of aggregating historical datasets of defect data using different cat-
egorization schemes, Seaman and Shull et al. [21] created a scheme based on OD( [16], to
facilitate the mapping of issues found in NASA software inspections. The created scheme
involves the following categories on design and source code inspection defect types (as de-
scribed by the authors) [21]:

+ Algorithm / method: Error in the set of steps used to solve a problem or computa-
tion, including incorrect implementation of algorithms, or calls to inappropriate func-
tions;

« Assignment / initialization: A variable that is assigned a value incorrectly or is not
initialized properly;

+ Checking: Inadequate checking for potential error conditions;

« Data: Incorrectly defined data structure, pointer or memory allocation errors;

9
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« External interface: Errors in the User Interface (UJ) (including usability problems);
 Logic: Incorrect logical conditions on if, case or loop blocks;

« Non-functional defects: Failure to meet non-functional requirements such as per-
formance, and lack of clarity of the design or code to the reader (comments included);

« Timing / Optimization: Errors that will cause timing or performance problems (e.g.
unnecessarily slow implementation of an algorithm).

These categories were delineated through a meticulous examination of NASA software as
opposed to encompassing general or open-source software, yet a substantial proportion of
these categories remain important for consideration within the context of this research. The
authors also presented a challenge encountered during the design of the categories that refers
to the issue of orthogonality. Given that these categories lacked mutual exclusivity, certain
defects posed difficulty in consistent classification. This challenge stemmed from the fact
that these defects had to be assigned only to one specific category, although they could be
assigned to multiple categories concurrently.

Sullivan and Chillarege (1992) [22] at IBM defined the difference between what is an er-
ror type and a defect type. According to the researchers, a defect type is a higher-level classi-
fication that includes and distinguishes between [U] / design mistakes, coding errors, timing
errors, and administrative mistakes, while an error type is a more low-level programming
mistake that led to software failure. As such, the researchers classified the type of Software
Defect as a function defect, algorithm defect, assignment defect, interface defect, timing de-
fect, and build / merge defect (due to version control errors).

More recently, in 2023, some researchers proposed a new classification scheme, based
on the work of Sullivan et al. [22] and others. The proposed Defect Classification Scheme by
Sultan et al. include the following relevant types [23]:

 Interface errors:Errors that visually appear in the UI;

« Calculation errors: Errors that appear in areas that had calculations done before;

Loading errors: Errors in response time for loading data;

Security errors: Errors in the imbalance of privileges and rules for each user;

» Business Logic errors: Inconsistencies within the logic.

This scheme provides a good general description of the types of defects that exist, although
it is not very detailed because no subtypes were defined.

Considering the publication dates of certain previously mentioned studies, it is impera-
tive to recognize that, while they continue to hold contemporary relevance within the realm
of current software development (specifically related to back-end functionalities and algo-
rithmic components), some do not address the evaluation of visual effects or [UJ concerns.
This omission is attributable to the historical context in which these studies were conducted,
since the prevalence of [U] issues and visual effects in software design only gained promi-
nence during the 1990s and 2000s, concomitant with the expansion in scale and complexity
of the World Wide Web and operating systems [24].
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2.3 Classification Models

This sub-chapter presents multiple methodologies implemented by previous researchers
as a means to better understand the solutions and types of algorithms available to solve the
problem at hand. While not all these methodologies share identical objectives with our study,
there are commonalities within them and each implementation yields diverse results due to
nuanced variations in algorithmic steps.

Younus Javed et al. [25] proposed a system in which Eclipse and Mozilla Firefox data is
obtained, ending in a dataset of 29,000 records. They used a Bag of Words (BOW) approach
to the data because it has very large dimensionality in its raw form. This method combined
with feature selection techniques such as Chi-Square Testing and Term Frequency - Inverse
Document Frequency (TF-IDH) algorithms result in taking the best K terms from the entire
vocabulary. This results in more accuracy of the model and also in better time efficiency.
Given the subset of features obtained, the researchers trained a Multinomial Naive Bayes
(NB) supervised learning model based on the assumption that any feature of a class is not
related to the presence (or absence) of any other feature. The researchers found that the use
of Chi-square instead of greatly impacted the accuracy in a positive way and that the
accuracy reached its best result with a training / testing ratio of 1:11. The maximum accuracy
obtained was 86%, which is a noticeable result.

Zhang et al. [18] proposed a data mining approach to classify bug types while using
the Chi-square algorithm for feature extraction. On a more detailed note, the researchers
mined 6,700 reports from the Bugzilla public BTS, of which they used each BR’s summary,
comments, and their category. These strings were then preprocessed to filter out punctuation
and manually defined stop words. These reports were then manually labeled with previously
defined types, so they could be separated into training and test data (to evaluate the accuracy
of the models) and to prepare the training dataset for classification. The defined and used
types were mentioned in p.3. For feature extraction, the researchers mention the use of Chi-
Square instead of the commonly used TF-IDH, because it measures the relationship between
two variables: a feature and category. Then, supervised learning was used. The chosen model
was Support Vector Machines (SVM) that achieved more than 70% prediction accuracy in
most tests, with different training / test ratios and different types of model tuning. Compared
to the study mentioned previously [25], Younus Javed et al. found that their own model had
a much lower processing time, as the SVM| (used in Zhang et al’s study) [18] processing time
quadratically increases as the number of documents grows.

Although not entirely within the scope of this dissertation, another study authored by
Mani and Sankaran et al. [26], found that the description included in the bug report itself
(which most studies in the area are based upon), involves a great amount of noisy text infor-
mation, such as code snippets and stack trace details. This will inevitably affect the learning
of the classifier and lead to sub-optimal outcomes. Moreover, the conventional model
based on this type of textual information as a means to model for feature generation fails
to capture the nuanced syntactic and semantic information of the phrases and the inherent
word order. To solve this, the researchers propose a bug report representation algorithm, us-
ing Attention-based Deep Bidirectional Recurrent Neural Networks (DBRNN-A). This par-
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ticular model showed its capabilities to learn the context representation over large word se-
quences, such as those present in a bug description. Furthermore, the authors call attention
to how using only the title information significantly reduced the classification performance,
highlighting the importance of the BR| description, at least in the context of bug triaging [26].

Tan and Liu et al. [27] studied randomly sampled bugs from Bugzilla databases in an at-
tempt to create an automatic classifier that would analyze if a root cause of a bug is semantic,
security or concurrency related. To do this, the researchers used a approach in the BR
summary, bug description, and discussion comments. The researchers then experimented
with multiple classifiers (all of which use supervised learning on manually labeled BR]), such
as [SVM, 1ibSVM, Bayesian Network, and J48 decision tree. A 10-fold cross-validation was
conducted on the training set (randomly sampled), to find the best parameters and classifi-
cation algorithms. Through all of the layers of their implementation, the final results for the
algorithm presented achieved an average F-Measure of 75.6%, a recall of 77% and a preci-
sion of 74.6%, which is noticeable. As expected, the results in these metrics vary greatly for
each root cause, but it seems to be highly related to the amount of training input given to
the models, e.g., the memory bugs represent 14% of the root causes in Bugzilla bugs, and it’s
precision was just 67%, whilst the semantic root cause represents 85.8% and their precision
was of 93%.

Lo, Thung and Le [28] proposed an automated active and semi-supervised approach,
based on the defect families defined by Thung in a previous study [29]. This previous study
defined three defect families, which were derived from the [0D( [16] scheme and included:
structural, non-functional, and data flow. The researchers then used Natural Language Pro-
cessing (NLP) techniques to preprocess the bug text information (title and description) in
BR| from JIRA public repositories. In addition to this data, since the BR| analysis was post-
mortem (after the issue was marked as solved), the changed code (bug fix) was also extracted
and preprocessed using two abstract syntax trees built with a large amount of statistical data.
As this type of classification uses more than two class labels, the researchers mainly used SVM
Multiclass [30] in the data originating from syntax trees and textual information to train the
model using previously labeled bugs. This approach got a weighted average for precision, re-
call, F-measure, accuracy and Area Under ROC Curve (AUC-ROQ) of 0.69, 0.7, 0.692, 0.778
and 0.779, respectively. Building on their previous work, Thung et al. tried a new approach,
implementing clustering (K-means), combined with active learning and semi-supervised al-
gorithms [28]. This would result in a lesser need to create larger training datasets through
manual labeling done by developers (named Oracles). The newer improved model used in
this approach (named LeDEx / Learning with Diverse and Extreme Examples) achieved a
precision score of 0.651, a recall of 0.669, F-measure of 0.623 and an of 0.710,
which outperforms by a substantial margin other state-of-the-art multiclass classification
algorithms that support active learning [28]. In addition to performance improvement, to
obtain these results, only 50 defects were manually labeled versus 500 from the previous
study.

Huang and Persing et al. also explored the automatic generation of classifications based
on0D( [16], employing a framework called AutoODC [31]. Like other researchers, this prob-
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lem was framed as a supervised text classification task, but with a different approach. While
typically most researchers resort to only annotating each BR with one of the predefined la-
bels, Huang et al. not only did this annotation but also identified which words and segments
within the report’s summary and description contributed to the classification decision. Ad-
ditionally, they employed a technique called discourse analysis to remove text segments that
were considered unlikely to be relevant for classification. Although this approach might ini-
tially seem time-consuming, since the entire defect record has to be read in order to identify
its category, annotation of relevant text is relatively straightforward. The resulting text was
processed using the typical text tokenization, and stemming. The other unusual approach
is a one-versus-other training scheme. This consists of training one classifier (SVM / NB)
to determine if a report belongs to each one of the labels i.e. one classifier represents one
OD( class [31]. For prediction, all models are inquired, and the one that yields the highest
confidence is the one that assigns the final predicted label. The performance of this imple-
mentation was achieved via 5-fold cross-validation, showing that the overall accuracies were
of 77.5% for NB and of 75.2% by SVM on a FileZilla dataset with 1 250 samples. As for the
precision, recall and F-score achieved (with [NB) across all classes averaged 66.73%, 78.13%,
and 68,44%, respectively, although there’s a very high disparity in between classes (detailed
results can be seen in [31]).

With the same goal as Huang and Persing et al., Lopes and Bernardino et al. did some
experiments with various types of MI] models on automatic [DD{ categorization, including k-
Nearest Neighbors, SVM, [NB, Nearest Centroid, Random Forest and Recurrent Neural Net-
works [32]. A total of three researchers participated in manual labeling (with two of them
doing an external verification) of a total of randomly selected 4 096 closed and resolved bug
reports. The researchers highlighted the lack of balance between classes that would poorly
bias the chosen models. In order to deal with this challenge, undersampling took place in
order to decrease the number of reports in classes with an higher number of samples until
balance is achieved, while the smaller classes suffered no changes. In the cases that smaller
classes had too few samples for them to be relevant in the research, they were discarded. For
feature extraction, several techniques were used, such as BOW, Term Frequency (TE) and
TF-IDF, and for dimensionality reduction, Principal Component Analysis (PCA) was used
due to its simplicity to achieve a smaller ration between number of samples and number of
features (common in textual data) of two, to avoid overfitting. Although the results in perfor-
mance of were not the best, specially in the broader [DDJ categories, such as Impact, Defect
Type, and Qualifier, which averaged a accuracy, recall and precision of 35.9%, 35.9% and
37.5%, and using RNN, Linear SVM and RBF SVM|, respectively. The researchers mention
that this class performance was expected due to the their low quantity of data and because
”as these attributes fully related to what is changed in the code, thus being the most difficult
cases to classify solely based on the text of the bug reports” [32]. Even as such, the solutions
presented for dealing with an unbalanced dataset in this context and the process of creation
of the dataset prove to be useful for new researchers dealing with manual labeling.

Nagwani and Verma [33] have done a great amount of research in this field, but this
study in particular used Bugzilla bugs combined with techniques and a Suffix Tree Clus-
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tering Algorithm (through an open source framework called Carrot2) to classify software
bugs. This clustering algorithm proved to be very useful as its entropy, purity, time, and
number of clusters were evaluated. Overall, the authors agree that this algorithm ensures a
good way to classify bugs in small time, with good cluster purity.

Catolino et al. [7], decided to use only the bug summary / description, along with [TF-IDF,
Latent Dirichlet Allocation (LDA)-GA and logistic regression to achieve automatic bug clas-
sification. Given the classification scheme created (previously mentioned in p.2), some of
the authors manually analyzed, classified, and validated each assigned label in various pub-
lic bug samples. In total, more than 1,000 were manually labeled. In the last iteration, the
agreement on the assigned label was 96%, which is notable because the researchers have
many years of experience. The authors mention that using this enhanced version of LDA
(LDA-GA) eliminates the problem of setting the parameter that defines the number of topics
to extract. This algorithm was used to understand the main topics in each issue for statistical
analysis. The authors justified the use of versus other techniques such as Word2Vec,
because it improved the F-Measure by 13%. For classifiers, the grid search algorithm was
used to identify the best hyper parameters for each model, and of all studied, logistic re-
gression showed the best results with an F-Measure, and Matthew’s Correlation
Coefficient of 64%, 74% and 72%, respectively.

Mozilla, the company responsible for Bugzilla, one of the most widely used BTS, in-
troduced a MI] tool called BugBug, designed to improve bug management efficiency [34].
Although this tool is already capable of distinguishing bugs from other requests, assigning
appropriate developers, identifying spam, determining the need for Quality Assurance veri-
fication, among others [35], the purpose of the following ”"subtool” is to automatically assign
a product and component to a new reported bug (further elaborated in .3), streamlining
bug resolution. To accomplish this, Mozilla used the vast repository of bugs manually classi-
fied by volunteers and developers over the course of two decades on their platform, and the
final dataset included 100,000 bugs. Certain bugs were excluded from consideration due to
insufficient data associated with their respective components, indicating a lack of historical
relevance for those components. The tool makes use of the MI] model XGBoost, however the
specific details regarding the bugs’s distribution through the various components were not
disclosed. To train the model, various features were extracted from the bug titles, initial com-
ments, and associated keywords / flags. These were pre-processed using a model with
1-grams, and stopword removal in efforts to reduce the training phase time. Given
that BugBug is already integrated into Bugzilla’s platform, its results are only applied to the
bug when the confidence of the model exceeds a predefined threshold that is currently set at
60%. This threshold achieves a precision rate that exceeds 80%, which is positive. According
to their GitHub repository, BugBug also incorporates an automatic bug type classifier, more
related to the topic of this dissertation [35]. The downside is that it currently only comprises
five labels: crash, memory, power, performance, and security; however, these are planned
to be expanded due to their relatively small size.

In a similar effort to BugBug, Kallis and Panichella et al. developed a tool to assign
labels to GitHub project issues called Ticket Tagger [36]. Due to its requirements for porta-
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bility and non-intensive so it could be deployed on a low-end server, the model chosen was
the linear classifier supervised FastText on 30,000 previously labeled samples. These labels
available for classification in this context were: bug report, enhancement, question, and all
reprise the same ratio in the dataset. These are the labels prevalent in GitHub issue track-
ers. The method employed involves concatenating the issue’s title and body, which is then
tokenized and converted into a representation, which are used as input for the training
capabilities of the model. The model achieved great results across all three labels, averaging
a precision, recall, and F-score of 83.2%, 82.6%, 86.6%, respectively, using a 10-fold cross
validation.

Overall, from this review of the literature, we can access that many studies in this field
have common points in their implementation, especially when it comes to text pre-processing
and NLP, since MI] models cannot understand words the same way humans do. There is a
“pattern” that can be found in text classification implementations and that can be described
in the following matter [37]:

1. Data Cleaning Methods to remove noise, and irrelevant words that won’t add great
amounts of information to the document. This includes stop word and noise removal,
capitalisation, tokenization, lemmanization, and stemming (turns words into their most
simple morphological form);

2. Feature Extraction methods to use as a mathematical modeling as part of a classi-
fier, usually by calculating the amount of times words appear in a document, relating
them to how relevant they might be, or other statistical methods. These include BOW,
TF-IDH, Word2Vec, FastText, and GloVe;

3. Dimensionality reduction methods to retain only the most important informa-
tion in a document, and to help reduce the size and computational cost of training the
models with big feature spaces in the datasets. These methods include PCA|, Linear
Discriminant Analysis (LiDA]), non-negative matrix factorization, Autoencoder, ran-
dom projection and others;

4. Classification algorithms that usually use supervised learning, such as NB|, K-Nearest
Neighbor, SVM, decision trees, random forests, or deep learning classifiers as deep
neural networks, recurrent neural networks, and others;

As for semi-supervised or unsupervised approaches, not very common in the field of bug
classification, when used in research of other problems involving text classification usually
include clustering techniques to exploit the existence of small portions of labeled versus unla-
beled data by clustering similar points together. Then it is assumed that all points in a cluster
share the same label if there are some labeled data present within it [37]. Most researchers
tend to employ supervised learning approaches, even in cases where they encounter limited
quantities of labeled data or where manual labeling is necessary.
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2.3.1 Emerging Methods with LLMs

With the very recent rise of Large Language Models (LLM) (such as OpenAI’s Generative
Pre-training Transformer (GPT]) [38] and Google’s BERT [5]), and their accessibility, some of
the mentioned text classification and techniques could have become obsolete, as these
models can achieve better performance than most statistical models, due to the large amount
of text data on which they have been trained [39]. These tools specialize in generating co-
herent and contextually relevant text, and their capabilities have been proven in fields such
as text analysis (especially sentimental) [39].

In 2022, Mohammed Siddiq and Joanna Santos studied the possibility of using a BERT-
based classification technique to automatically classify real-world GitHub issues as bugs,
questions, or enhancements [40]. They extracted more than 700 000 labeled issue reports
and used 80 518 in their test set to evaluate the performance of the proposed solution, which
ended up achieving a remarkable 0.8586 F1 score, with an average of 0.8571. To obtain these
results, the researchers performed data preprocessing, in which text cleaning and feature ex-
traction are included due to the high number of code segments in the issue descriptions, as
well as white space and line breaks. Then, as BERT is a pre-trained model, it requires data
in a specific format, so that transformation was done (bert-base-uncased). This pre-trained
model was chosen because it only takes in lowercase characters. For training, the AdamW
stochastic method was used and its results were very positive.

In another type of implementation in the search to improve bug-related software quality,
a study was carried out in which a method was created to predict the severity of the problem
using source code metrics and [41]. In practice, this was done through analysis of more
than 3 000 buggy methods from open source projects, and public code metrics (such as lines
of code, cyclomatic complexity, nested block depth, and others). These were used to train var-
ious classic machine learning models, such as[SVM), Naive Bayes, Decision Trees, and others.
The researchers also used the pre-trained called CodeBERT which was trained on pro-
gramming language and natural language inputs, and as such fit the needs for the algorithm
implementation, although no bug descriptions were mined in the dataset, as commonly used
in other studies in this field. As the Random Forest model showed the best results, even
though no hyperparameter tuning was performed, the model was chosen and used to com-
pare performance versus the CodeBERT model, and the outperforms it by 29%, 33%
and 140% for F1-weighted, and Matthews Correlation Coefficient, respectively.
These numbers show just how much improvement can provide to MI] studies.

In an implementation to detect buggy code, based on a code pair classification task,
Kamel Alrashed tested various models, with differences in how they were fine-tuned [42].
In this in-context approach, the [LLMis (GPT-3.5 and CodeLlama) are prompted with a buggy
version of code and its fixed version, instructing the model to select the buggy one. The
difference in model performance with the code-pair classification was very impressive com-
pared to a common binary classification approach, as the accuracy increased from 54.15% to
72.93% for GPT-3.5, and from 50% to 69.87% for CodeLlaMa. The F1 scores were 84.34% and
82.26%, respectively, which is notable. Compared to the supervised learning approach used
with CodeBERT and CodeTs5, directly fine-tuned with different batch sizes, learning rates,

16



Bug classification using Machine Learning Algorithms

and number of epochs, the results are even more noticeable, as these two models had very
low performance, as they both guessed correctly 50% of the time (closer to random guessing),
which the researcher attributes to the small dataset through which they were tuned.

2.4 Conclusion

This chapter provided a review of the state of the art in bug classification machine learn-
ing models and bug taxonomy classification schemes. Each study discussed provided insight
into the development of prevalent methodologies, highlighting potential avenues for future
research and implementation. The review offers a balanced assessment of the strengths
and limitations of the existing classification frameworks, highlighting the practice of reusing
datasets with highly generalized labels, which provide little information about the issue itself.
The creation of new classification datasets to be used with other models frequently replicates
this issue, resulting in tools that fail to provide meaningful insights to developers about the
bugs reported. There is a clear need for a tool capable of categorizing issues previously iden-
tified as bugs into more informative subcategories, enhancing the context and information
passed on to developers. Furthermore, this area of study has garnered significant academic
interest due to its importance for software quality, even more so with the recent rapid rise of
to facilitate tasks.

The results of some of the classification [MI] implementations mentioned can be seen in
Table k.1, to compress and simplify the performance analysis [1].
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Chapter 3

Methodology

3.1 Introduction

Most studies on bug classification and prediction (even if not entirely aligned with the
present research) rely on prelabeled datasets. However, it is crucial to recognize that cat-
egorizations can vary greatly depending on the observer’s perspective (further discussed in
B.5). As aresult, the model’s perspective, acquired through training, can differ from the orig-
inal intent and context of the bug reporter, particularly in unseen data. This discrepancy can
impact the relevance of the model’s results [13].

To address the high complexity of textual data, this study employs supervised learning
techniques, which have proven effectiveness in similar datasets and intents, as described in
Section p.4. This methodology, achieved with the technologies presented in Section .d, is
presented in multiple stages, which include: an overview of data pre-processing and extrac-
tion (Section B.3); a description of the types of category that make up the labeling system
(Section B.4); and the dataset creation process (Section B.5); and a detailed explanation of
the machine learning process and the evaluation techniques used (Sections B.6 and 5.7, re-
spectively).

3.2 Technologies Used

Although the list of technologies used throughout this implementation is relatively con-
cise, this subsection provides a detailed and comprehensive examination of the most relevant
ones.

3.2.1 Python

Python is an open-source high-level interpreted language, and is considered general-
purposed even though its use is most popular in MI] and Data Science implementations, due
to the rich ecosystem of free libraries and frameworks that accelerate the development [43]
[44]. It was created by Guido van Rossum in 1991 and is characterized by the peculiar way
code is written. The logic blocks are written and defined through white space indentation,
resulting in very clean code. Its versatility with multiple different technologies and ease of
learning and use keep it as a top option for programmers despite its drawbacks, like slow-
ness and large memory consumption related to its dynamic typing nature. The full code
of this methodology was developed with Python version 3.10.2, using Visual Studio Code, a
lightweight Integrated Development Environment created by Microsoft. This tool enhances
productivity through its combination of features, including support for extensions such as
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Git for version control and IntelliSense for intelligent code completion. In addition, its inte-
grated debugging [U] and terminals greatly contributed to the development process.

3.2.2 Sklearn

Scikit-learn is a widely used Python open-source library for MIJ that provides simple and
efficient tools for data analysis and modeling. Built on top of NumPy, SciPy, and Matplotlib,
this library contains a very extensive and well documented list of different algorithms for
classification, regression, and others, which functions as a very good foundation for very fast
implementations and evaluations in those fields [45]. In this implementation, this tool was
used mainly for evaluations, described more extensively in Section B.7.

3.2.3 PyTorch

PyTorch is one more open source deep learning framework developed by Facebook,
known for its flexibility in building deep learning models, such as those used in language
processing. This framework facilitated efficient utilization of the full computational power
of available Nvidia GPUs through CUDA support. Using both the framework and CUDA, de-
velopers can run implementations across multiple GPUs in parallel, significantly accelerating
the computation process associated with model training.

3.2.4 Transformers

The Transformers library, developed by Hugging Face, is a robust and comprehensive
toolkit specifically designed for engaging with state-of-the-art models. This open-source
platform gained popularity and recognition for democratizing access to advanced tech-
nologies and resources. It is particularly used for its extensive collection of pre-trained trans-
former models, including widely utilized architectures such as and Meta’s LLaMA. Its
usaeg is explained further in Section B.6.2.

3.3 Data Extraction

In the field of data mining, it is important to keep in mind the quality of the data under
study due to its consequence in determining the efficiency and reliability of the prediction
model. Poor data quality leads to unexpected negative details of predictive results. To ensure
the credibility of the model, it is also important to use real-world data, which can be extracted
using the most widely used BTS, such as JIRA and Bugzilla. These platforms have hundreds
of thousands of BRls, and some companies (such as Eclipse, Apache Foundation, Mozilla and
JIRA itself), have their bug reports open to the public, as some of their software is open-
source, and to allow clients to report their biggest problems e.g: Mozilla Bugzilla’s Website

B.2.
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Figure 3.1: Atlassian’s JIRA public dashboard. Available at: https://jira.atlassian.com/issues/
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Figure 3.2: Mozilla’s Bugzilla public dashboard. Available at: https://bugzilla.mozilla.org/

These tools also provide well-documented public APIs that allow queries of dozens of
different projects and types of bug reports that we want to extract. As observable in figures
B.1] and B.2, every issue reported to these has a different set of categorical and non-
categorical (free text) attributes that characterize them and can be filtered until the appro-
priate results are returned. These attributes are very helpful and include the following: id,
assigned_to, component (to which the issue belongs), status, severity, url, summary, key-
words, dupe_of (if it is duplicate), estimated_time (devoted to fixing the bug), and many
others [46]. In these, an attribute called classification is also present, and according to
the documentation it "tends to be used in order to group several related products into
one distinct entity” [47], however, in real-world scenarios, this classification seems to fall
short and lack the amount of information that could be given to bug-fixing developers, i.e.,
in Mozilla’s case in which the Figure B.q shows the only classifications available.
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Product Compenent Status Resolution
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Calendar Accounts and Sync CLOSED WORKSFORME
Chat Core ach / Acholi INCOMPLETE
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Figure 3.3: Mozilla’s Bugzilla potential categorical attribute values. Available at:
https://bugzilla.mozilla.org/query.cgi?format=advanced

Since this research is based on textual descriptions made by the reporter on the issue,
the relevant (and used) attributes are id, summary, and status. Of all the statuses available
as options to filter out issues (which can be observed in @, the most relevant one for the
research was "CLOSED” (although not restrictive), as it defined the end of the bug lifecycle.
Regarding the type of issue, it was defined in the [AP] request as a ”defect”, since improve-
ments and other types of issue do not have any relevance to the algorithm.

As for Atlassian’s JIRA, a Python library was used, which makes the interaction with the
[API a lot easier. Through it, issues were filtered by type "Bug” and all projects available in
the organization’s JIRA were selected, hence the empty string in Listing .1, to ensure the
most variety possible in the types of bugs that could be found.

Listing 3.1: JIRA library usage to filter issues.

from jira import JIRA
jiraConnection = JIRA('https://jira.atlassian.com')
issues = jiraConnection.search_issues(f'project="" AND type=Bug',

startAt=start_at, maxResults={max_results})

3.4 Classification Scheme Creation

Of the studies reviewed, most classification schemes sound incomplete, either due to
the historical context in which they were created or simplified for research purposes, and
therefore are not entirely accurate for real-world problems, as they seem to lack useful and
detailed information. The classes are too vague and include a great number of similar (al-
though different) types of bugs. It can be hard to assign only one category to each bug as
all software is dependent on itself, but the categories defined in these studies seem to have
little relevance in a real project in which the bug triaging / analysis process would not even
need human interaction. For example, it would be very helpful for quality assurance teams
if a reported bug could be correctly detected as a memory allocation problem and then au-
tomatically assigned to the debugger with the most experience in the field or to the person
responsible for those types of tasks in the software project.

Keeping the previously mentioned classification scheme by Freimund et al. in mind [15],
it is possible to create a new scheme that is generic and extensive enough to be used by most
software developers, regardless of the architecture of the software that has been built. Ide-
ally, this classification scheme should be technical enough to be objective for developers and
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provide a great deal of examples due to the difficulty in one-class classification mentioned in
previous sections. Taking into account the strengths of the research and the schemes men-
tioned in Table b.2, and keeping their weaknesses in mind, the result of the proposed classi-
fication scheme as shown in B.1. With the scheme, some examples are given to each subtype
as way to clarify the concepts.

This scheme allows for a more complex and precise description of each bug, giving develop-
ers more information, and its use can be more versatile in future studies of automatic bug
triage. Given the involvement of multiple classes, it was expected that the efficiency and per-
formance of the model would suffer negatively. To preempt this, a hierarchical classification
approach was thought out, fragmenting a complete multi-class problem into a set of smaller
classification problems. This strategy ensures that even if the performance / confidence of
the model in each sublabel is low, it would still provide developers some relevant and ac-
curate information confidently, although more generalized. For example, while the model
might correctly identify a bug related to as interface-related, pinpointing its exact sub-
type, i.e. a navigation-related issue, might be trickier due to the higher number of classes
dedicated to the GUI, and possible similarities in the text within the subtypes. Still, knowing
that it is a [GUJ-related bug is valuable information for developers, even if the finer details
are not clear. It is preferable to have accurate information for comprehensive bug analysis
rather than a plethora of uncertain and not-confident / reliable details. In addition, given the
subjective nature of software performance, where resource consumption can be justified by
program requirements, and user perceptions of acceptable wait times may be skewed, adding
more granular subtypes to this main category proved to be counterproductive. Furthermore,
many performance-related issues reported are often symptomatic of other underlying prob-
lems, making finer categorization less effective in addressing the root causes.

3.5 Datalabeling

The development of a new classification scheme implies that there must be a meticu-
lous data labeling process, aligned with the classes within the scheme. Manual data labeling
requires a substantial time investment and is very repetitive and prone to errors, especially
since it demands great attention to detail. Many researchers mentioned the benefit of col-
laborative efforts within research teams, which greatly alleviated time constraints, but also
mitigated the likelihood of biased classifications, as there was a comparative analysis be-
tween all members. These analysis created discussions until a consensus (or majority ap-
proved) label was reached [29] [13] [7]. This collaborative nature of the manual labeling
process also has advantages from the perspective of diversity of expertise. Each researcher
who participates in the discussion typically has unique experience with various technologies
for different amounts of time, thus enriching the discourse with diverse perspectives. This
diversity enables the exploration of multifaceted viewpoints, potentially shedding light on
nuanced aspects of bug classification that might otherwise have been overlooked. Given the
lack of human resources for the author to engage in collaborative discussions, this limitation
was addressed by leveraging the capabilities of the ChatlGPT] 4 and 3.5, in an attempt to
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Main Type Subtype Definitions Example
Authorization Wrong user access authorizations and privileges, and | Users can access my project de-
other security credential issues. tails through the API even when
settings say it’s private
System Misconfigurations | Errors in tuning of compatibility that prevent different | The installation package doesn’t
softwares of working together. ask the OS for the required per-
Security missions
Vulnerabilities Errors detailing security breaches that can be exploit | Chart component allows XSS
to detriment of the software and its data. through project name filter

Calculation Wrong value calculations due to wrong formulas and | Time left in component showing

other counting issues. 2 more hours due to wrong time-
zone
Functional Wrong iterative and conditional blocks of code, return | The program deleted a non-
values, unexpected crashes and other functional er- | selected project
rors.
Internal Search Engine Issues with misleading and wrong search results, | Search bar returns 0 results
queries and suggestions. when index 41600 is reached
Libraries Issues related to the sub-optimal utilization of external | Third party form submitting
Code Logic libraries, whether due to programming or the usage of | package is incompatible with
outdated versions. version 4.12
[AP] Integration Errors that include misleading [AP] endpoints or re- | /projects GET endpoint returns
sponse codes, as well as unexpected responses or re- | wrong HTTP code but returns
quired parameters. correct data
Incorrect Data Structure | Issues with data types defined as expected versus | Database constraints are not
found. well defined
Memory Faults Errors related to poor memory management and allo- | Out of memory exception when
cation. uploading file under size re-
quirements

Pointer Faults Exceptions caused by wrong pointer usage, includ- | NPE when creating a new con-
ing their incorrect nullity and inappropriate manipu- | text field on issue navigator
lation.

Data Transmission Errors related to unrelated, corrupted or unusable re- | The input on my forms does not
Data ceived / sent data. correlate to what the software
uses
Encoding Issues with text encoding / serialization schemes and | Can’t create username if input
other special characters. has special characters
Navigation Errors in changing views, broken links and pagination | When I click on my project, the
issues. settings button links to a 404
page.
Style Errors in styling, responsiveness of the graphics, resiz- | If I have too many projects in
ing, and device compatibility. my profile list, it’s not possible to
click on the delete button
Validations Errors in the validation of incorrect input data. Admin form submit button is
greyed out and doesn’t respond
even though everythings cor-
rectly filled
Content Errors in the display of information, incorrect / mis- | Delete icon is the same as the
GUI leading indications in inputs / buttons and other | submit icon, leading to errors
HTML elements and their functionality.

Accessibility Errors related to language and translation options, | Spanish month translations on
missing alt text, and other missing Web Content Ac- | the date picker is wrong
cessibility Guidelines.

Performance NA Errors related to code optimization, resource utiliza- | Rebasing a project takes 15 min-

tion and timing issues.

utes of load time and the process
is at almost 100% memory usage

Table 3.1: Proposed Bug Classification Scheme, with the definitions and examples for each type/subtype.
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lower classification bias.

3.5.1 ChatGPT for labeling assistance

ChatGPT is a state-of-the-art tool based on the GPT] (transformer) architecture,
developed by OpenAl. This model can generate human-like coherent text (and images) based
on input prompts given in text format. This is done through a deep learning approach to
understand (and replicate) natural language, which revolutionized the field. This model uses
unidirectional self-attention mechanisms that weigh the importance of different words in
a sentence through their internal relationships, from multiple perspectives, and was pre-
trained in various internet text data using unsupervised learning. It was then fine-tuned
with supervised learning techniques to improve its performance in replicating complex text.
Both ChatGPT 3 and 4 (the ones used in this research) have been trained on 175 billion and
100 trillion parameters, respectively [48].

ChatlGPT] has proven a wide range of capabilities, mainly due to the large amount of
text and image data used in its training, including content generation (i.e. creative writing,
image and report generation), use in conversational agents, as an educational tool of support,
and others. Although it "understands” text, it does not possess genuine understanding, so
its responses are based on patterns in the training data, which means the answers can be
biased, incorrect, or nonsensical. This was one of the challenges when trying to use this tool
to support the data labeling process.

For prompting, the initial classes were introduced to the model either by image repre-
sentation for ChatiGPT-4 or textual input for ChatiGPT-3. Subsequently, the description and
title were provided as input, and the model was asked to predict the type and subtype of that
sample. An example of a prompt follows: "Given the bug types for classification, how would
you classify this bug?” followed by the textual data of the BR. When the result was accurate
(given the context of the study), it revealed itself to be important because it added another
layer of valuable knowledge and perspective, enhancing the classification process beyond the
label assigned by a human with few years of experience in software development. This addi-
tional layer of input was particularly useful for resolving ambiguities in bug reports, where
the model’s predicted labels and justification for those choices helped clarify the intent of the
bug and addressed conflicts arising from (what initially seemed) multiple possible types.

However, several limitations were encountered during the use of this tool. Financial
constraints and prompt quantity limitations within ChatGPT-4 led to delays and a slow la-
beling process. Moreover, commonly it was clear that the model did not grasp the objective
of the task at hand, especially in the aspect of struggling to assign multiple labels / hierarchi-
cal classification consistently. In such cases, an example of the intention as given in hopes to
try to clarify the goal in a way that resembles one-shot classification, as this model is usually
successful in rapid adaptation in one-shot and few-shot tasks [49]. However, this aggravated
the problem of prompt quantity, as additional prompts were needed to maintain the classi-
fication accuracy and the model within the limits of the task. This was also exacerbated by
the limitation on the models’ tendency to misinterpret the context of the bug reports. For
example, bug reports related to libraries were frequently misclassified as Code Logic and
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of the Library subtype, overlooking the possibility (which was common) that the project in
which the bug report emerged could be the library itself, and not its usage through other de-
velopers. Taking this into account, the labels given by ChatlGPT] (with multiple prompts to
stay within the context) differed from those humanly assigned by 37%, which is a significant
percentage even with the amount of “help” provided to the model. Despite these challenges,
cross-checking the results generated by ChatlGPT with human labels proved beneficial, al-
though it slowed the labeling process due to quality control evaluation, to try to achieve a
high quality dataset.

3.5.2 Class distributions

As witnessed in previous investigations (referenced in B)), a notable but predictable chal-
lenge arises from the considerable class imbalance, attributable to the inherent discrepancies
among various types of bugs. Some types of issue are simply more likely to be reported. It is
also important to acknowledge the potential bias introduced by limitations on the expertise
of the individual author in software development. During the initial phases of the manual
labeling process, the selection of issues for analysis was performed by random sampling.
Each selected BR underwent inspection criteria, including a complete understanding of the
author and the presence of relevant information within the textual descriptions provided by
the author of the BR|, excluding comments from developers. Although some of the devel-
oper’s comments have key information about how the issue was solved, their removal was
a deliberate decision made after the analysis of a great number of bugs. Text data is highly
complex and hard to filter, and a great number of comments included developers discussing
categories, tagging each other for notification / assignment purposes, and reporters thanking
them / having other informal / non-relevant interactions. This approach aimed to uphold the
integrity of the data set by ensuring the inclusion of only pertinent information and informa-
tion that was very clear on the reason behind the bug that would otherwise severely affect
the quality of the learning algorithm if not filtered out. This method also excluded issues
not related to bugs (such as documentation and new functionality-related issues), as well as
those that were commonly misclassified, not in English, were clearly issues created only to
test the BTS, or relied solely on screenshots or different logs/crash reports. Subsequently,
the issues that met these criteria were labeled with the assistance of the insights given by
ChatiGPT] as mentioned in B.5.1. Bugs with associated duplicates (often referenced through
links or comments) were significant, as they described the same problem from various textual
perspectives and descriptions. This diversity facilitated easier labeling by providing multiple
points of view on the issue. The class distribution on this random sampling of 522 issues
(non-bugs included) is shown in Tables .9 and B.9, and Figure §.4.
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GUI
Security Main types Amount of issues

8% Performance Graphical User Interface 195

A Code Logic 93

18% Data -6

Code Logic Not Bug Security 42
Performance 30

Data

Table 3.2: Issue distribution through main types

Figure 3.4: Issue distribution through main types achieved through random sampling (Non-bugs not

achieved through random sampling. included).
Main Type Subtype Amount
of Bugs

Authorization 18

Security System Misconfigurations 12
Vulnerabilities 12

Calculation 9

Functional 40

Code Logic Internal Search Engine 8
Libraries 18

[AP] Integration 18

Incorrect Data Structure 14

Memory Faults 10

Data Pointer Faults 10
Data Transmission 31

Encoding 11

Navigation 47

Style 54

GUI Validations 16
Content 66

Accessibility 12
Performance NA NA

Table 3.3: Bug Distribution per subtypes.

Through the examination of the class distribution observed so far, it had become appar-
ent that an imbalance in classes was inevitable. This phenomenon arose from several factors,
including the likelihood that certain types of bug are reported more frequently than others,
as well as the inherent bias introduced by the requirement for the author to possess a com-
prehensive understanding of the bug and its context for it to be selected for labeling. For
instance, the author found bugs more accessible to comprehend due to their typically
straightforward descriptions, compared to Code Logic bugs, which often need a significant
amount of contextual understanding of the software to which they belong. Another observa-
tion to note is the percentage of non-bug issues that were identified (~16%). These include
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“bug” reports asking for enhancements, new features, asking for different user privileges or
accesses, asking for system deletions, compilations of issues, tests, and others. Although
this percentage may not be as substantial as reported by other researchers (mentioned in Sec-
tion .3, it still exerts a significant negative impact on the dataset.

Later, when the class imbalance started to have a severe impact on research, because
some labels had so few examples that the algorithm would not even consider them, some
issues were searched by hand based on keywords that were likely to be found in the descrip-
tion of bugs of that category. Using the research conducted by Catolino et al., which delin-
eated various topics within each bug category, as demonstrated in Table 3.4 [[7], a generalized
understanding of the approach was facilitated. Despite the differences in the classification
scheme proposed in this dissertation, their insights proved invaluable in shaping this aspect

of the methodology.

Categories Topics
Configuration issue link, file, build, plugin, jdk
Network issue server, connection, slow, exchange
Database-related issue database, sql, connection
GUI-related issue page, render, select, view, font
Performance issue thread, infinite, loop, memory
Permission / deprecation issue deprecated, plugin, goal
Security issue security, xml, packageaccess, vulnerable
Program anomaly issue error, file, crash, exception
Test code-related issue fail, test, retry

Table 3.4: Relevant topics by bug type [7].

To combat the low sample sizes in these classes, oversampling was used, as the websites of
the were browsed based on keywords that could be related to that class, based on their
examples. Such keywords are divided by subtype in Table B.5, and even though sometimes
these queries returned issues as "bugs”, those that were not actually bug related were ignored.
To ensure consistency and ease of reading, the color coding used in Table B.5 is identical to
that in Table 3.3. In the context of this study, the "Performance” type does not encompass
any subcategories, meaning that its associated keywords represent the class in its entirety.
These keywords were essential to address class imbalances within the dataset that was pre-
viously randomly sampled. Although some keywords are shared across various categories,
highlighting the inherent intertwining of software and occasional ambiguity in bug classifica-
tion, analyzing the full context and intent of each bug ensured that the use of these keywords
greatly facilitated the bug search process. As such, when queries on the respective website
returned relevant bugs given some of these keywords, they were analyzed and added to the
dataset with the most relevant type and subtype label.
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Subtype

Keywords

Authorizations / Permissions

password, permission, role, access, restricted

System Misconfigurations

configuration, mismatch, compatability, setup, default, settings

Vulnerabilities attack, attacker, leak, vulnerability, backdoor, brute force, malware, exploit, plain-text
Calculation calculation, wrong, value, results, bad, number, time, count
Functional NA

Internal search engine

query, results, inconsistency, SQL, search, wrong

Libraries

library, deprecated, outdated, upgrade, incompatible

[AP] Integration

http, REST, [AP], error code, status code, endpoint, request, response, payload, JSON, header, timeout

Incorrect Data Structure

wrong type, response, expected, typeerror, incompatible

Memory faults

buffer, overflow, memory, leak, exception, RAM, thread

Pointer faults

pointer, null, NPE, exception

Data Transmission

transmission, storage, format, export, corruption, missing

Encoding base64, ASCII, characters, encoding, transmission, UTF-8
Navigation hyperlink, click, nav, navigation, key, press
Style wrong, style, color, shows, overflow, fit
Validations check, number, string, format, submit, form, input, indication
Content content, wrong, results, shows, label, displayed
Accessibility language, options, keybind, shortcut, translation, input
Performance infinite, complexity, 100%, o(n), o(n”2), slow, fast, optimization, metrics, benchmark

Table 3.5: Keywords per subtype used in manual sampling in order to balance dataset class distribution.

The subtype "Functional” represents the most extensive category among the identified error

subtypes. Consequently, no targeted searching was conducted for this sublabel, as the pro-

cess was straightforward, which means there was no necessity to utilize specific keywords.

At the end of the labeling and oversampling process, the dataset comprised of a total

of 1047 manually labeled bug reports. This dataset exhibited a more balanced distribution
across bug categories, as illustrated in Figure B.5, and Tables B.6 and B.7. The class "Per-
formance” has the lowest number of bugs labeled mainly because no subtypes were defined,

which decreased the need for bugs, since this category was only used in one of the models,
which will be explained in detail in subchapter .6.4.

GUI

Code Logic

Figure 3.5: Bug distribution through main types
achieved through random and manual sampling.

Security
Main types Amount of issues
Performance Graphical User Interface 280
Code Logic 232
Security 203
Data Data 200
Performance 132

Table 3.6: Bug distribution through main types
achieved through random and manual sampling.
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Main Type Subtype Amount
of Bugs
Authorization 76
Security System Misconfigurations 42
Vulnerabilities 85
Calculation 47
Functional 51
Code Logic Internal Search Engine 50
Libraries 39
[AP] Integration 45
Incorrect Data Structure 27
Memory Faults 36
Data Pointer Faults 39
Data Transmission 50
Encoding 48
Navigation 56
Style 56
GUI Validations 52
Content 72
Accessibility 44
Performance NA NA

Table 3.7: Bug Distribution per subtype after random and manual sampling.

To ensure bug report variety through usage of real world data, all projects provided from
the were considered for labeling, reprising of more than 150 different software projects
used by thousands, if not millions of clients on a daily basis, such as Atlassian’s Fisheye,
Trello and Confluence, Mozilla’s Firefox and Thunderbird, and Eclipse Foundation’s Jakarta
and Eclipse IDE. Even though no projects were filtered out, the dataset includes samples of
89 different projects. The five projects with most labeled bugs in the dataset are presented
in Table 5.8.

Project Key BTS

JRASERVER JIRA

CONFSERVER JIRA

JRACLOUD JIRA

SRCTREEWIN JIRA

CONFCLOUD  JIRA

Table 3.8: Top 5 Projects with most labeled bugs in the dataset.

3.6 Algorithm

After analyzing the literature on bug classification, the presented algorithm shows a new
approach in the field and uses some new techniques used in other fields of text classification,
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but never applied in combination to these software bug reports. It is important to separate
the different processes into various subsections in order to discuss their design, implemen-
tation, and rationale behind the chosen approach as a whole. Since the main topic of the
problem to be solved is how to input text into a MI] algorithm correctly in order to achieve
the best results possible, we start by explaining the text pre-processing.

3.6.1 Text Pre-Processing

When dealing with a large amount of text that will be used in MIJ, there has to exist
some form of document pre-processing, as models cannot understand words the same way
humans do. To do this, we have to use technologies on the previously extracted text. As
mentioned in the previous chapter, most researchers do data cleaning (which involves stop-
word removal, tokenization, lemmanization and stemming), and then to analyze the
significance of a string in a document. This turns a normal human-written text document
into a text with reduced complexity, since all words are lowercase, punctuation is removed,
and words are turned into their most simple morphological form. To enhance comprehen-
sion, an example string before NLP: "Whenever I click the ’Submit’ button on the checkout
page, the application crashes and shows an error. I encountered this problem while using the
app on my Windows PC”. After techniques, that same string would now be “click sub-
mit button checkout page application crash show error encounter problem use app windows
pc”. Then, vectorization turns the processed strings into numerical vectors that can
be used in MI] algorithms by showing how important a word is to a document, and result
in some complexity and dimensionality reduction so the model’s training isn’t as computa-
tional expensive. However, in the present methodology, a different model was used (BERT],
more information is given in Section B.6.9), which does not require the application of some
of these techniques.

Upon analyzing several bug reports, it became evident that while developers and re-
porters made efforts to maintain some level of structure in noncategorical bugs, there exists
a considerable number of bugs with free-form text or structured in varying orders, and this
applies to Bugzilla and JIRA. The downside of having free-text inputs in the description to
ensure its flexibility is the lack of consistency of the form of bug reports, which could greatly
impact studies done on these reports. In addition to the lack of structure, some reports in-
clude various logs, code snippets without the proper formatting, and code tags. Some exam-
ples of descriptions are given in Figure 3.6.
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v Description
Summary
If you perform 2 search using special character in the quick search, it will return no results.

Affected characters:

cu

Environment

Jira Cloud

Steps to Reproduce

1. Have an issue with a description that contains one of the affected characters: e.g. test-test
2. Start searching for it. Notice that the results include that issue:

3. Try searching for the rest of the string:

Expected Results
The result should keep displaying at least the issue that has the exact string.
Actual Results

The search won't return any result.

Workaround

search for the first part of the string (before the special character).

ually run submodule update when | ir h,

(a) Bug JRACLOUD-71066 - a (b) Bug SRCTREE-1097 - a poorly structured bug
well-structured bug report. report.

Figure 3.6: Comparison of different bug report structures.

As observable in .6, although all of JIRA’s descriptions belong to a free-text attribute called
"Description”, some users divide their text into sections such as ”Summary”, "Workaround”,
“Environment”, “Steps to reproduce”, “Steps to replicate”, "Observations”, "Reproducible”,
“Isreproducible?”, "’Expected Results”, "Actual Results”, and others, while some users choose
not to structure their text at all. These headers exhibit variations in their formatting, origi-
nating from definitions written manually by users. For example, headers may differ in their
use of bold formatting, some of which are bolded, while others are not. Additionally, some
headers may be designated with the h3 tag, while others utilize the h2 tag, and so on. Fur-
thermore, variations in capitalization are evident, with some headers beginning with capital
letters and others do not. This is explained with the possibility of allowing users to format
their reports however they feel most comfortable, whether it be HTML tags or Markdown lan-
guage. In efforts to clean up the text of each description to obtain only the relevant textual
descriptions that could provide important information to the model, the following actions
were taken:

1. The .x1sx labeled dataset file was loaded into Python with the help of the pandas li-
brary. Each row in the dataset contains the bug identification key (column bugId), the
type and subtype given by ChatGPT (Type LLM and subtype LLM), and the type and
subtype given by the researcher (Type Res and subtype Res), and the where the
bug was found. As such, each Bugld and value was used to search for the bug sec-
tions in files, divided by project key that were extracted automatically throughout the
project, to be able to return their descriptions. When the bugs could not be found in
these files, they were searched by their key using their relevant API. Using files with a
big number of pre-fetched bugs helped reduce computing and waiting times between
iterations, dodging repeated [AP] calls, especially in the earlier stages of the research im-
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6.

7.

plementation, where multiple experiments were made in small amounts of time. The
textual, key and project data was joined in lists of dictionaries for ease of use.

. For JIRA issues: To go over the hurdle of the different tags in the textual data to

signalize different headers, all the capital letters in the headers mentioned above were
considered. Besides that, an assumption was made that if a description started with
a header, then it would be likely for the description to be somewhat structured, and
as such all the text in between the first two headers would be relevant. If no starting
header was used, then the relevant text would start at index zero of the string, and its
end would be considered be the position the next header found or to the full length of
the description. There were also multiple cases where no header was used, but strings
similar to "NOTE. This suggestion is for JIRA Cloud. Using JIRA Server? See the corre-
sponding suggestion panel” or "NOTE. This bug report is for JIRA Server. Using JIRA
Cloud? See the corresponding bug report panel”, were present to guide users that might
be searching for bug reports related to the wrong product, show up at the start of the
description. These were removed;

For Bugzilla issues: A large percentage of BR| descriptions start with a description
of a user agent and / or Build Identifier e.g. "User Agent: Mozilla/5.0 (Windows NT
6.1; Winb64; x64; rv:74.0) Gecko/20100101 Firefox/74.0”, followed by the ”Steps to
reproduce” or other similar manual text separators. As such, the relevant text to be
used further in the research would begin after the first header, ignoring the user agent
portion. If no header was found, then the whole text was taken into consideration,
otherwise the relevant text was between the the starting headers;

. Links were removed based on Uniform Resource Locator (URI]) composition patterns;

. For JIRA issues: images were removed based on the tags used to insert them in the

text.

For Bugzilla issues: these images are not included in the text but as attachments, so
these were not a problem for those BRs;

. For JIRA issues: all of the text in between {noformat} and {code} tags was removed,

as it was commonly used to also input code snippets.

For Bugzilla issues: code snippets are added in as free-text, so they could not be
removed from strings effectively;

» 9 »

Number sequences to itemize text (e.g. ”1. ”, ’2. ”, ”3) ” and so on) were removed;

Repeated words next to each other due to simple writing mistakes were also removed.

Cleaning Bugzilla issues was a greater challenge compared to JIRA issues, mostly due to

the lack of markdown or HTML tags. However, since most of the dataset was composed of

JIRA issues, the impact of this challenge is mitigated to a relevant extent. Although this text

cleaning process is not perfect, it tries to consider the most cases possible because it is nearly

impossible to keep in mind all the possible outliers and different types of combinations users
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can make in a non-categorical unstructured input [1]. These actions were created through
the observations made on what the most common types of structure (or lack thereof) were
whilst in the process of data labeling. Although the length of texts may remain extensive,
whether due to imperfections in text cleaning or the complexity of reported bugs, there ex-
ists a temptation to employ a keyword extractor (e.g. YAKE!) to potentially streamline data
dimensions, in order to reduce computational resource usage and time. However, this ap-
proach, while effective for conventional machine learning methods, proves inadequate for
BERT]-based algorithms. relies heavily on semantic relationships between words for
text comprehension, as elucidated in Section B.6.4. This means that using that approach
would likely impair its performance and textual analysis capabilities.

The possibility of employing a paraphraser (i.e. expressing the original meaning in a
text using different words) in order to increase variety and dataset size was also explored,
through the Parrot Paraphraser, a free tool based on the Transformer architecture [50]. This
model was considered due to it being free from cost (as it is opensource), and proven perfor-
mance in multiple datasets [50]. Soon, the challenge arose of dealing with paraphrasing in
unstrucutred text. Most paraphrasing tools, like this one can only work with small to medium
size sentences, and not documents. This would be acceptable if this was being used for exam-
ple on journalistic or literary text, where we are almost sure the sentences are well structured
and ending with the correct punctuation. To make the use of this tool possible, a divide and
conquer strategy was used, where each space where a newline was defined or big subsets of
empty chars were replaced by full stops, and each of these sentences served as input to the
Parrot paraphrasing tool, individually. For each sentence, a casing map would also need to be
built as the tool’s output was all lowercase. With this, the casing could be kept and consistent
in words that suffered no changes throughout the paraphrasing. Parrot’s augment function
has multiple parameters that can be fine tuned to improve the paraphrasing qualities that
best fit our necessities. Even when using do_diverse=True which increases syntactic and
phrasal diversity for the output phrases, and reducing both the adequacy and fluency in
order to get a greater variance (sometimes forced due to lack of output), the paraphrases
did not vary in a relevant way. After multiple experiments with pre-cleaned bug reports,
the results were not helpful on improving the model’s performance, actually decreasing it
by a lot, mainly due to possible overfitting. This was exacerbated by the max length of the
sentences fed as input, which resulted in no outputs or no variation at all compared to the
original string, and common outputs where the words were only re-ordered. This could pos-
sibly help augment data in data sets with less text complexity, but given the context of this
research and the model chosen (and how it processes words - see more in 3.6.9) it did not
show results good enough to use in the final implementation.

Another technique commonly used with the same goal as paraphrasing, is back-translation,
and it was considered for this study. In this process, sentences are translated into a target
language, and re-translated into the original language (in this context, english) to increase
text variability. However, applying this technique in this context introduced significant chal-
lenges, for example the heightened risk risk of loss of technical accuracy, due to innacuracies
in the synonym translation. For example, the term “cache” in English (denoting a data stor-
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age mechanism in computing), may be translated into Portuguese as “esconderijo”, which
translates back to "hiding place” in English. These discrepancies can lead to a substantial loss
of context and meaning of an already highly complex text data. Ensuring the quality of back-
translation is an additional layer of manual quality control and analysis that would need to be
addressed. Given the constraints of lack of available human resources, conducting thorough
checks for each sample would become exceedingly challenging. As a consequence, although
this technique can improve text variability, it requires rigorous management to avoid com-
promising technical precision. Due to these concerns, back-translation was not included in
the final implementation of the study. However, it is worth mentioning that this technique
has potential value and could be considered for future research.

3.6.2 Model implementation

In these types of implementations, the data fed to the model needs to be of high quality,
hence why the text cleaning and filtering is so important, and it is usually a good practice to
use a transfer learning approach, which means using a pre-trained model on a similar gener-
alization and refining it to the problem at hand, so that its knowledge can be taken advantage
of [51]. Due to the complexity of the textual data, the model chosen for this implementation
was BERT], also used in some studies mentioned in the review of the literature, and based on
the Transformers architecture [4].

Output
Probabilities

Add & Norm
Feed
Forward
| Add & Norm ﬁ
GO O Mult-Head
Feed Attention
Forward ) Nx
N | Add & Norm
A Add & Norm Masked
Multi-Head Multi-Head
Attention Attention
A J) A J)

\— J U — )
Positional o @ Positional
Encoding Encoding

Input Output
Embedding Embedding
Inputs Outputs
(shifted right)

Figure 3.7: The Transformers architecture. The architecture corresponds to the left side of the Figure,
relating to the encoder portion [4].

This model shows promising results in various text classification tasks, even with a small
amount of labeled data, and since it is pre-trained, it can be fine-tuned to the necessities of
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the bug classification task at hand [48]. The process and architecture in pretraining a
model is shown in the left diagram of Figure .8, and the fine-tuning process is shown on the
right side of the same figure, which refers to a question and answer BERT]. As observable in
that figure, the architectures for both tasks are equal, except for the output layers.

_.-/ ‘NsP Ma: LM Maﬁi LM N /ML /G* @”AD StarvEnd Span ™
BERT BERT

EE- EOEE- GNED - ). ()
I I l_'_|
Masked Sentence A Masked Sentence B Question Py Paragraph

Unlabeled Sentence A and B Pair \\ Question Answer Pair

Figure 3.8: architecture through pre-training and fine-tuning procedures [5].

The model uses only the encoder part of the original Transformer model as seen in Figure
R.7, and each encoder layer in is composed by a self-attention mechanism, where just
as ChatiGPT the importance of each word in relation to the others is weighted followed by
a feedforward neural network that refines the token embeddings. To fine-tune in se-
quence classification, only the last task-specific layer needs to be added on top of the original
architecture, which will use one of the special tokens of the encoder to compute the final
output (see Section B.6.2.9).

The researchers who created demonstrated that it achieves state-of-the-art re-
sults in tasks such as sentiment analysis, disambiguation of words with various meanings,
semantic role labeling, and others [5]. This achievement can be partially explained by how
B understands and processes words. Instead of taking into account one word at a time
(by itself), it relates each word to the whole sentence, which allows the transformer to under-
stand the full context of the text. The model does this process bidirectionally, which means
that it takes into account the influence of all surrounding words in both directions, miti-
gating the inherent bias towards a predetermined meaning that could be introduced if only
strictly left-to-right reading was applied [5] [48]. This ability is explained in more detail in
SectionR.6.2.2. Furthermore, the disadvantages commonly associated with do not sig-
nificantly impact the scope of this research, thus justifying its selection for implementation.
These drawbacks include [48]:

« Large model size: it can pose a threat to researchers who want to deploy the model
on less powerful machines with limited computational resources. In this research con-
text, the computational resources are adequate and the model is adjusted so running is

possible (see Sections B.6.2.1 and B.11);

« Training time: can bottleneck researches. Since a pre-trained model and powerful
machine were used in this research, this could be somewhat avoided;
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« Language limitation: since was mostly trained on English data, other applica-
tions in other languages may fall short, although researchers have created a pre-trained
model trained on 104 languages, and others on individual languages, as Chinese. Since
the context of this research and the dataset is in the English language, this limitation
had no impact;

« Model Interpretability: due to the highly complex architecture involving multiple
layers and attention heads, the models nature is deemed “"opaque”. The lack of trans-
parency in the process from the input until a prediction is reached, does not adversely
affect the performance and achievements of this research, which plans of leveraging its
capabilities instead of interpreting its construction process.

3.6.2.1 model selection

The model is accessible through HuggingFace, and to work with these types of
models, the transformers library must be used. This library offers a variety of functions and
model architectures, including BertForSequenceClassification, specifically designed to
classify sequences (which could be documents, sentences, or other sequences of words) into
certain labels, as the model is followed by a classification head as a layer. There are multiple
variations of the model, differing in their training data, i.e. “bert-base-cased”, “bert-
base-chinese” (and other language variations), "bert-large-cased-whole-word-masking”, and
others. For this study, bert-base-cased was selected due to its widespread use and alignment
with the task and the type of data at hand, as well as its performance given the capabilities of
the machine on which this implementation was created. It is of utmost importance that the
selected model for this implementation is pre-trained on English text, which aligns
with the language of our dataset. Furthermore, it is crucial for it to be able to distinguish
between cased and uncased words, due to the nature of the dataset. This can be explained
by the certainty that some technologies / frameworks / hardware mentioned in the reports
are often differentiated with case letters. For example, the pre-trained model has to be able
to discern that python (the snake) has a different context from Python (the programming
language). Similarly, if a function named processUser is referenced in a report, such as “error
type 'int’ expected but ’string’ found in assignment in function processUser”, it is essential
that the case-sensitive function name and text integrity are preserved, as these characteristics
may significantly impact the model’s ability to accurately classify the BR in the future.

This implementation was tested on a machine provided by Universidade da Beira In-
terior (UBI) and takes advantage of a 2.2GHz Intel Xeon Silver 4114 processor - 10 total
cores with 256 GB RAM, and two NVIDIA Tesla V100 PCIE-16GB Graphics Processing Unit
(GPU)s. The provided powerful GPUs played a key role in both the model selection (as they
could not handle the largest model bert-large-cased), and in enhancing the perfor-
mance and training times. The GPUs made it possible to run each epoch in a average of 7
seconds on the smallest models and of 30 seconds on the biggest model, which proved itself
to be incredibly useful since there was a necessity to process many epochs, specially in the
hyperparameter tuning search across multiple folds (discussed further on Section §.11).
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3.6.2.2 Text Encoding

As previously discussed, the transformer has a great ability to capture represen-
tations of language and has proved its efficacy across multiple tasks. However, prepar-
ing the data for fine-tuning this model for a downstream task requires some pre-processing
steps. With the text already cleaned, the feature data has to be segmented into tokens us-
ing the function BertTokenizer.from_pretrained(bert-base-cased), which is based on
WordPiece. This algorithm contains a vocabulary with all English characters and the 30.000
most common words and subwords found in the language corpus, designed to create a fixed
sized vocabulary for models [52] [6] [53]. WordPiece tokenization breaks text into sub-
words, helping to handle rare or unseen words of the original vocabulary by breaking them
into familiar parts [54]]. For instance, the sentence "The alert dialog box overflows when

» »

I browse on mobile.” would be divided into the following subwords “the”, *alert”, "dialog”,

» » » »  » ”» ”» » »

“box”, "over”, "##flows”, "when”, ”1”, "browse”, "on”, "mobile”, assuming that the biggest
match for the “overflows” word is the word ”over”. Another example is shown in Figure ..

WordPiece tokenization it is super cali fra gil istic ex pia lido cious

Split on whitespaces and

punctuation it is supercalifragilisticexpialidocious

Input Text it is supercalifragilisticexpialidocious

Figure 3.9: The WordPiece tokenization process with an example sentence [(].

Subsequently, the Tokenizer adds special tokens to the input sequence, turning into a
specific required format, including [53]:

« The [CLS] token, marking beginning of the input text;

» The [SEP] token, indicating the end of a sentence, or the separation between two sen-
tences.

Each token, both special and string tokens, is then converted into numerical Input IDs. The
[CLS] and [SEP] tokens correspond to the values 101 and 102, respectively. This would con-
vert the previous string into the following Input Id array [101, 1996, 1188, 12345, 1240,
23253, 2015, 2043, 1045, 17984, 2006, 3186, 1012, 102]. Additionally, an attention
mask is created that consists of an array of ones and zeros. This array indicates which tokens
should be attended to and which should be ignored (e.g., padding tokens), a crucial step given
the varying lengths of each BR (which averaged around 350 words, title and description in-
cluded). To ensure uniformity in input lengths, the tokenizer’s truncation parameter was
set to True and the truncation was set to max_length. This ensures that all inputs (future
tensors) have the same length, either by shortening or padding them as necessary, with the
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special tokens included. As such, the max_length is specified as 350, related to the average
string size, although the maximum number of tokens of allowed by bert-base-cased is 512 [5].
Since the implementation uses PyTorch as a Deep Learning framework, the tokenizer param-
eter return_tensors was set as "pt" and the input IDs and the attention mask were used to
create a PyTorch TensorDataset. These TensorDatasets were fed into a Dataloader with a
batch size of 8. The batch size, defined as the number of samples processed before the model
is updated, plays a crucial role in determining the efficiency and feasibility of the training.
Although larger batch sizes could lead to better results and faster training, the chosen range
size needed to be smaller given the GPU limitations. Specifically, a batch size of 32 or 16
would make it impossible to train without running into memory problems, even though both
GPUs were being used in parallel. An example of a setup using CUDA to train a model across
multiple [GPUs can be seen in the Listing §.2.

Listing 3.2: PyTorch usage with CUDA for parallel processing across both GPUs

device = torch.device("cuda" if torch.cuda.is_available() else
"cpu")

if torch.cuda.device count() > 1:
modelMainlLabel = torch.nn.DataParallel(modelMainLabel)

modelMainLabel.to(device)

Then, these same TensorDatasets were fed into a DataLoader with a batch size of 8 due to
a limitation of computational capacity, which defines the number of token sequences pro-
cessed in conjunction in a training iteration (more on 5.6.2.9), and shuffle set to False.

3.6.2.3 Model Training and Hyperparameter Fine-Tuning

After creating the Datal.oaders with the textual data, the training phase could begin. For
training and evaluation purposes, K-fold stratified cross validation was used (through Scikit-
learn’s StratifiedKfold method, instead of the usual 80/20 training-test or 80/10/10 training-
test-validation split. Stratified cross-validation ensures that the model is trained and evalu-
ated on multiple different subsets of data, where each subset (fold) maintains the same class
distribution as the overall dataset, and the same or nearly same sized segments. In this tech-
nique, the K - 1 folds are used for learning, whilst the segment left out is used for validation
[55]. This approach provides a more realistic evaluation of the model’s performance, par-
ticularly crucial in smaller datasets, where maintaining the proportional representation of
classes in each fold helps avoid biased and inaccurate performance results. As such, for the
main label, which consisted of more than 1000 samples in the dataset, 10 folds were used, as
it is the K amount most recommended by researchers [55]. For the subtype models, which
had significantly smaller datasets, only 5 folds were defined. Using 10 folds on these smaller
subsets (~200 samples) would result in each validation set having too few examples, which
could result in lower validation data (which would be an overly optimistic estimate), but
would not accurately reflect the true performance of each model, since it would not actually
be able to perform true generalization. As such, choosing 5 folds for smaller models, and
10 folds for the bigger one seemed appropriate given the samples available and the balance

39


https://pypi.org/project/torch/
https://scikit-learn.org/stable/modules/generated/sklearn.model_selection.StratifiedKFold.html

Bug classification using Machine Learning Algorithms

achieved between having more data for model training or for validation (bias), providing a
reliable estimate of the model’s performance, thus reducing the likelihood of underfitting /
overfitting.

The training phase also consisted of the usage of the AdamW (an enhanced variant
from Adam) optimizer with the ReduceROnPlateau scheduler, present in the transformers
and PyTorch libraries, respectively. AdamW is used to adjust each model parameter based
on gradient information, in order to get better performance and generalization [56]. The
ReduceROnPlateau learning rate scheduler monitors the models performance on the valida-
tion set, specifically the validation loss. When the scheduler detects that this loss has not
improved for a predefined number of epochs (indicating a plateau), it reduces the “global”
learning rate that impacts all parameters optimized by AdamW. Both these tools need base
parameters to work, such as learning rate and weight decay. These base values were defined
in the process of hyperparameter tuning, keeping in mind the ranges in Table 3.11. For the
scheduler, the "mode" parameter was set to "min" which was set to reduce the learning rate
when the validation loss reached a minimum and stopped improving; the "factor" param-
eter was set to 0.1 which is the default value for which the learning rate will be multiplied by
when a reduction is triggered; and the "patience" parameter was set to 2, meaning that if
the validation loss does not improve for 2 consecutive epochs, the reduction will be triggered.
The base parameters for the learning rate and weight decay required by the AdamW optimizer
were determined through hyperparameter tuning, which is detailed below. In addition, early
stoppage was incorporated into the training process. This mechanism, implemented manu-
ally, stops training if the validation loss does not show improvement over a specified number
of epochs (set to 4 in this case), preventing the risk of overfitting and overuse of computa-
tional resources that would lead to marginal negligible results.

Regarding hyperparameter selection, the researchers behind noted that while
fine-tuning these models is rather simple, the optimal hyperparameters are highly depen-
dent on the task at hand [5]. Nonetheless, the authors provided some possible values that
presented positive results in all tasks (such as Next Sentence Prediction, Question Answer-
ing, and others) as shown in Table §.d.

Hyperparameter Possible Values

Learning rate (Adam) 5e-5, 3e-5, 2e-5

Number of epochs 2,3,4

Table 3.9: Range of suggested hyperparameter values to show positive results by Devlin and Chang et al. [5].

These suggestions played a crucial role in defining the range actually used in this implemen-
tation. As time complexity was not considered an issue, the selected method of hyperpa-
rameter tuning used was Grid Search in the ranges shown in Table B.1d. The grid search
technique evaluates the model performance for every combination of hyperparameters in
the subset present in the table. It is a very exhaustive "brute-force”-like approach that takes
into account the calculated loss in the validation set (which reflects how well the model can
generalize on unseen data), as it is a good measure of overfitting.

The hyperparameter ranges chosen were determined with careful consideration of the sug-
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Hyperparameter Possible Values

Learning rate (AdamWw) 5e-5, 3e-5, 2e-5, 1e-5

Weight decay 0.1, 0.01, 0.001, 0.0001

Table 3.10: Ranges used hyperparameter tuning for the present implementation.

gestions in Table B.d, the size of the dataset, the complexity of its text, and the available
computational resources and time. Incorporating weight decay as a grid search parameter
was crucial to explore its impact on overfitting prevention, which is particularly important
given the small size of the dataset. By including both low and high values, we can find the
optimal balance between underfitting and overfitting. Even though in the implementation
the use of a learning rate scheduler was mentioned, it is still necessary to define the initial
starting point for the learning rate hyperparameter. This parameter plays a great role in
the performance of the model, which is why it is included in the grid search so the optimal
value can be chosen. As for the number of epochs, these were not taken into account in the
fine-tuning process because, as mentioned, early stopping was given priority.

The hyperparameter combinations that resulted in the lowest validation losses among
the 20 possible configurations were selected by a grid search run for each model. The specific
hyperparameters that achieved the minimal validation loss for each model are detailed in

Table .11.

Model Input type Learning rate (Adamw) | Weight Decay | Number of splits (CV)
Title 1e-5 0.0001 10
Main Label | Description 1e-5 0.0001 10
Title + Description 1e-5 0.1 10
Title 1e-5 0.1 5
Security Description 1e-5 0.01 5
Title + Description 3e-5 0.0001 5
Title 1e-5 0.01 5
Code Logic | Description 3e-5 0.001 5
Title + Description 1e-5 0.1 5
Title 3e-5 0.0001 5
Data Description 3e-5 0.1 5
Title + Description 2e-5 0.1 5
Title 2e-5 0.1 5
GUI Description 1e-5 0.01 5
Title + Description 1e-5 0.1 5

Table 3.11: Hyperparameter combination (except number of splits) with lowest validation loss per model and
input, calculated with the Grid Search Technique.

The results presented in Chapter |4 are based on the models trained, fine-tuned, and evalu-
ated using these specific hyperparameter combinations. This thorough approach to hyper-
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parameter tuning allowed us to identify the optimal configuration, thereby ensuring that the
reported outcomes are reflective of each model’s best possible performance.

3.7 Algorithm Evaluation

When evaluating a hierarchical classification algorithm, it is crucial to recognize that
each main class has its own dedicated model and, as a consequence, each model should un-
dergo a separate evaluation at their own level within the hierarchy. Although to test the
reliability of this proposed solution, it is crucial to show the results of the implementation as
a whole, with the same metrics used for individual evaluation.

For the computation and analysis of the metrics delineated in this section, the Scikit-
learn library served as the main tool, through its classification_report function. The
equations pertinent to these computations are described further in this section.

3.7.1 Accuracy

Accuracy is a fundamental metric in machine learning evaluation, especially when the
class distribution is balanced, and it is defined as the ratio of correct predictions to the total
number of predictions. It is important to keep in mind that a good picture of the model’s
performance is only obtained when this metric is used in combination with the others men-
tioned in this subsection, as when used by itself, it can be misleading in unbalanced datasets.
This formula is as follows:

Number of Correct Predictions
Total Number of Predictions

(3.1

Accuracy =

3.7.2 Precision

This metric attempts to measure the proportion of positive identifications that were cor-
rect predicted, and is defined as such:

TP
Precision = —— .2
recision = P (3.2)

Here, TP represents the number of True Positives, and FP represents the number of False
Positives. For example, a model that produces no false positives has a precision of 1.0 [57].

3.7.3 Recall

This metric attempts to calculate the proportion of actual positives that was correctly
identified, and is defined as such:

TP

Recall — m

(3.3)
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Here, TP represents the number of True Positives and FN represents the number of False
Negatives. For example, a model that does not produce false negatives has a recall of 1.0
[57]. It should be examined along with the precision metric, as generally improving one
metric may decrease the other and vice versa. To ensure this, another metric was created
called F1-score B.7.4.

3.7.4 Fi-score

This metric offers a balanced assessment that considers both the model’s ability to cor-
rectly identify positive instances (precision) and its capacity to capture all relevant positive
instances (recall) [58]. This metric is particularly advantageous when dealing with unbal-
anced datasets, where the distribution of classes is uneven. The following formula defines
how its calculated:

Precision x Recall
F1- =2 .
Score % Precision + Recall (3-4)

3.8 Conclusion

This chapter provided a comprehensive analysis and detailed description of the tools
utilized and the various stages in the construction of the current implementation. Through-
out each section, the objective was to enhance the reader’s comprehension of the designed
implementation by providing justifications for the chosen methodology and decisions made.
These include data extraction, preprocessing and labeling; model selection and implementa-
tion, fine-tuning choice; evaluation metrics to be employed to showcase performance in the
following Results chapter.
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Chapter 4

Results

4.1 Introduction

The present chapter provides an analysis and discussion of the performance attained
from the previously described implementation, measured using the pertinent metrics out-
lined in Section B.7. These results will be juxtaposed with findings from other studies , de-
tailed in Section p.3, to establish their academic significance.

4.2 Performance evaluation

In order to evaluate the impact of various types of text, it is important to show the various
performance results, including the evaluation of the input using only the BRis title, only the
description, and both of these inputs in conjunction, as shown in all tables in the following
subsections. These results have been measured after hyperparameter tuning.

4.2.1 Main Model

This model takes advantage of the largest sample number (1047), due to its nature, and
its performance on multiple labels is presented in Table l4.9. The model’s performance varies
significantly across the different labels, with the "Security” and "Performance” categories
demonstrating particularly strong results, which was expected since these are the most di-
rect labels and more restrictive, even though the Performance” category is the one with the
least number of dataset samples. In the case of the Security label, the model exhibits high
precision and Fi-score across all input types, indicating a great ability to correctly identify
security-related issues. The best performance for this label is observed when using both the
title and the description as input, with a precision of 0.86, recall of 0.78, and F1 Score of 0.82.
This suggests that the model benefits from a richer input, allowing it to more accurately cap-
ture the nuances of security-related bug reports. In contrast, the "Code Logic” label presents
a more moderate performance, which was expected as its the most comprehensive category.
Although the F1 score is highest when using both title and description (0.62), the scores are
generally lower compared to other labels, except "Data”. This indicates that the model has
some difficulty in accurately classifying these issues, possibly due to the more abstract and
varied nature of these reports. The Data label further highlights the model’s challenges, par-
ticularly with recall. The performance on this label is the weakest versus other categories,
and throughout the various input types. This shows that the model struggles to correctly
identify these reports and has a high number of false negatives. The performance metrics
for this label are lower overall. and the results on this label fall short, so this requires ex-
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tra attention as it could hinder the model’s effectiveness and usability in practical applica-
tions where accurate classification of Data-related reports is essential. For the GUI label, the
model maintains moderate performance across all input types. The precision and recall are
fairly balanced, resulting in a stable F1-score around 0.74-0.76 depending on the input. This
consistency indicates that the model has a reasonable understanding of GUI-related issues.
The "Performance” label stands out with strong precision and F1i-scores, particularly when
using both title and description as inputs. The model achieves a precision of 0.86 and an F1
Score of 0.85 with this combined input type, reflecting its very positive ability to accurately
classify performance-related issues, despite the lower number of samples. This high level of
performance is crucial to ensure that critical performance bugs are identified and addressed

promptly.
Main Type Input Type Precision | Recall | F1Score
Title 0.81 0.77 0.79
Security Description 0.77 0.65 0.71
Title + Description 0.86 0.78 0.82
Title 0.59 0.61 0.60
Code Logic Description 0.54 0.6 0.57
Title + Description 0.61 0.64 0.62 Input Type Accuracy
Title 0.52 0.57 0.54 Title 0.69
Data Description 0.44 0.51 0.47 Description 0.62
Title + Description 0.58 0.61 0.59 Title + Description 0.72
Title 9-75 0-74 0-74 Table 4.2: Accuracy distribution of the Main
GUI Description 0.67 0.68 0.68 label model per input type.
Title + Description 0.76 0.75 0.76
Title 0.85 0.8 0.82
Performance Description 0.81 0.66 0.73
Title + Description 0.86 0.85 0.85

Table 4.1: Performance evaluation of the Main Label model, per each
label and input type, with hyperparameter optimization.

Overall, this evaluation reveals several strengths. The model performs exceptionally
well in identifying "Security” and "Performance” bug reports, making it a valuable tool in
identifying likely critical security bug reports, and showing that the usage of the title and
the description yields better results. While the model shows some challenges with the "Code
Logic” and "Data” labels, it is important to recognize that the model still maintains a usable
level of performance in these categories. Specifically, in the context of real-world software
development, these F1-scores of 0.62 and 0.59 (respectively) suggest that the model can still
be effectively employed to assist in bug classification processes for "Code Logic” and "Data”
issues, although it might need some supervision. Developers can partially rely on the model
to provide meaningful classifications, even if some manual verification may be needed for
the most complex or ambiguous cases.
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4.2.2  Security subtypes model

This model takes advantage of 203 samples. Despite the small dataset, the performance
evaluation shown in Table 4.4 provides some key information on the effectiveness of the
model among different subtypes of security bug reports. For the "Authorization” category,
the model has a very robust performance, yielding respectable F1-scores of 0.81, 0.62, and
0.77 when both the BR’s title and Description are used. However, for the ”System misconfig-
urations” subtype, which comprises a smaller subset of more complex and challenging data
in comparison to the other subtypes, presented an extremely low recall when only either the
title or the description were used, but an acceptable result when these were concatenated and
used as input. This category benefitted heavily from the full context that using both inputs
provides textually, since the margin between results is very noticeable.

Security Subtype Input Type Precision | Recall | F1 Score
Title 0.71 0.78 0.74
Authorization Description 0.75 0.75 0.75
Title + Description 0.82 0.80 0.81 Input Type Accuracy
Title 0.56 0.36 0.43 Title 0.69
System — —
Misconfigurations Description 0.43 0.31 0.36 Description 0.66
Title + Description 0.64 0.6 0.62 Title + Description 0.75
Titl . .76 . C
e 0.7 0.7 0-73 Table 4.4: Accuracy distribution of the
Vulnerabilities Description 0.66 0.75 0.7 Security subtypes model per input type.
Title + Description 0.74 0.79 0.77

Table 4.3: Performance evaluation of the Security subtypes model, per
each label and input type, with hyperparameter optimization.

As observable in Table 4.4, the accuracy results also reflect the findings mentioned pre-
viously, since the highest accuracy is achieved with title and description as input, showing
that the model performs well overall, despite struggling with one of the subtypes. The ele-
vated accuracy observed in the model despite the small number of samples can be attributed,
in part, to the relatively limited number of labels available within this security subtype. This
scarcity of labels can artificially inflate accuracy metrics. However, this result also highlights
the efficacy of the hierarchical classification approach used in this study, which appears to
effectively leverage the available data to enhance accuracy.

4.2.3 Code Logic subtypes model

This model takes advantage of 232 samples and also has the most comprehensive sub-
types, so some underperformance could be predicted due to the higher variance of the data
and a higher number of available labels. For most subtypes, the use of title and description
as input generally leads to the best performance, as indicated by higher F1 scores and ac-
curacy as seen in Table [4.5. Specifically, the "Internal Search Engine” subtype achieves the
highest F1 score of 0.84 with combined inputs, reflecting a strong balance between preci-
sion (0.89) and recall (0.80). In contrast, the "Functional” subtype underperforms across all
metrics, with the highest F1 score being only 0.57, suggesting difficulties in accurately iden-
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tifying functional logic, mainly due to how variable this class is since it is the most subjec-
tive one. The accuracy distribution follows a similar trend, with the highest accuracy (0.70)
achieved when using both Title and Description, indicating that combining these inputs gen-
erally leads to a higher model reliability.

Code Logic
Subtype Input Type Precision | Recall F1 Score
Title 0.71 0.72 0.72
Calculation Description 0.82 0.68 0.74
Title + Description 0.77 0.79 0.78
Title 0.5 0.63 0.56
Functional Description 0.47 0.55 0.51
Title + Description 0.57 0.57 0.57 Input Type Accuracy
Title 0.9 0.72 0.8 Title 0.66
Internal Search Description 0.68 0.78 o. Description 0-55
Engine p 7 73
Title + Description 0.89 0.8 0.84 Title + Description 0.70
Title 0.73 0.69 0.71 Table 4.6: Accuracy distribution of the Code
Libraries Description 0.6 0.62 0.61 Logic subtypes model per input type.
Title + Description 0.62 0.77 0.69
Title 0.6 0.58 0.59
API Integration Description 0.68 0.56 0.61
Title + Description 0.68 0.6 0.64

Table 4.5: Performance evaluation of the Code Logic subtypes model,
per each label and input type, with hyperparameter optimization.

However, the performance variation across subtypes highlights that the model’s effectiveness
is context-dependent, excelling in some areas (like "Internal Search Engine”) while strug-
gling in others (such as "Functional”). These results indicate that, while the model demon-
strates robustness for certain logic subtypes, further refinement is required for those cat-
egories with lower performance metrics. It is likely that these underperforming subtypes
would benefit from an increased sample size, allowing the model to incorporate a wider range
of scenarios and contexts. This could enhance model performance in these categories, which,
unlike the better-performing classes, do not appear to follow a consistent pattern. Despite
the need for further refinement in certain subtypes, the model still provides a helpful and
insightful picture when both Title and Description inputs are utilized, as it performs with an
accuracy of 70%.

4.2.4 Data subtypes model

The subset of the data on which this model was trained consisted of 200 samples, and
its performance across subtypes can be seen in Tables 4.7 and [4.§. These numbers show
that the lowest performance occurs in the category “"Incorrect Data Structure”, with an F1
score below 0.5, even when the title and description are combined as input. for this label,
the model really struggles with this label, despite the huge margin of and performance im-
provement across the various input types. The "Data Transmission” subtype shows moderate
performance; however, the moderate F1 scores indicate that the model may still struggle with
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certain aspects of data transmission problems, despite being the "Data” subtype with most

of the labeled samples.
Data Subtype Input Type Precision Recall | F1Score
Title 0.26 0.3 0.28
Incsotiflii;lr)(_)ata Description 0.28 0.19 0.22
Title + Description 0.48 0.44 0.46
Title 0.77 0.83 0.8
Memory Faults Description 0.85 0.61 0.71
Title + Description 0.96 0.75 0.84 Input Type Accuracy
Title 0.94 0.85 0.89 Title 0.66
Pointer Faults Description 0.53 0.64 0.58 Description 0.58
Title + Description 0.84 0.97 0.9 Title + Description 0.74
Title 0.51 0.44 0.47
Data Transmission Description 05 0.58 054 Table 4.8: Accuracy distribution of the Data
subtypes model per input type.
Title + Description 0.62 0.6 0.61
Title 0.75 0.81 0.78
Encoding Description 0.67 0.71 0.69
Title + Description 0.76 0.85 0.8

Table 4.7: Performance evaluation of the Data subtypes model, per each
label and input type, with hyperparameter optimization.

In contrast, the model performs exceptionally well in identifying "Memory Faults” and "Pointer
Faults”, with F1 Scores reaching 0.84 and 0.9, respectively, which was expected since these
BRis tend to be described in very similar ways, commonly including null pointer exception
and other similar logs in their report. This consistency helps recognize the traces in
these categories, resulting in better precision and recall performance. Finally, the "Encod-
ing” subtype demonstrates strong performance across multiple input types but shows the
best performance when both are used, resulting in an F1 score of 0.80. This suggests that
encoding issues are well represented in the dataset, and the model is proficient at identifying
them when given sufficient contextual information.

4.2.5 subtypes model

This model takes advantage of 280 samples, the biggest subset of data available for a
subtype on the dataset, and several insights can be drawn regarding its effectiveness through
the results in Tables 4.d and [4.1d. This model is the only one that performs slightly worse
when given more textual context, as the results in accuracy and other metrics tend to have a
larger margin when using only the BR titles as input versus combining both inputs, breaking
the pattern observed in other models so far. The results are also surprisingly low, despite the
larger sample number. Although with an average precision of 0.58, an average recall of 0.54
and an average F1 score of 0.55, the model can reasonably precise in its predictions, despite
occasionally wrongly identifying relevant instances, suggesting that further optimization or
additional feature engineering could help in capturing a broader range of relevant data across
the different available subtypes.
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Subtype Input Type Precision | Recall | F1Score
Title 0.5 0.45 0.47
Navigation Description 0.4 0.34 0.37
Title + Description 0.48 0.61 0.54
Title 0.59 0.43 0.49
Style Description 0.31 0.36 0.33
Title + Description 0.67 0.46 0.55 Input Type Accuracy
Title 0.6 0.69 0.64 Title 0.55
Validations Description 0.55 0.46 0.5 Description 0.42
Title + Description 0.61 0.63 0.62 Title + Description 0.546
Title 0-45 0-53 048 Table 4.10: Accuracy distribution of the
Content Description 0.41 0.49 0.45 subtypes model per input type.
Title + Description 0.46 0.56 0.5
Title 0.7 0.7 0.7
Accessibility Description 0.55 0.5 0.52
Title + Description 0.69 0.45 0.55

Table 4.9: Performance evaluation of the subtypes model, per each
label and input type, with hyperparameter optimization.

As such, these tables show that while the model demonstrates promising performance in
classifying subtypes, particularly with optimal hyperparameters, there is still a lot of
room for improvement and refining in this model.

4.3 Result discussion

The overall results presented show the importance of leveraging the full textual content
of bug reports to improve the classification accuracy. The vast majority of models showed
enhanced performance using both the title and the description as inputs, although the results
of using only the title of the bug report were surprisingly positive, even more so considering
the small lengths of this type of text. The surprising positive results with titles can be partially
explained by the necessity of describing the observed issue using as many keywords as possi-
ble, in a smaller format, leading to less cluttered text, written in a more objective way, which
is positive. The contrary can be said as to why using only the descriptions yields the worst
performances overall, resulting in a decrease in accuracy of almost 17% in average when com-
pared to title and description combined, versus the 4.5% decrease in title-only inputs. Even
though this text was "cleaned” and pre-processed, this technique is nearly impossible to per-
fect because non-categorical text is highly variable. This, associated with BERT]s limitation
on processing long sentences, can explain the poorer results on description-only bug reports
as input. This aspect of the performance partially co-relates with the findings in [26] related
to the positive impact on performance of the bug description, despite the amount a lot of
noisy text, although in the present findings this is only true when its concatenated with the
title.

In contrast to the studies referenced in Section p.3, this research was carried out using a
relatively smaller dataset, especially when compared to such as Santos et al. [40] and Hem-
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mati et al. [41], that used datasets comprising of 700 000 and 3 000 samples (versus the
current 1 047 samples). Despite the substantial differences in dataset size, the performance
discrepancy — particularly in the case of Santos et al. [40], who used exactly the same types of
inputs as the present study — remains relatively minor. Regardless of this limitation, several
models within the present study, particularly those associated with the "Security” subtype
and the Main type, exhibited strong overall performance, achieving peak accuracies of 75%
and 72%, respectively. This suggests that leveraging predictions from a model trained in a
more generalized context and subsequently refining these predictions into more specific and
informative subtypes can be beneficial, even if the results do not fully match the performance
reported in studies such as those by Catolino et al. [7], Kallis et al. [36], or Persing et al. [31].
Although these studies achieved favorable results, it is important to note that they dealt with
a smaller number of possible labels (averaging 5 categories) compared to the 18 possible
type combinations in this study, which offer a more detailed characterization of bug reports
to whomever might be responsible for fixing the bug. Consequently, the approach taken in
this study, while potentially requiring additional refinement or validation, demonstrates the
potential of extracting rich information from more complex classification tasks.

These findings highlight the inherent robustness of the / Transformer architec-
tures, particularly when applied to tasks involving smaller datasets. This model has proven
once again its capability of delivering competitive and promising outcomes, even in scenar-
ios where data availability is limited, either due to its nature or due to the complexity involv-
ing a manual labeling process. This success mainly relies on the transfer learning and fine-
tuning techniques through which the model can leverage pre-existing classification knowl-
edge, adapting itself to new specific tasks, with high versatility. Despite the promising results,
some of the subtype models can be substantially improved and would likely achieve even
better performances across all labels if the dataset comprised of more samples. This could
be accomplished by incorporating additional manual labeling with diverse textual contexts,
utilizing a hybrid approach that combines supervised learning with reinforcement learning
techniques, or improving the implemented text preprocessing methods.

4.4 Conclusion

This chapter presented the performance evaluations of each model using the metrics
outlined in the Methodology Section and provided conclusions based on these evaluations,
offering a justification for the results achieved. Furthermore, the results were compared
with the most relevant findings discussed in the Review of the literature (Section B.6.9) to
contextualize and validate the performance of the study in relation to existing work.
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Chapter 5

Main conclusions and Future Work

5.1 Introduction

The final chapter of this dissertation presents the main conclusions of the research car-
ried out, highlighting its relevance to the field and how it can impact future studies and real-
world scenarios. In addition, potential future enhancements to improve the implementation
developed in this study are discussed.

5.2 Main conclusions

At the time of this investigation, it was possible to observe that the field of bug classifi-
cation has been studied since the concept of software was created. Development teams have
always felt a need to assign labels to bugs to study their product, business, the quality of the
software being built, and also just for organization purposes. Many bugs can have catas-
trophic results on product quality and end-user trust, especially those related to security and
functionality, and, as such, identifying and fixing these as quickly as possible can be a huge
portion of a software company’s success. With the evolution of how software is being built,
new layers of complexity have started to be added to classification schemes, although most of
those so far seem to be based on the same constant foundations. Despite this evolution, the
most recent schemes seem to be too broad, incorporating multiple similar bugs within the
same classifications, mostly because software is very intertwined. When dealing with bug re-
port classification, this research provides future researchers with a more comprehensive and
detailed classification scheme, which could be used in real-word scenarios and, as a result,
gives developers an inner sense of what the intentions of the bug report are, even when these
descriptions are made by end-users that lack software knowledge. Splitting the classification
categories into a divide-and-conquer problem allowed the possibility to split a small dataset
into a larger number of models. This means that through this technique, a larger number of
more detailed labels can be assigned to each bug report.

Traditionally, software teams rely on the entire bug report analysis process on a human
being daily, which increasingly tends to result in errors due to repetitiveness, and although
it pays off, the cost of these operations could be decreased with the help of automation. With
automatic classification of these issues, the time investment could go toward bug-fixing pro-
cesses or other software development options instead, leading to higher software quality and
smaller bug fix times. Despite the need for further refinement in certain classes, the imple-
mentation demonstrated overall success, especially considering the conditions, the complex-
ity, and the context of the data available. The performance evaluation showed that the use
of is a reliable, robust, and high performing option to develop tools that improve bug
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triage. It also provides a more streamlined preprocessing method compared to traditional
techniques such as TF-IDH, dimensionality reduction, and others. The way this model
and its architecture can use small datasets and its transfer learning techniques to its advan-
tage were proven, showing that this Transformer should be used in similar contexts. In spite
of the fact that the results on some of the models could be improved, in a short-term, the im-
plementation could be enhanced with some verification from the developers assigned to the
bug report analysis, giving their feedback to the model, but in the long term, building on this
approach could lead to a fully automated bug classification process. Separation of the clas-
sification scheme into various types and subtypes could enhance memorability, particularly
if integrated into the said feedback mechanisms.

5.3 Future Work

During the development and testing of this implementation, several improvements were
identified that would make this classification tool even more useful for Quality Assurance
teams, and Software Quality / researchers were identified. For example, we should
strive for better bug tracking systems or bug description platforms. Although allowing com-
mon users with lack of software knowledge to freely write about their issues can seem like
the most optimal solution, sometimes less is more. Some limitations would probably lead
to more objective descriptions, which can be extended /(if needed) in the already existing
comment sections. Giving users different input fields for different types of information, thus
indirectly "forcing” them to structure their report, would also help researchers and data min-
ers extract exactly what they need for their research. A less “extreme” solution would be to
provide users with a script of "To-Do’s” or "Don’t Do’s” to be followed and only allow bug
reports that comply with it, to a certain extent, as some flexibility might be needed. As a
result, interesting parties could then trust that their data fields would not be as cluttered
and noise-filled, which would likely lead to better research in this field. Creating a hybrid of
this supervised tool with some reinforced learning where the developers of a specific project
could tune the implementation even more, could also likely lead to the best performance in
a long-term real-life scenario, although none of the studies mentioned seem to have tried
this possibility. Finally, employing this tool as a type of open-source plugin for a like
GitHub so it can be used in conjunction with similar classifiers (e.g. bug priority classifiers)
on a large number of contexts is also an interesting future feature.
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