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Abstract 

The emergence of mobile health and Web-based services along with 

new ubiquitous mechanisms are providing new methods to deliver services 

that overcomes geographical and temporal barriers, delivering information 

regardless place and time. With the proliferation of mobile devices, online 

markets have been growing with many health applications, allowing users 

to have access to health records, treatment plans, alerts and health goals 

establishment (e.g., weight loss). This recent ubiquitous paradigm is much 

possible due to Web Services capabilities and new data-interchange 

notations, as well as the evolution of mobile software development kits. 

However, m-health architectures that depend on wireless networks have 

several constraints such as mobile devices battery, processor and memory 

resources, as well as issues regarding network connectivity and 

communication delays. Cooperation mechanisms have proven to be a 

promising solution to approach these constraints. 

In a typical cooperation strategy, information transmitted through 

wireless channels is usually relayed through a relay node and/or a relay 

station (i.e., a base station), using a packet forwarding cooperation model. 

While some cooperation approaches aim multiple constraints, such as 

bandwidth performance, wireless frequency management or localization 

improvement, other approaches aim one specific network or limitation 

inherent to mobile devices, such as battery power or processing power 

issues. In this work a novel cooperation strategy for m-health services 

following service oriented architectures is proposed in order to approach 

two common drawbacks in mobile health systems: the Internet connectivity 
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and infrastructure dependencies. A reputation-based model is used, where 

a Web Service is responsible for nodes reputation management, as well as 

for the access control. At the client-side (i.e., in the mobile device) four 

software modules are used in order to manage and control the ubiquitous 

cooperation process. The ultimate goal is to provide an alternative for 

remote access, where mobile devices without Internet connectivity could 

retrieve remotely stored health data through cooperation. Packet 

forwarding should occur through short and low energy consuming 

communications, specifically through Bluetooth interface. This results in a 

free of charge alternative to cellular data network connections and 

independent of WiFi access points. 

Although the referred mechanisms aim any mobile health 

application, this work was carried with SAPO – Portugal Telecom and for 

test purposes a specific mobile health application, namely SapoFit, was 

used. Cooperation mechanisms were created and integrated in SapoFit, and 

a cooperative Web Service was built. A performance evaluation in a real 

scenario with different mobile devices is performed and presented in this 

work. The request and response message delays are measured, while 

varying the number of uncooperative nodes, and verifying the required 

time for each individual communication process. Furthermore, the memory 

footprint of the mobile cooperation mechanisms is revealed. 
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1. Introduction 

1.1. Focus  

Health was and still is a central concern for individuals, groups and 

the global society. Its importance cuts across all ages. There is an 

important need to make health services available to everyone, regardless 

the time and place. Mobile devices are changing many economic, social and 

medical realities. Millions of people who never had a computer now have a 

smartphone, and the number of sold mobile equipments is increasing [1]. 

The growing ubiquity of mobile services along with the omnipresence of 

wireless networks allows the creation of a new generation of electronic 

health systems based on mobile computing [2]. Mobile healthcare systems 

are becoming very popular particularly in developing countries [3] and 

focus towards achieving two main goals [4]: the accessibility of electronic 

health (e-health) applications with information available anytime and 

anywhere, along with ubiquitous computing [5].  

One of the most widely cited definition regarding ubiquitous 

computing [6] belongs to Mark Weiser: “The most profound technologies 

are those that disappear. They weave themselves into the fabric of 

everyday life until they are indistinguishable from it”. Its goal is to 

provide services available anytime and anywhere, with systems running 

continuously, persistently and transparently [7]. User should interact with 

technology in a transparent approach [8]. Ubiquitous computing focus on 

the information perceived by the user, and not by the technology behind, 

responsible for its operation. Ubiquitous health (u-Health) have an 
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important role on healthcare because it allows the creation of monitoring 

and preventive services, running consistently and providing information as 

required [9]. This possibility is much related with the emergence of Web 

Services and mobile technologies. Since mobile phones have limited 

computational and storage capacity, along with limited battery power, 

they are not suitable to run heavy algorithms or store big amounts of data 

[10]. Cloud based mechanisms overcomes those limitations, processing 

data on the server side, and serving it to the client side (i.e., to mobile 

devices). Nowadays, these mechanisms are allowing the creation of new 

ubiquitous health systems, such as portable personal health records 

(PHR), which are translated in electronic health records (EHRs), allowing 

medical staff carry patients health records in mobile devices, simplifying 

the access and exchange of this data [11], [12]. Service Oriented 

Architectures (SOAs) approaches provides the necessary ubiquity and the 

necessary mechanisms to deliver mobile health services [13]. Health 

institutions are primarily device oriented, where software is often 

manually installed on specific devices, instead of being globally available 

and consistently updated on all workstations. A service oriented 

architecture allows software (i.e., health applications) to be available and 

consistent for both powerful workstations as for simple mobile devices, 

such as smartphones and tablets [14], enabling the health system as a 

cloud, with information in it.   

With mobile devices proliferation, often in centralized areas or 

groups, direct communication between devices is required, which is usually 

carried by a wireless local area network (WLAN).  However, when there is 

not available an access point (AP), mobile nodes (i.e., mobile devices) can 

create a mobile ad hoc network (MANET), forming a collection of wireless 

nodes in a temporary and mobile network without centralized 

infrastructure [15] but with network functionalities. This is particularly 

useful because it allows the creation of ad hoc groups for field survey 

operations in remote areas, teams of construction workers on sites could 

share blueprints and schematics, to coordination of rescue efforts in 
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emergency situations and disaster areas, among others infrastructure-less 

situations [16]. However, there are some constraints regarding m-health 

services in wireless networks, such as communication rates, reliability and 

network connectivity. There are also specific limitations regarding the 

nodes resources in these networks, like processor power, battery and 

storage capacity. Beside performance and bandwidth issues, usually 

considered the major constraints to obtain an optimal packet route in 

MANETs [17], cooperation mechanisms also focus on solving others 

limitations. Toward these issues in wireless networks, cooperation is 

expected to play a central role in the evolution of pervasive service-

oriented mobile health applications.  

In a closed MANET [18], mobiles nodes cooperate with each other 

towards a common goal, and have well defined boundaries, not providing 

open access. In a open MANET [19], mobile nodes have different goals, and 

share their different resources. Anyone can enter and leave the network at 

any time. In such type of networks nodes are responsible for all security 

tasks. In any case, for cooperation to take place (i.e., to ensure packet 

forwarding), the cooperative node needs to sacrifice its resources, where 

battery is usually the most sacrificed component. Thus, in some 

cooperation models a node may refuse to cooperate and sacrifice its own 

resources, while attempting to benefit from other nodes. Such node is 

called selfish or misbehaving node [20], [21]. In order to prevent and solve 

this issue, there are two main types [22] of incentive methods: reputation-

based systems, and pricing based incentives. In a reputation-based system 

nodes behaviour is observed and it is calculated a node reputation value, in 

order to detect and punish low reputed nodes and isolate them from the 

network. In pricing-based incentives, nodes are paid for cooperative 

actions, allowing them to benefit of virtual payments. As it will be 

approached later, there are several benefits in cooperative communication 

in MANETs, such as network performance gains, infrastructure dependency, 

among other advantages [23], [24]. However there are also many 

challenges in cooperation design, such as bandwidth issues, mobile 
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resources limitations, synchronization and security issues, that could 

decrease cooperative gains and possibly compromising the efficiency and 

effectiveness of the network. It is required to carefully approach these 

issues in order to create a fully efficient and effective cooperation system. 

The existence and dissemination of mobile devices with multiple 

wireless network interfaces has opened many new cooperation possibilities, 

overcoming limitations due to a single wireless technology. Is now possible 

to collaborate among multiple mobile devices (MDs) over alternative 

wireless technologies [25]. Thus, it is possible to create cooperate wireless 

network architectures where mobile nodes communicate with the base 

station (BS) or an AP over a long-range (LR) wireless technology, such as 

UMTS (Universal Mobile Telecommunications System)/ High-Speed Downlink 

Packet Access (HSDPA), Long Term Evolution (LTE) or Worldwide 

Interoperability for Microwave Access (WiMAX), using other interfaces to 

communicate with other mobile nodes over short-range (SR) links, such as 

Bluetooth, Near Field Communication (NFC) or over a Wireless Local Area 

Network. Location-awareness  [26], [27]  can also be used in order to 

improve node localization, particularly in wireless networks, enabling 

localization improvement in indoor environments [28], and providing 

methods to determinate outdoor position more accurately.  

1.2. Objectives and Problem Definition 

The main objective of this dissertation is to assure that all users of a 

service-oriented mobile health application, regardless of their connectivity 

options (i.e., if they have or do not have Internet connectivity through WiFi 

or cellular network), can accomplish a request for a service and retrieve 

remote health information. It proposes a reputation-based cooperation 

strategy for mobile health services, where cooperation mechanisms 

ubiquitously work in mobile applications. In this model, Web Services are 

used in order to demonstrate how cooperative mobile health applications 
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with service oriented architectures and Internet connectivity dependency 

can be used anytime and particularly anywhere, not being confined in a 

geographical boundary with infrastructure dependency. A cooperation 

system is used to provide packet forwarding through Bluetooth to mobile 

devices without Internet connectivity, embracing an alternative to WiFi and 

3G/4G modules and providing a larger global connectivity. Although it aims 

any m-health application, for test purposes the ubiquitous cooperation 

mechanisms will be integrated with a specific m-health Google Android 

application, namely SapoFit. 

To accomplish this main objective, the following intermediate 

objectives were identified:  

• A detailed study of the state-of-the-art in cooperation 

mechanisms and approaches, its challenges, advantages and 

incentive methods, along with the necessary review of mobile 

health, ubiquitous computing and ubiquitous health; 

 

• The system requirements analysis in order to fetch all 

necessities of the system; 

 

• The analysis and study of the Google Android Operating 

System and Web Services architecture. 

 

• Design and implementation of the cooperation mechanisms, 

including the deployment of a mobile Application 

Programming Interface (API) on the Android Operating System 

(OS), along with a Web Service, based on requirements 

analysis; 

 

• Integration and testing of cooperation mechanisms on the test 

application. 
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• The system validation along with the performance evaluation 

of the cooperation mechanisms;  

Finally, this dissertation will summarize all mentioned objectives, 

make conclusions and propose future work. 

1.3. Main Contributions  

 This section is devoted to the scientific contributions of this 

dissertation to the state-of-the-art on mobile and ubiquitous health, as well 

as on cooperation mechanisms.  

 The main contribution of this dissertation is a performance 

evaluation of cooperation mechanisms for m-health applications, including 

a proposal of an infrastructure independent alternative model in order to 

ensure global connectivity to the Internet across service oriented mobile 

health applications. This proposal presents a reputation-based cooperation 

strategy where a Web Service is responsible for the reputation management 

and access control. A paper with this contribution was accepted for 

presentation at the Global Communications Conference (IEEE GLOBECOM 

2012), Communications QoS, Reliability, and Modeling Symposium (CQRM), 

Anaheim, USA, December 3-7, 2012 [29]. 

The second contribution extends the previous proposal with a novel 

cooperation strategy for mobile health applications, providing a more 

profound performance evaluation analytical analysis.  This contribution was 

submitted submitted to a major international journal and is under revision. 

  This work was also presented at the 15th seminar of the Rede 

Temática de Comunicações Móveis (RTCM), University of Minho, Guimarães, 

Portugal, June 15, 2012.  
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1.4. Dissertation Structure  

  This dissertation is organized in six chapters. This chapter, the first, 

presents the context of the dissertation, focusing on the topic under study, 

the objectives, the main contributions and the dissertation structure and 

its main contributions.  

 Chapter 2 presents the related work, approaching the literature 

review on mobile health, including a study on electronic health records and 

personal health records. It is also presented a literature review on 

ubiquitous health systems, focusing on the importance of ubiquity and 

usability. It also presents some mobile ubiquitous solutions. Last, 

cooperation mechanisms are approached, along with its challenges, 

advantages, incentive methods and relevant approaches that exist in the 

literature.  

 Chapter 3 approaches the requirements analysis for the cooperation 

system, presenting the essential requirements, used technologies in this 

work, the behavioural, interaction and structural system diagrams. 

 Chapter 4 approaches the ubiquitous cooperation mechanisms. First is 

shortly introduced the android platform and its used ubiquitous 

mechanisms, such as the necessary Android service. Next, the chapter 

focus on the cooperation system architecture, which includes the 

reputation-based strategy and all remaining necessary pervasive 

mechanisms, namely the node and requester control messages, the 

neighbours and reputation lists, as well as the cooperative Web Service.  

 Chapter 5 presents the performance evaluation and system validation.  

It contains a short presentation of the aimed mobile health test 

application, demonstrates the created cooperation scenario, performing 

and focusing on the performance evaluation of the ubiquitous cooperation 

mechanisms, which includes performance metrics and the performance 

analysis.  

 Finally, Chapter 6 summarizes all performed work in this dissertation, 
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presents conclusions on the results of this work, and proposes future work.
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2. Related Work 

In order to fully understand the context of the thesis objectives and 

have an awareness of the state-of-the-art, it is required to approach the 

related work, as a study of the literature review. Over the years, mobile 

health systems has been widely growing [30]. Health information 

technologies have been evolving in the past two decades, and many recent 

contributions are providing an increased healthcare quality to the modern 

societies [31]. The pervasiveness and ubiquity of technologies, results in 

new paradigms to the delivery of healthcare, and provides opportunities to 

create and use new technological solutions to manage wellness [32], such 

as mobile solutions that provides users methods to retrieve health 

information anytime and anywhere. At the same time, cooperation 

mechanisms have also evolved over the last decade, and have already 

proven that they can solve many constraints related to mobile network 

architectures [33], such as network performance issues, energy limitations 

as well as connectivity  concerns.    

This chapter presents the literature review in mobile health in 

Section 2.1, while approaching its limitations and challenges, electronic 

and personal health records. In Section 2.2 is shortly presented the 

literature review in ubiquitous health, and in Section 2.3 is presented the 

focus of this chapter, in cooperation mechanisms. It will be approached the 

challenges to cooperative systems design, its advantages, the existing 

incentive methods and the most relevant and existing approaches. Last, 

Section 2.4 will summarize the chapter. 
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2.1. Mobile Health (m-Health) 

Mobile Health (or m-health) resides in health services integration and 

utilization through mobile technologies. The most widely cited definition 

belongs to Istepanian et al [34] as “emerging mobile communications and 

network technologies for healthcare”. Nowadays, a common use for m-

health services from the particular perspective of the user can be found in 

applications that aim to inform and alert the user so they could have 

a preventive awareness in their health care. However, m-health is also 

used for personal health care remote management, patients active state 

monitoring, treatment support and patients management with chronic 

diseases. Thus, m-health is widely used in telemedicine [35]. In the Figure 

1 is presented the general mobile architecture of a mobile health system. 

 

Figure 1. General mobile health system architecture.  

 The system contains one or more monitoring and/or surveillance 

devices, such as sensors and video cameras, forming a Personal Area 

Network (PAN) where information is carried through Bluetooth (BT), 

Infrared Data Association (IrDA) or WiFi modules. Those modules are 

wirelessly connected to the patient mobile device (e.g., a smartphone 

and/or a tablet), which should be connected to the Internet, in order to 
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allow the information storage, which is retrieved from the modules. This 

information should be remotely stored and organized in databases and/or 

file systems, to allow its analysis by professional health care providers. 

Many similar architectural approaches were proposed over the years [36-

39], and can be structured and summarized in four main components: (1) 

data acquisition modules; (2) the intelligent central node which is usually 

the patient mobile device and communicates with all modules through BT 

or Wi-Fi; (3) the health data center where all collected information is 

stored for (4) health providers. Thus, in [35] is emphasized that BT and 

Global System for Communications (GSM) and Code Division Multiple Access 

(CDMA) cellular networks should be explored to allow a greater mobility to 

the system. Hence, in [40] is presented a Remote Mobile Monitoring System 

(RMMS) for monitorization in motion through the referred mobile 

technologies. 

 As previously referred, after collecting patient information, its 

analysis is required by health professionals. In [41] is proposed a 

collaborative health model called Computer Supported Cooperative Work 

(CSCW) awareness-based, to realize human roles that are involved in 

mobile health monitoring activities.  

 

Figure 2. Human roles in a monitoring scenario. 

In this model, patients and health professionals are considered as 

having cooperative roles that are geographical distributed and connected 

by mobile devices, where software agents are used in order to overcome 

the problem of different locations. A similar approach is also presented in 
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6. Diagnosis3. Recommend
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4. Alert
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the Alert
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Doctor

Patient

Paramedic
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[39], and in the Figure 2 we could see the respective scenario. The 

objective of this model is to smooth integration difficulties in patient 

monitoring health approaches.  

2.1.1. Limitations and challenges 

There are some limitations and challenges on m-health systems, and 

they could be summarized as follows [42]: 

• Mobile devices limitations, such as battery life consumption much 

associated with internet connections and its cost when there’s no 

free Wi-Fi access points available as well as the lack of hardware 

sensors that some mobile e-health solutions requires; 

• User acceptance, due to system privacy and security issues along 

with other limitations related to applications usability and 

reliability; 

• Unstable data rates for 2.5G and 3.5G services, can cause some 

difficulties streaming videos in some e-health services, taking into 

account the actual 4G/LTE still limited worldwide coverage; 

• The lack of standards can make it difficult to link telemedicine 

services to some mobile devices. 

2.1.2. Electronic Health Record (EHR) and Personal 

Health Record (PHR) 

 Nowadays healthcare providers keep medical data in EHRs 

(Electronic Health Records) [43] to allow medical doctors easily access 

patient data. A typical EHR system is a structured repository of information 

regarding the patient medical history [44]. The main advantages of a EHR 

systems is the capacity to improve health providers efficiency, reducing 

costs, as well as promoting evidence-based medicine, increasing 
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treatments effectiveness [45]. However, patients may want to obtain its 

personal health data, add or modify some information to his Personal 

Health Record (PHR). An Electronic Health Record (EHR) allows medical 

staff and patients electronically access that information, providing to the 

former improved access and enhanced ability to make improved decisions, 

at the same time they could increase the patient awareness to his health 

[46].  

 

Figure 3. A typical EHR mobile system architecture. 

  This is much possible because EHR systems enables access to the 

information regardless of patient time and place [47]. The use of Web 

Services has an important role to mobile-EHR (m-EHR) systems, providing 

access to the data in any personal computer, tablet or smartphone that can 

access the Internet [48]. To provide a higher mobility to medical doctors, in 

[49] is presented an EHR system, structured by an PHR with six function 

modules (Prevention, Medical Treatment, Rehabilitation, Health Care, 

Health Education, Family Planning Guidance), running on a mobile 
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application which connects to a database through a Web Server, where is 

logically stored all patient data. A typical EHR mobile system architecture 

[50] can may be seen in Figure 3. Although EHR-based mobile applications 

are becoming more common, as will be demonstrated, web-based EHR 

systems are becoming very popular and widely used because they provide 

users to access its health information through web, not constrained by 

space and time [51]. Two examples are present in [52], [53] where users 

can create and manage their PHRs.  

Current barriers to PHR/EHR adoption among patients include cost, 

concerns about information privacy, inconvenience, and potential security 

issues [54]. Privacy and security are major concerns of the population, 

particularly if there is a stigma associated with the disease (e.g., 

HIV/AIDS). In [55] cryptographic mechanisms are proposed to approach 

these concerns, in order to ensure the confidentially of stored data. 

However, it is required to address some attention to web based services 

policies, regarding the user control over the stored data as well as legal 

issues. As an alternative to mobile applications and web-based PHRs, the 

MedicAlert Foundation proposes [56] an E-Health Key as a secure, portable 

and personal health record using USB (Universal Serial Bus) flash 

technology. The key detects if it’s plugged in the patients personal 

computer or into an unknown computer. In the latter, the key assumes that 

is being inserted into a medical computer, and in that case is only available 

critical information and pre-authorized by the patient. 

2.2. Ubiquitous Health (u-Health) 

As previously referred, mobile devices have limited resources, such 

as their storage and memory capacity, along with their processing speed, 

much because of their smallness. MDs computational power makes them 

unsuitable to run heavy algorithms with many processing tasks [57]. The 

development of ubiquitous web-based systems releases small computers 
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and mobile devices from these tasks, and provides a more natural 

embedding, allowing access to remote services and content regardless the 

time and place in a transparent manner. Ubiquitous computing, which 

could be present both on server and client side (i.e., on a Web Server and 

in a mobile device, respectively), provides invisible mechanisms, 

transparent to the end-user, where software and/or hardware interaction 

occurs without the user noticing it [58].  

A good example of a ubiquitous system is the Internet itself, which 

allows access to Web Services and helps users maintaining information 

(e.g., medical records) and access its parameters anywhere in the globe 

[9]. Another important use of ubiquitous health resides in the use of body 

area networks (BANs) in patients homes to ubiquitously monitor physicals 

and physiological parameters [59]. These systems are also known as 

wireless body area networks (WBANs). Data is collected through sensors 

(forming the BAN), which is ubiquitously sent and remotely stored to be 

analysed by medical staff or eventually by the patient itself. Its access is 

made through a neutral platform (e.g., a web browser). A similar approach 

[60] uses a wireless local area network and cable television (CATV) network 

serving as a platform for monitoring patient signals. In [61] is presented the 

concept of a ubiquitous-bedroom (u-Bedroom) as a part of a ubiquitous-

House (u-House), a ubiquitous health monitoring system to retrieve and 

measure  biomedical signals without the individual’s awareness.  

Although the many possibilities that ubiquitous systems offer, the 

use of ubiquitous health systems and applications raises many ethical and 

privacy concerns [62]. Who owns the health information, how is stored and 

who is responsible for its management, how confidential it is, are all issues 

that concerns the patient and disincentive ubiquitous health systems use. 

In order to allow the natural grow of ubiquitous health systems and mobile 

applications is important to carefully approach this issue and provide an 

awareness to the user of the data treatment. 
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2.2.1. Ubiquitous Mobile Health 

With the propagation of mobile devices [63], online markets have 

been growing with more health applications [64] that allows to its users 

many possibilities, such as health record registering, treatments alert, and 

health goals establishment. Those applications exist in many popular 

mobile platforms, such as Google Android OS [65], iOS [66] and Symbian OS 

[67], with theirs respective applications stores, such as the Google Play 

[68] (formerly Google Android Market), App Store [69] and Ovi Store [70], 

among others. For the first referred platform, Stabilix PHR [71] can be used 

to keep track of a personal health record, Fast Food Calorie Counter [72] 

allows users to keep track what should be eaten and CardioTrainer [73] 

uses the GPS to track the meters walked by the user and measure the 

calories burned. For iOS, Capzule PHR [74] works as a personal health 

record for all the family, along with Health n Family [75] for Symbian. 

However none of these applications offer suggestions for diet or exercise 

plans. On the other hand, SapoFit [76] is a Google Android OS application 

that intends to be a more complete solution for obesity prevention and 

treatment. Through the use of web services allows to the system to be used 

anytime and anywhere, at the same time that suggestions pulled back to 

the user are constantly improving over time. For integration and test of the 

cooperation mechanisms, this application was used, however more details 

will be properly approached in Chapter 5. 

2.3. Cooperation Mechanisms 

Cooperative mechanisms have proven to be a promising solution for 

several network constraints in wireless networks due to the overall 

characteristics of m-health architectures. This section will focus on 

wireless and mobile ad-hoc networks (MANETs), and will be referred the 

cooperation challenges, its advantages, some possible scenarios, along with 
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important and relevant approaches and proposals presented in the 

literature. 

2.3.1. Challenges in cooperative systems design 

As referred in [16], there are many challenges to cooperation design 

in mobile environment due do the lack of standards and real static 

environments that ensure that all devices have similar specifications, as 

well as the fact that is not possible to guarantee the network homogeneity 

and guarantee its quality and stability. There are many constraints such as 

the mobiles devices resources, such as processor power, storage capacity, 

battery life, network connections with limited bandwidth and/or with high 

latency, which makes the cooperation mechanisms implementation in 

mobile environment a difficult task. Although those potential issues were 

enumerated in [16], [23], [77], they are still present in most cooperative 

systems and could be summarized as follows:  

• Low bandwidth and high latency issues. Cooperation mechanisms 

could cause communication network issues jeopardizing network 

efficiency and effectiveness; 

 

• Synchronization and Security. Cooperation systems require extra 

security and synchronization, which can be a difficult task. 

 

• Complex Schedulers. Systems using multiple nodes relaying 

information between each other requires more sophisticated 

schedulers; 

 

• Node and route choice. In cooperation systems is required to 

determinate the best node to cooperate to achieve a optimum 

relaying, which can be hard due to selfish and uncooperative nodes; 



Related Work 

 18 

 

• Mobile devices resources. Low processor power, short amount of 

Random Access Memory (RAM), short battery life, and devices 

storage can comprehend limitations to mobile cooperation; 

 

• Node heterogeneity. In systems where nodes have different 

hardware and/or software specifications, it is necessary to adapt 

and normalize node communication in order to achieve an optimal 

cooperation;  

 

• Fault-tolerance disconnection. When a communication fault occurs 

in a relaying situation, it is necessary to identify the fault, recover 

the original message, and retransmit from the original node to the 

destiny node, which could not be possible in a mobile scenario, being 

required to decide a new route for the request. 

It is necessary to give the necessary attention to all these 

parameters, in order to create cooperative systems that provide an optimal 

quality of service (QoS) and Quality of Experience (QoE), with potential 

performance gains or without compromising or deteriorating the network. 

2.3.2. Cooperation benefits 

A well-built cooperation system can produce many benefits, when 

comparing to traditional systems. The advantages [23], [78], [79] of using 

cooperative nodes in a system can be summarized  as follows: 

• Performance gains. A well constructed cooperation system could 

increase the network performance, due to higher achievable data 

rates and fewer retransmissions, increasing the network throughput; 
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• Balanced QoS. In cooperation systems that allow nodes without data 

connections access Internet services, other nodes relay packets in 

order to provide it. In the other hand those nodes had to sacrifice its 

resources (e.g., battery life) in order to relay that information;  

 

• Infrastructure-less deployment and reduced costs. Relay node 

utilization decreases network infrastructure dependency, decreasing 

costs and allowing a cooperation system to be quickly build; 

 

• In WLAN and cellular networks a suitable frequency management can 

reduce interference throughput.   

Despite the existing challenges and difficulties in cooperative 

systems design, there are evident advantages, which should be properly 

approached. 

2.3.3.  Cooperative incentive methods 

Cooperative incentive methods can be categorized in two major 

groups: reputation-based and pricing-based mechanisms [80]. In the former 

group, misbehaving nodes are isolated from other nodes and are usually 

deprived from receiving any services from them, punished with temporary 

or permanent sanctions. On the other hand, in the latter approach, 

cooperation is remunerated with virtual currency. 

2.3.3.1 Reputation-based Systems 

Node misbehaviour and selfishness is a matter has been discussed 

over many years. In [81] is emphasized that countermeasures for both are 

mandatory. Reputation mechanisms are applied to address node 
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selfishness. They generally rely on neighbour monitoring to access its 

trustiness [82]. In order to decrease selfishness and stimulate cooperation, 

over the years many reputation systems have been proposed, which 

includes CONFIDANT, CORE and OCEAN [83-86] schemes. The CONFIDANT 

scheme compels nodes to cooperate, by detecting and isolating non-

cooperative nodes. Each node has four main components: a monitor to 

locally detect any diverging monitor; a trust manager to take decisions 

about route information; a reputation system that is fundamentally the 

node reputation rating; and a path manager that defines the optimal path 

to avoid malicious nodes. In a CORE scheme nodes with good reputation can 

use network services while non-cooperative nodes with bad behaviour and 

therefore does not have access to network services. It has three types of 

reputation: subjective, calculated based on direct observation; indirect 

reputation calculated according to information provided by other nodes; 

functional reputation that is calculated through a given function. OCEAN 

also uses a monitoring and reputation system, dividing routing misbehaviour 

into misleading and selfish groups. If a node takes part in route finding but 

does not forward a packet is a misleading node, but if doesn’t take part on 

route finding is a selfish node. When the node rating is lower than the pre-

determined threshold is added to an avoid list and classified as 

problematic. It is given to the node a period time to cooperate and return 

to the network. While these three schemes above referred are the most 

common reputation-based schemes, most authors in the literature present 

proposals with combined and/or adapted characteristics of these schemes. 

Anantvalee and Wu proposed in [87] a reputation based system for 

encouraging the cooperation of nodes on Mobile Ad Hoc Networks, under 

the principle that in a MANET, node cooperation in packet forwarding is 

required in order to avoid the network  performance degradation. Unlike 

the model proposed in [5], to solve the selfishness problem where nodes 

choose to not forward packets to save their own resources, the authors 

proposes a selfish node detection system where nodes are presented with 

the benefits of being cooperative, and that being selfish does don’t bring 
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benefits to himself. It is also introduced the concept of suspicious node, as 

a partially cooperative node. The main purpose of the proposed system is 

to detect and punish selfish nodes through a Reputation Management 

System (RMS) as an extension of the Source Routing Protocol (SRP) [88], 

where each node monitors neighbours behaviours and assigns reputations 

values. 

 In [89] and [90] is proposed a routing protocol based on mobile 

agents where the best possible route between nodes is identified through 

selfish node isolation. Like the model proposed in [87], each node have a 

monitoring module of their behaviour in order to calculate its reputation.  

 

Figure 4. Node isolation scenario. 

The calculation of the reputation value (RV) is made obtaining the 

number of packets forwarded along with the total of packets forwarded in 

the neighbourhood. When RV is lower than a pre-established value, nodes 

are isolated and deprived from network services, as it is possible to be seen 

in the Figure 4. Due to the mobile agents capacity of preserving bandwidth 

and its low latency [91], they are used to take part on the choice of the 

best route. They gather information about all neighbours including their 
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reputation states, in order to establish reliable routers, finding optimal 

paths. There are other similar approaches such as [92] where once more is 

explored the dynamic source routing (DSR) protocol along with node 

behaviour monitoring and records [93] to calculate and address a 

reputation state. Many others reputation-based systems exists in the 

literature [94] [95]. 

2.3.3.2 Pricing-based incentives  

As an alternative for reputation based systems, there are many other 

approaches using pricing based mechanisms. An example is the two-user 

cooperation strategy model proposed in [96],  where a pricing policy serves 

as an incentive to encourage the user to cooperate to allow and guarantee 

the other user  to benefit from cooperative help in order to minimize 

message delay. In this model every time a node choose to cooperate, 

receives currency that is paid from the user who asks for cooperation.  

A dynamic pricing approach is presented in [97], where it is proposed 

a routing scheme where users (i.e., mobile nodes) have two options: a 

route with least virtual cost which does not guarantee the quality of 

service; or a route with QoS which demands an higher cost. In this model, 

the more options (i.e., routes) there are, lower will be the price to pay. 

Naturally, a more cooperative node will have more power of route choice.  

There are other similar approaches [98], [99] that proposes economical 

mechanisms to dynamically manage the cost and routes, showing that this 

technique increases network performance and in many cases can also 

decrease the node energy consumption.  

 Huang et al [100] proposes pricing strategies for resource allocation 

by taking account of factors like multiple transmission rates and nodes 

energy consumption in multi-hop MANETs. The objective of the proposed 

model is to achieve optimal wireless channels utilization by taking into 

account the interference and energy consumption of each node. Results 
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shows that the proposed model can achieve optimal resource utilization 

and quick convergence under a multi-rate environment. 

2.3.4.  Cooperation-based approaches 

 In this section are presented cooperation-based approaches and 

mechanisms regardless their incentive methods.  In [101] is investigated 

the use of cooperation between consumers and providers as an effective 

means to improve the consumer experience, the QoS of a system where 

mobile devices such as Personal Digital Assistants (PDAs) and mobile 

phones, regularly request services from the Web. 

 

Figure 5. The cooperative approach through client and server proxies. 

In order to allow a regular flow work, maintaining low latency 

values, it is proposed a cooperation model where two proxies are used: one 

in the server side the other one in the client side, as a software module in 

the user mobile device. The workflow is illustrated at Figure 5. The system 
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is based on task prediction, to allow the server proxy to pre-fetch and pre-

process necessary resources. To make this possible, the client side should 

make pre-requests to the Web Service (WS) communicating the intention 

for a specific future operation. The study concludes that cooperation 

through task prediction improves system performance and also provides the 

client side with choices and decisions rather than just provide stored 

information retrieval. 

 As previously referred, although WLAN have been widely used in 

cooperative systems, the energy required for WiFi communications in 

mobile devices can be a problem. In hand-held devices in idle mode, its 

energy consumption can achieve more than 50 percent of total energy 

[102], as can been seen in Figure 6. 

 

Figure 6. Consumed power for a connected mobile device in idle mode. 

In an idle system, an active background data transfer rate consumes 

more than 60 percent of the total power, whereas Bluetooth consumes less 

than 10 percent energy when compared to WiFi consumption. This is 

explained due to the Bluetooth limited range, simpler radio architecture 

and lower rate transfer [103]. In [104] is explored the idea of using the 

high-power/high-bandwidth WLAN and low-power/low-bandwidth Bluetooth 

technology for multi-radio mobile networks, presenting a bandwidth-aware 

and energy-efficient cooperative networking clustering protocol. Depending 
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on bandwidth requirements and on node activity, the protocol dynamically 

configures clusters, arranging nodes in a Bluetooth PAN with a common goal 

(i.e., in the same activity), as presented on Figure 7. For each cluster is 

elected a cluster head, which acts as a gateway between the PAN and the 

WLAN Access Point (AP), enabling regular nodes to access the WLAN 

infrastructure, at the same time they save energy, once they don’t need to 

enable WiFi in their devices. 

 

Figure 7. Nodes organized in clusters. 
 

A similar group networking approach is presented in [105], where is 

proposed an optimal resource allocation solution for scalable video 

distribution over cooperative multihop networks to minimize the total 

energy consumption, in a real-time video broadcast scenario where 

multiple users are interested in the same content. The proposed system 

model consists in a base station capable of transmitting and relaying the 

video bit stream for mobile devices. The study shows that through the 

identification of optimized energy-efficient communication flows by using 

two low complexity approximation algorithms, it is possible to achieve 

great energy consumption gains. Similarly, a cooperative wireless network 
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architecture with mobile devices that actively use two different wireless 

interfaces is presented in [25] in order to cooperatively distribute common 

content in the vicinity to node groups next to each other. A server holds 

the content, which have a wired connection to the base station. Depending 

on their position MDs connect to the BS through long-range connection such 

as 3G, LTE or WiMAX. Cooperation takes place by dividing content into 

multiple parts and distributing them to the MDs, and then each one will 

retransmit its received parts do other MDs using SRs links, such as WiFi or 

Bluetooth. That way each node does not need to download a full part of 

the content, saving battery power. 

 In [106] is presented a cooperative strategy for wireless networks 

which also uses a main base station for coordination. Rather than mobile 

relay nodes (RLNs) its strategy consists in the use of static relay stations 

(RSs) in order to optimize the network performance. The Figure 8 presents 

the scenario. 

 

Figure 8. Cooperation through relay stations. 
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In the proposed model the main base station distributes the 

requested content to the multiple and organized RSs to form a virtual 

antenna array and cooperatively transmit to mobile devices. 

2.3.4.1 Location-awareness 

Location services for mobile devices were a much studied area in the 

last years. Network localization gives rise to a new paradigm in 

communications, enabling a variety of new applications, services and 

mechanisms that rely on position information of mobile nodes. The two 

main approaches [107] to obtain mobile devices localization is through 

cellular networks (GSM/CDMA) and through the Global Positioning System 

(GPS). The disadvantages of the latter are the outdoor limitations, the high 

energy consumption and the hardware cost factor.  

 

Figure 9. Triangulation scenario. 
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mobile devices using nearly no extra battery power, and it’s not limited to 

the outdoor environment, although there are potential network coverage 

issues [109].  Most network-oriented approaches are using triangulation 

[110]. The problem with this approach is the cost factor for the end-user 

and the fact that is not accurate as GPS. Two location services that uses 

this technique and are widely used is Google Latitude [111], that performs 

triangulation through the three nearest cell towers, base transceiver 

stations (BTSs) in order to locate a user in real time, and the Find My Phone 

[112] tracking service from Apple. The triangulation scenario is presented 

at Figure 9. Both Google Latitude and Find My Phone from Apple can also 

track the user position scanning and using wireless networks in order the 

decrease the end cost to the user. The WLAN scanning technique to 

improve localization is adopted in many other services [113], [114].  

 A typical GSM BTS is usually subdivided in three sectors [115], 120 

coverage degrees for each one, where, although it depends on the network 

carrier, is usually possible to retrieve the cell which identifies the sector 

within the cell area) where the mobile device is located. However, not its 

exact position, as may be seen on Figure 10. 

 

Figure 10. The trisector from the GSM architecture. 
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Due to GPS disadvantages, in [116] is presented an approach which is 

based on cooperation among mobile nodes to improve localization through 

the exploitment of the information retrieved from the cellular network.  

 

Figure 11. Localization improvement over cooperation. 

In this proposal, first a cooperative node retrieves the location area 

code (LAC) and the cell ID from the network base station where it’s 

connected. If there is any cooperative node within short links range (i.e., 

Bluetooth), it requests its cell and LAC information, and sends it to a 

server. The server compares the received information, and uses the Google 

Maps API [117] in order to calculate a more accurate position, retrieving 

back from the server geographical coordinates to the mobile device. A 

similar approach is presented in [118] to improve the accuracy of location 

information, where nodes share their position through wireless 

communications in order to disambiguate  their positions in the network.  

Location-aware cooperation plays an important role in other many 

situations [119]. With improved localization services medical staff could 

locate equipment in hospitals, workers can find merchandise in a 

warehouse, soldiers could easily determine each other’s positions in harsh 

environments and fire fighters can track each other in smoke-filled 

buildings.  
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2.4. Summary 

This chapter presented the literature review concerning mobile 

health, ubiquitous health and cooperation mechanisms. Thus, after a brief 

introduction, Section 2.1 presented the mobile health architecture along 

with some existing approaches, as well as its limitations, its challenges, 

and a review on electronic and personal health records. Section 2.2 

approached the ubiquitous health regarding monitoring systems as well as 

mobile devices applications for common users. Last, Section 2.3 

approached the cooperation mechanisms, its challenges and advantages, its 

incentive methods, and the existing approaches in the literature. The use 

of cooperation mechanisms is presented as a much possible solution to 

many constraints and limitations of mobile health architectures. 
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3. Requirements Analysis 

 Requirements analysis, also called requirements engineering, is 

an essential process in software development since it contains all 

specifications of the system. Its existence is mandatory in order to fully 

identify all system features and behaviours.  

 The Unified Modeling Language (UML) is the most used modelling 

specification, because it provides suitable standard methods to model not 

only application and data structures, but also its behaviour, architecture, 

and business process [120]. It is managed by the Object Management Group 

(OMG) and is an industry standard for graphical description. UML is neither 

a software methodology nor a programming language. It’s a language with 

semantic notation that allows developers to view, specify, build and 

document the objects of a system. Through UML is possible to design 

models, which are representations in small scale of a particularly 

perspective. They can be applied to existing systems or systems to be 

created. A model consists in a set of diagrams with textual description that 

are consistent with each other.  

 The system features and behaviours will be addressed in this 

chapter in a quantifiable and detailed manner, along with UML diagrams in 

order to demonstrate behaviours, interactions and the system structure. 

 Section 3.1 will approach the system essentials requirements, 

Section 3.2 will address used technologies in this work and Sections 3.3 to 

3.5 will present behavioural, interaction and structural diagrams. Last, 

Section 3.6 summarizes the chapter. 
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3.1. Essential requirements 

Determining essential requirements is one the most important initial 

steps in requirements analysis. They can be features or constraints, 

allowing to have primary ground rules where is established the 

requirements that are mandatory to be present in the system. Defining 

essential requirements can be a difficult task, because it is necessary to 

have a global and complete vision of the vision in order to fully define 

these requirements. Thus, the following essential requirements were 

defined: 

• Android API level should equal or above 10 (i.e., Google 

Android version equal or above 2.3.3), which represents 74.4% 

of the active Android devices across the globe [121]; 

• Bluetooth hardware should be present; 

• Wi-Fi or Edge/3.5G/4G modules are required; 

• Cooperation mechanisms should work ubiquitously in the 

system, and thus, completely invisible and transparent to the 

end user; 

• Security mechanisms should be manually integrated if 

Bluetooth core version is below 4.0; 

• A pervasive Web Service is required in order to provide 

reputation and access management;  

• If a third party application for Bluetooth transmissions control 

exists (e.g., a Bluetooth firewall), it should be properly 

configured. 

In order to create and integrate the mobile cooperation mechanisms, 

the above defined essential requirements are required.  
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3.2. Used Technologies 

The mobile cooperation architecture aims the Google Android 

Operating System [65]. However, the cooperation mechanisms could also 

be applied to other mobile OSs, such as iOS [66] and Windows Phone [122]. 

Thus, in order to implement the referred mechanisms, the Android 

Software Development Kit (SDK) [123] was used. This SDK provides a set of 

tools and necessary APIs to the Android platform, and it uses the Java 

programming language. This platform and its architecture will be 

approached later in more detail. 

The creation of the Cooperative Web Service (CWS) was 

accomplished through the Java Server Pages (JSP) technology [124], using 

the REST architecture. This choice was made due to the simplified, fast and 

dynamic possibilities to create Web Services that JSP provides. It was also 

used the Apache Tomcat Web Server [125] to serve the Web Service.  

To hold the user cooperation information in the server-side, a MySQL 

database was required. For query processing it was used the MySQL 

Workbench tool [126]. However, it is important to refer that another Data 

Base Management System (DBMS), such as Microsoft SQL Server, could also 

be easily applied to the system. At client-side, the SQLite DBMS was used to 

temporarily hold the nodes reputation information.  

For Java development in order to integrate the mechanisms in the 

m-health application (i.e., in SapoFit), the Eclipse Integration Development 

Environment (IDE) was used, combined with the Android Development Tools 

(ADT), an Eclipse Plugin, that extends the program capabilities, providing 

test emulators, direct deployment and useful debugging options. Last, for 

Web Service creation, the NetBeans IDE was used, combined with JSP and 

the referred Tomcat Web Server. 
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3.3. Behavioural Diagrams 

Behavioural diagrams are used to show the functionality of the 

system, which includes use case and activity diagrams.  

3.3.1.  Use Case Diagrams 

Use case diagrams provide an overview of the global functionalities 

existing in the system, displaying the actors and their associations with the 

use case. In a use case diagram actors are drawn as stick figures, and they 

can be a person, organization or external system that plays a role in the 

system. The user case diagram for the m-health application is presented at 

Figure 12. 

 

Figure 12.  Application user case diagram. 

The user case diagram for the Web Service is presented in the 

following Figure 13.  
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Figure 13. Web Service user case diagram. 
 

 

3.3.2. Activity Diagrams 

Activity Diagrams are widely used to provide a visualization of the 

system workflow. Two activity diagrams are defined regarding the request 

packet route path and the response path. In Figure 14 is presented the 

activity diagram that shows the cooperation workflow between mobile 

devices and the WS when a node makes a service request. 

Cooperation 
Threshold List

Reputation 
Management

Web Service

Access Control

User and Health 
Information



Requirements Analysis 

 36 

 

Figure 14. Request path activity diagram. 

In the following Figure 15 is presented the activity diagram that 

regards the response path that originates from the Web Service, which 

could be the same route path as the request or an alternative path. 
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Figure 15. Response path route activity diagram.   
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work, the system flow was divided in three relevant parts. The first is 

presented at Figure 16, presents the first cooperation phase, i.e., the node 

discovery process and the node connection flow regarding Bluetooth 

transmissions. 

 

Figure 16. Node bluetooth discovery and connection processes. 
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requested relay node A (the first found relay node). It is also present a 

relay node B, which is the node found by relay node A. It demonstrates the 

transmission of the node and requester control messages. 

 

Figure 17. Exchange of the node control and request control messages. 
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requester node, which in this diagram, can be Node A or Node B. This 

diagram is presented below in the Figure 18. 

 

Figure 18. Web Service request management. 
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3.5.1.  Class Diagrams 

Class diagrams show statically the collection of model elements such 

as classes, their types, and their relationships. The class diagram that 

represents the static elements of the cooperation system is presented at 

Figure 19. 

 

Figure 19. Class diagram of the application cooperation mechanisms. 
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3.6. Summary 

In this chapter the requirements analysis was approached, in order 

to address all system behaviours and necessary features to the system.  

Thus, after a brief introduction, Section 3.1 presented the essentials 

system requirements, Section 3.2 shortly presented the used technologies 

in this work, and Section 3.3 to Section 3.5 approached and presented the 

behavioural, interaction and sequence diagrams, respectively, which 

included use case, activity, sequence and class diagrams. 
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4. Ubiquitous Cooperation 

Mechanisms 

In this chapter will be introduced some details regarding the aimed 

Google Android platform in order to understand the system functionality, 

which is presented in Section 4.1. Taking into account that the created 

cooperation mechanisms are targeted specifically to this mobile operating 

system, it is necessary to be aware of its features as well as its limitations. 

Thus, Section 4.2 will focus the cooperation system architecture, regarding 

the integrated mobile mechanisms, along with the cooperative Web 

Service. Nevertheless, will be approached the created ubiquitous Android 

service, and the reputation-based strategy, which includes the node and 

requester control messages, the neighbours and reputation lists, in Sections 

4.2.1 and 4.2.2, respectively. 

4.1. Android Platform  

In this section will be approached some details regarding the Google 

Android platform, that are important to understand due to the importance 

of the system intended ubiquity.  
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4.1.1. Android Architecture 

Google Android can be defined as a software stack for mobile 

devices that includes an operating system, middleware and key applications 

[65]. Despite the fact that the Android SDK provides a set of official tools 

and APIs for application development, is it possible to use and create 

alternative tools and APIs in order to develop mechanisms and applications. 

This much possible due to the open-sourciness of the Google OS. The 

following Figure 20 shows the main system components of the Android OS. 

 

Figure 20. Android OS system architecture. 
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These main components could be summarized in the following 

manner: 

• Applications. Android systems by default are provided with a set of 

core applications, which includes the email client, phone dialer, 

messaging app, calendar, maps, browser, among other applications; 

• Application Framework. This framework provides the access to 

manage the device hardware, access to the location information, 

background services, notifications and other embebed android 

features; 

• Libraries and Android Runtime. Android includes a set of libraries 

that are used by various components of the OS and are explored 

through the application framework, as well as the Android runtime, 

which comprises the core libraries and the Dalvik Virtual Machine, 

that relies on the Linux kernel for underlying functionality such as 

threading and low-level memory management; 

• Linux Kernel. The kernel handles core system services such as 

memory and process management, and works as an abstract layer 

between the hardware and the software stack. 

4.1.2. Activity Stack 

Although a typical Android application runs through one activity, is 

possible to create an application that runs more activities at the same 

time, which are managed in the system as an activity stack. When a new 

activity is started, it is placed on the top of the stack and becomes the 

running activity, running in the foreground. Therefore, an Android activity 

has fundamentally four states: 

1. Active or running. As referred, if the activity is in the top of stack, 

running in foreground. 
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2. Paused. If the activity has lost focus but is still visible (for example, if a 

message popup appears above the running application.  

3. Stopped. In an activity is completely obfuscated by the system, it is 

stopped, retaining all information and stop being visible to the user. It 

could be restarted or destroyed, depending on the user requests and 

system needs. 

4. Destroyed. If an activity is paused or stopped, the android system can 

drop the activity from memory. If the user requests the activity again, it 

has to be completely and manually restarted and restored to its 

previous state. 

The possibility of an activity process to be easily terminated by the 

system or user represents a limitation to a cooperation process, because it 

could be unexpectedly or intentionally interrupted, originating problems in 

packet forwarding and node communication. In order to overcome this 

problem, a foreground service can be used, which will be detailed 

presented in Section 4.2.1. 

4.2. System Architecture 

In this section will be approached the cooperation architecture for 

service oriented m-health applications. Two main modules essentially 

compose it: the mobile cooperation mechanisms existing in the main 

application, and the Web Service for remote reputation management and 

access control, which may be seen in Figure 21. The main application is 

comprised by activities and the service. The former comprehends the 

original activities of the mobile application, where login, profiles and other 

original applicational components are presented. The latter possesses the 

mobile and ubiquitous cooperation mechanisms, namely the node control 

and requester control messages, as well as the neighbours and reputation 
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lists. The cooperative web service comprises the remote methods called by 

remote devices, the final node reputation list and the access control 

module. The database at the server-side holds all user information, as well 

as reputation records and cooperative behaviours, while a temporary 

SQLite database at the client-side holds the temporary reputation 

information resulted from nodes behaviour.  

 

Figure 21. System architecture. 
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4.2.1. Ubiquitous Service 

Nowadays, mobile applications and services are used in a daily life 

basis to support the need for information, communications or leisure. 

However, the user acceptance of a certain application, mechanism or 

system highly depends on the provided quality of experience and usability 

[127]. Thus, in this work a very important matter that is necessary to take 

into account is the ubiquity and pervasiveness of the cooperation system. 

The user experience of a cooperating device should not be jeopardized due 

to the cooperation process. Cooperation mechanisms were therefore 

integrated in an Android Service in order to allow the pervasiveness of the 

solution. 

Although activities can be easily terminated by the mobile operating 

system or by the user itself (accidentally or purposely), and have to be 

manually restarted, cooperation mechanisms were integrated in an Android 

service, due to its capabilities to perform longer-running operations in 

background without interacting directly with the user. The lifecycle of an 

Android Service is shown on the Figure 22. 

 

Figure 22. Android service lifecycle. 
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it is assumed as having secondarily priority to the user. If this case, the 

service is stopped and destroyed, which can interrupt an on going 

cooperation process. However, unlike a common activity, an Android 

service is automatically restarted as soon as possible, returning to its 

original state as soon as possible. Another advantage of services is that 

they could run with different priorities than activities, which allow them to 

run for longer running times without being interrupted.  

In order to assure that even a service is not killed by the system, a 

foreground service was used for cooperation mechanisms integration.  

Putting the service in a foreground state (i.e., similarly to running 

activities), the system considers the background service as an application 

that the user is actively aware of and thus is not a candidate for killing 

when low on memory. Still, has the advantage of automatically restart if 

for some motive the user stops the main application, as may be seen in 

Figure 23.  

 

Figure 23. Main activity and service main states in a cooperative mobile 
health application. 
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application, freeing memory on the device, without stopping the 

foreground service and therefore allowing the cooperation process. The 

objective is to allow nodes (i.e., mobile devices) to automatically and 

transparently cooperate, regardless the m-health application state. 

4.2.2. Reputation-Based Strategy 

The main objective of the created cooperation strategy is to provide 

an infrastructure independent alternative and ensure global connectivity 

to the Internet across specific m-health applications, at the same time it 

aims to optimize the overall network performance. Thus, in order to deal 

with the selfishness issue and ensure packet forwarding, three options were 

considered, while maintaining the system ubiquity: 

1. Nodes could freely choose its cooperation state, without motivation 

to cooperate and forward packets and no punishment if they choose 

not to assist a node without network access. 

 

2. Enforce cooperation (i.e., packet forwarding) at application level at 

all times, which means that all nodes are obligated to cooperate 

with other nodes, regardless of the available resources (e.g., battery 

power). 

 

3. Applying an incentive method in order to give mobile nodes a 

motivation to cooperate, using a reputation-based system to punish 

selfish nodes, while taking into account nodes with critical 

resources. 

Although the first two considered options are completely valid to 

specific scenarios, it is necessary to take into account that the created 

cooperation system aims mobile health systems, which in practice 
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represents applications with critical purposes. While the first option cannot 

guarantee the packet forwarding to requester nodes, the second option can 

jeopardize an enforced cooperating node, due to the lack of resources. 

Thus, it was created a reputation-based system in order to overcome those 

two problems, which is essentially formed by Node Control Messages 

(NCMs), Requester Control Messages (RCMs) that includes Reputation Lists 

(RLs) and Neighbours Lists (NLs), and a Cooperative Web Service (CWS) to 

handle global cooperation and reputation management. In short, the 

created reputation system words under the following main specifications: 

1. When the m-health application is firstly initiated, it is automatically 

established a predetermined and unique identifier which is assigned to 

the Bluetooth device name in order to allow requester nodes in 

discovery process to identify nodes with cooperation mechanisms. 

 

2. A requester node that initiates a discovery process should connect to 

the first relevant found node, in order to optimize the discovery 

process. 

 

3. When a requester node finds and connects to a neighbour node (through 

Bluetooth scanning), receives a node control message from it; 

 

4. All nodes should maintain a neighbours list and if necessary, a 

reputation list, being responsible to calculate the reputation value 

(RV) based on the received information through the NCM. These lists 

should be forwarded through the relay nodes, within requester control 

messages. 

 

5. When a requester node initiates a request to receive data through 

cooperation, it will wait for a response until the timeout is achieved. If 

the timeout is achieved and the response has not been received, the 
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request expires and initiates another request through another 

neighbour node; 

 

6. Based on the received behaviour information by cooperative nodes, the 

Web Service verifies and updates the reputation states, managing the 

access control, refusing or providing access to the data.  

These are the summarized pillars of the reputation-based cooperation 

system, and will be detailed approached in the following Sections, from 

Section 4.2.2.1 to 4.2.2.4. In Figure 24 is presented a possible cooperation 

scenario, involving two node groups using the same m-health Android 

application. 

 

Figure 24. Cooperation scenario. 
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have Bluetooth class 2 modules, which means they can search for nodes 

within  a ten meter range, approximatelly. In group B, node B1 and B2 are 

the only nodes available within their ranges, so node discovery, node 

choice and packet forwarding occurs directly. In the group A, node A3, 

which is defined as the requester node, will search and connect for the 

first available node it founds, which in the presented scenario, is the node 

A2. However, if A2 does not have Internet connectivity and node A1 is not 

achieveable by A3, it has to request to A2 to request to node A1 to retrieve 

data from the Web Service in behalf of A3. Considering a mobile scenario 

where nodes can change their positions in a few seconds,  the response will 

preferably follow the same path, however, if that is not possible (for 

instance, node A2 could not be available anymore), node A1 will try to 

communicate with a node which is a neighbour both from A2 and A3, in 

order to increase the probability of the fourth node be also a neighbour 

from the requester node (i.e., from node A3), which in this case is the node 

A4. The necessary information to anticipate this situation is available on 

the neighbour list (NL), which was sent along with the request, as will be 

approached later.  

4.2.2.1 Node Control Message (NCM) 

Node Control Messages are sent from requested nodes to requester 

nodes and aim to provide an awareness of the node state, i.e., if the node 

is willing to cooperate and in what conditions. It contains the established 

node unique identifier, the battery state, the Internet connectivity status 

and the cooperation status. The NCM is presented at Figure 25, along with 

the size of each component. 
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Figure 25. Node Control Message. 
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value (RV), as shown on Table 1. The critical status represents a battery 

power of less than 15%. In this case, the node becomes unavailable for 

cooperation. Thus, it is possible to avoid nodes with critical battery power 

being punished by not sacrificing its last battery resources. The poor status 

occurs when the battery power is between 15% and 35%. Between 35% and 

70% is achieved the regular battery status and above the 70% the node is 

classified as having an excellent status. The reputation value is achieved 

through a correlation between the battery status, the Internet connectivity 

and the node cooperation state. In Table 1 is possible to verify that the 

worst punishment occurs when a node with excellent battery state has 

Internet connectivity but it is not willing to cooperate, and the better-

rewarded node happens when the cooperation occurs from a node with 

poor battery state and Internet connectivity. 

Table 1. Reputation Value calculation. 
 

Battery State Internet 

Connectivity 

Cooperation 

State 

Reputation 

Value (RV) Classification 0%-100% 
Critical <15% - - - 

Poor >=15%   

and          

< 35% 

 

 

0 0 -1 
Poor 0 1 +3 
Poor 1 0 -2 
Poor 1 1 +4 

Regular >= 35%  

and          

< 70% 

0 0 -2 
Regular 0 1 +2 
Regular 1 0 -3 
Regular 1 1 +3 

Excellent  

>= 70% 

0 0 -3 
Excellent 0 1 +1 
Excellent 1 0 -4 
Excellent 1 1 +2 

 

It is important to note that cooperative nodes without Internet 

connectivity could also increase its reputation, due to the eventuality of 

relaying packets in behalf of requester nodes. These intervals are assumed 

to avoid selfishness among nodes with good conditions to cooperate, while 
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nodes with very low resources are not extremely punished if they do not 

cooperate. 

4.2.2.2 Neighbours List (NL) 

When a node makes a request to another node, which does not have 

Internet connectivity, it is suitable that the intermediary node does not 

relay information (i.e., the requester control message as will be 

approached in Section 4.3.2.4), connect to a common neighbour of both, in 

order to provide a better node discovery scope. Also, in cases involving 

more than two nodes and at least one intermediary is necessary, it is 

possible that the response has to follow an alternative path due to the 

unavailability of nodes that provided the original request path. During the 

request, in order to the required provide information about the actual 

neighbours nodes, and in the response in order to assure the best possible 

return path, it is necessary to maintain a list of neighbours, which is 

presented in Figure 26. 

 

Figure 26. Neighbours List. 
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N5, it finds first N2. If N2 finds first N3 in the discovery process, make a 

request for data retrieval in behalf of the requester node. Thus, in this 

case the other remaining two nodes are not necessary to intervene in the 

cooperation process (i.e., in packet forwarding) in a first phase, as 

presented in Figure 27. In the presented scenario, before connecting to N2, 

N1 retrieves all the remaining node IDs and Bluetooth addresses from its 

neighbours, aggregating the information on a neighbours list. This list is 

then sent along with the service request to N2 in the requester control 

message. N2 will then compare the received neighbours list in order to 

search for neighbours that are not known for N1. 

 

Figure 27. Request path. 
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Figure 28. Response path. 
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4.2.2.3 Reputation List (RL) and Cooperative Web Service (CWS) 

Although the node reputation value is locally and temporary stored, 

it is exchanged by mobile nodes and aggregated with previously existing 

reputation lists until a cooperative node with Internet connectivity is 

found, in order to update the final reputation list in the WS. When this 

occurs, the result of the aggregation of all RLs is sent and updated in the 

N1

N4

N5

N3 WiFi AP

Response Path
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Web Service when a node with cooperative node with Internet connectivity 

is found.  

 

Figure 29. Reputation List. 

  

A reputation list has a maximum size of 29 bytes for each record and its 

structure is presented at Figure 29. The RL is simply comprised by the node 

unique identifier and the reputation value (RV) value (calculated as 

presented in Table 1 of Section 4.2.2.1). The total number of records that 

exists on the server-side database is equal to the number of registered 

nodes in the m-health application, while in the client-side the number of 

records is changeable and varies through time, being emptied every time is 

forwarded to a relay node, but updated when its sent by a requester node. 

Each node ID is associated with the application user identifier, which means 

that when a user uses different mobile devices, it is maintained its 

reputation.  

 Based on node reputation, the CWS is responsible to decide if a 

requester node can or cannot access the remote data. Therefore, three 

reputation states are assumed: selfish, neutral and cooperative. The 

intervals that define the node reputation state are defined in Equation 4.1. 

Node ID Reputation Value

Reputation List (* 29 bytes x Nrl)

...

... ...

...

* 27 bytes x Nrl * 2 bytes x Nrl

* Maximum size

Nrl = Number of records
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                           Rep(N)= 
Selfish,  RV∈ ]-∞, -1]

Neutral,  RV ∈ 0
Cooperative,  RV∈[1, + ∞[

     

Nodes with zero reputation value are considered neutral. Neutral 

nodes have direct access to the Web Service, but they are not allowed to 

receive packets through cooperation until its RV is equal or greater than 1, 

achieving a convenient cooperative reputation state. Thus, nodes with 

negative reputation value are considered selfish, and their access to the WS 

is refused until they reach the cooperative state, except for packet 

forwarding requests, where selfish nodes can retrieve remote data for a 

cooperative requester node.  

Communications with the Web Service, requests and responses, 

occurs using the JavaScript Object Notation (JSON), due to its language 

independence, its standard lightweight notation and its data structures and 

associative arrays that provides mechanisms to easily organize and pass 

information. At application level, all temporary and local cooperation 

reputation lists are logical stored on a SQLite database, which is emptied 

once the information is sent and updated in the WS. 

 Due to the packet forwarding implications, it is necessary to take 

into account security issues in related to data privacy, which is a major 

concern in health systems. Thus, it is necessary to protect the transported 

information in Bluetooth transmissions, in order to safeguard personal 

information concerning users health. Cryptographic mechanisms is seen as a 

solution in order to present security methods in packet forwarding [55]. 

Although the latest Bluetooth core 4.0 version was officially adopted in 

2010 supports packet encryption, and it uses Advanced Encryption Standard 

(AES) and a 128-bit block cypher algorithm [128], there are few mobile 

devices that supports this version, where most mobile devices are actually 

using the core 2.1 version, which dates from 2007.  Therefore, packet 

encryption was manually applied to the cooperation system to secure 

(4.1) 
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Bluetooth communications, using AES algorithm in Cipher Feedback (CFB) 

mode with a key size of 128 bits [129]. 

4.2.2.4 Requester Control Message (RCM) 

The requester control message is first sent by the initial requester 

node, and it comprises five main components: (1) the requester ID, (2) the 

service request, (3) the neighbours list, (4) the reputation list and (5) the 

achieved cooperation time (ACT). An illustration of the RCM is presented 

at Figure 30. Its size can greatly vary because it depends in the number of 

aggregated neighbours and reputation lists, as well as the size of the 

service response and the ACT.   

 

Figure 30. Requester Control Message. 

The five main components of the requester control message can be 

described as follows: 

1. Requester ID. As previously referred, the requester ID results from 

the aggregation of the mobile device Bluetooth mac address and the 

user unique identifier. 

 

Requester ID
Service 
Request List

Requester Control Message

Achieved 
Cooperation 

Time

Neighbours 
List

Reputation 
List

* 27 bytes * 29 bytes x Nrl

19 bytes x Nnl x L 

* 4 bytes 

* Maximum size

Nrl = Number of records in reputation list

Nnl = Number of records in neighbours list

L = Number of aggregated neighbours lists

11 bytes 

Service 
Response

* 200 bytes
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2. The Service request represents the information that exactly the 

requester node is requesting, namely the authentication or logout 

tokens, its health profile, or other remotely stored information. 

 

3. The Service Response contains the specific requested data (e.g., 

the health profile) or the service denial. 

 

4. Neighbours List. Although the first requester control message 

contains only one NL, depending on the number of used relay nodes, 

will result in the same number of neighbours lists. 

 

5. Reputation List. The RL will contain all reputation values calculated 

in the cooperation process, and can be updated for any node, being 

the values updated depending on the relay nodes behaviour, until it 

reaches the WS, where the stored information is pervasively stored. 

 

6. Achieved cooperation time. To prevent a request node to 

indefinitely wait for a request, it was defined a maximum waiting 

period (MWP). Therefore, when a node initiates a request and sends 

the requester control message, it will wait for the response until the 

MWP is lesser than 30 seconds. This value is defined in order to 

control the user QoE. If the response is not received then MWP is 

achieved, the requester node cancels its request and starts searching 

and requesting cooperation to a different initial node. The ACT 

provides to all nodes intervening in the cooperation process an 

awareness, of when they should stop cooperating and wasting 

resources finding a cooperative node with Internet connectivity. 

When the RCM is exchanged through nodes, the ACT should pass in 

order to provide an awareness of the achieved cooperation time. 

The requester control message is exchanged between nodes using 

JSON (encrypted using AES algorithm) during requests and responses. 
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Although in this work the cooperation mechanisms aim a specific mobile 

Operating System, this independent notation provides a quicker expansion 

of these mechanisms to other mobile platforms. 

4.3. Summary 

In this chapter it was presented in Section 4.1 some important 

aspects regarding the Google Android platform, in order to understand the 

ubiquitous mechanisms. In Section 4.2 it was approached the cooperation 

system architecture, as well as the reputation-based cooperation strategy. 

Thus, the main objective of this chapter was to present the importance of 

the system ubiquity through the created cooperation mechanisms in order 

to achieve a global network connectivity while approaching selfishness 

issues and the choice of the request and response paths. This is achieved 

through the reputation-based strategy, which is fundamentally possible 

through the application foreground service comprised by four cooperation 

mechanisms: the node and requester control messages, the neighbours and 

reputation lists, along with the Web Service. An illustration of the message 

exchange sequence is presented in the Figure 31. 

 

Figure 31. Data exchange sequence. 

In this Figure it is possible to perceive the following message 

exchange sequence: (1) First it occurs the node discovery and connection 

Node Control 
Message

Requester 
Node

Intermediary 
Node

Requester 
Control 

Message

(1)

(2)

Discovery 
and 

Connection

Background 
Running 
Service

Background 
Running 
Service

N1

N2

......

(3)



Ubiquitous Cooperation Mechanisms 

 64 

by the requester node; (2) the intermediary relay node responds with the 

node control message; (3) The requester node sends all necessary 

information for cooperation process, using a requester control message. 

All these mechanisms contribute to a fully operational ubiquitous 

cooperation reputation-based system, which aim to improve the global 

Internet connectivity and remote data access. 
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5. Performance Evaluation 

and System Validation  

This chapter focus on the system validation and in the performance 

evaluation of the ubiquitous cooperation mechanisms, which were 

integrated in an existing m-health application, presented in the following 

Section 5.1. Section 5.2 presents the created cooperation scenario and 

necessary assumptions for performance experiment purposes. In Section 5.3 

is approached the performance evaluation of the ubiquitous cooperation 

mechanisms taking into account the experimented scenario, where 

performance metrics and its analysis are addressed. Last, Section 5.4 

summarizes this chapter. 

5.1. SapoFit, a m-health Android Application 

This section shortly presents SapoFit, an m-health application, 

developed for Google Android OS and carried out with SAPO (Portugal 

Telecom) and Next Generation Networks and Applications Group (NetGNA). 

This mobile health application focus on obesity prevention and treatment, 

retrieving user information and returning the actual Body Mass Index (BMI) 

along with the calculated ideal BMI for a specific person, while giving 

constants and improved treatments over time to achieve a certain weight 

objective, as may be seen in Figure 32. 
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Figure 32. User login, food treatment plans and user profile screenshots 
of SapoFit mobile application. 

All cooperation mechanisms were integrated in this Android 

application, as previously referred, through a foreground service, in order 

to allow cooperation regardless the application state. The application 

originally uses a Web Service in order to remotely store all user information 

along with treatments information, which was modified in this work in 

order to provide the Cooperation framework to the WS. 

5.2. Cooperation Scenario 

A cooperation scenario was created and used for performance 

evaluation purposes, residing on the requester node (RN), three 

cooperative relay nodes (C1, C2 and C3), which include one node with 

Internet connectivity, and Un, the uncooperative node. There are also 

three invalid nodes. These nodes are not within the Bluetooth range of the 

remaining nodes or they are not applicable (i.e., they do not have 

integrated cooperation mechanisms). The scenario is presented in Figure 

33. 
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Figure 33. Network scenario for performance evaluation. 

In a first sight it is possible to verify that the optimal path for both 

the request and the response would be as presented in the following Figure 

34, where only one relay node is required. 

 

Figure 34. Request optimal path. 
 

However, Un is an uncooperative node, which means that an 

alternative optimal path needs to be defined, as presented in Figure 35. 
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Figure 35. Alternative request path. 

However, for experiment purposes, the uncooperative node was 

intentionally placed in order to be detected first than C1 from the node Rn 

perspective, purposely resulting in a time loss, as presented in Figure 36. 

 

Figure 36. Established request path. 

Thus, through Rn neighbours list, remaining nodes are informed that 

Un has an uncooperative state, so all can avoid the node in the response 

path, as presented in Figure 37.  

 

Figure 37. Response path. 

Before approaching the performance evaluation, it is important to 

address the number of processes that occurs in the cooperation flow of the 

created scenario, which is presented at Table 2. 
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Table 2. Number of required processes. 
 

 Request                 
Path 

Response                 
Path Processes 

A Discovery 3 3 

B Connection 
Establishment 4 2 

C Node Control Message 4 - 

D Requester Control 
Message 3 3 

 

These processes are described as follows. 

A) Discovery. It is necessary three necessary discovery processes. Two 

to find C1 and C2 nodes, and one to find Un1 and C3. In the response 

path, three discovery processes are required in order to confirm the 

presence of the original intermediary nodes. 

 

B) Connection. It is required a total of six connection processes. The 

response path has two less connections that the request, because 

the uncooperative node is avoided, and the requested node, C3, does 

not need to connect again to node C2. 

 

C) Node Control Message. The node control message is sent during the 

request path three times. The NCM is not exchanged during the 

response due to the fact that the original nodes remain in the same 

position and cooperative state. 

 

D) The Requester Control Message is aggregated and sent a total of six 

times, during the request and after the Web Service response.  
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The performance tests took place with four real mobile devices as 

may be seen in Figure 38, and three simulated devices to serve as 

uncooperative nodes. These tests were performed on both indoor and 

outdoor environments.  

 

Figure 38. Used mobile devices. 
 

The four mobile devices, one tablet and three smartphones, have 

the Google Android Operating System, with the 4.0.3 version in the tablet, 

version 4.0.4 in both Samsung Nexus S, and 2.3.3 in the HTC Magic. These 

devices possess Bluetooth class 2 modules, as most of the common mobile 

devices [103], and the 2.1 core version.  Having Bluetooth class 2 means 

they have an approximate maximum range of ten meters. Thus, indoor and 

outdoor tests were performed at a distance of approximately eight meters 

between each mobile node, in order to avoid failed connections. 

In the next Section 5.3 is performed the performance evaluation of 

all measured and retrieved data, taking into account this specific scenario. 
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5.3.  Performance Evaluation of Ubiquitous 

Cooperation Mechanisms 

This section performs the performance evaluation of the cooperation 

mechanisms, and will address the performance metrics in Section 5.3.1, 

which will be used in the Section 5.3.2 in order to retrieve and calculate 

the necessary data to provide the system performance analysis. 

5.3.1. Performance Metrics 

This section presents the two performance metrics that were 

considered in this study, namely the request delay and the response delay. 

 

Request Delay (RQD): the RQD metric measures the average time that it 

takes in order to make a service request, i.e., until the requester node 

initiates a the discovery process and until it is received by a node with 

Internet connectivity or the request expires. Equation 5.1 presents how 

RQD is calculated. 

  

RQD = Cn1 β + α + σ + φ  + Un1 β + α + σ  + Cn2(α + σ + φ) + δ   

 

Where, 

• Cn1= Total number of cooperative nodes, not in neighbours list (i.e., 

found nodes through discovery process), during the request; 

• Cn2 = Total number of cooperative nodes, in neighbours list (i.e., a 

node already been discovered), during the request; 

• Un1= Total number of uncooperative nodes, during the request; 

(5.1) 
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• β = Average node discovery time; 

• α = Average Bluetooth connection establishment time; 

• σ = Average node control message time transfer between two nodes; 

• φ = Average time transfer of the requester control message, 

between two nodes; 

• δ = Time loss due to a failed connection; 

 

Response Delay (RPD):  the RPD metric measures the average time that is 

required to send the response from the node with Internet connectivity to 

the requester node. Equation 5.2 presents the formula in order to calculate 

the RPD. In case that a node with WS connectivity is not found, it measures 

the delay that it takes to carry that information back to the requester 

node. 

RPD = φ + Cn3(β + α + σ + φ)  + Un2 β + α + σ  + Cn4 - 1 (α + φ) + δ   

 

 Where, 

• Cn3 = Total number of cooperative nodes found through discovery 

procedure, during the response; 

• Cn4 = Total number of cooperative nodes, used through neighbours 

list, during the response; 

• Un2 = Total number of uncooperative nodes, during the response; 

• β = Average node discovery time; 

(5.2) 
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• α = Average Bluetooth connection establishment time; 

• σ = Average node control message time transfer between two nodes; 

• φ = Average time transfer of the response through the RCM. 

• δ = Time loss due to a failed connection; 

Thus, in order to calculate the necessary average total time (ATT) 

required to make a full request and to receive the response, it is calculated 

through the following Equation 5.3, which is basically the sum between 

RQD and RPD. 

ATT = RQD + RPD 

5.3.2. Performance Analysis 

This section presents the performance analysis of the achieved 

cooperation system in this work. As previous referred, when a requester 

node requires cooperation from a node, there are processes involved, 

namely the discovery procedure, the connection establishment, the 

transfer time of the NCM and in a case involving a cooperative node the 

RCM as well. Eventually, it can also occur a failed connection. All these 

processes were individually and collectively timed in exhaustive tests, 

obtaining its average values after thirty experiments. The results are 

presented at Table 3. The discovery procedure starts and finishes in an 

average of 1732 milliseconds, a connection establishment is performed in 

an average of 2475 milliseconds, the NCM is sent in approximately 87 

milliseconds and the RCM is sent in about 165 milliseconds. A specific test 

was also performed in order to test the time loss due to a failed 

connection, and therefore the time loss in an average of 5146 milliseconds 

was measured. However, all other experiments went free of failed and 

problematic Bluetooth connections. 

(5.3) 
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Table 3. Processes periods in milliseconds. 

 

                Environment 

Processes 
Indoor  
(10 m) 

Outdoor  
(10 m) 

 

 

α Discovery 2221 1243 1732 

β Connection 
Establishment 

2670 2280 2475 

σ Node Control Message 102 71 87 

φ Requester Control 
Message 

195 134 165 

δ Failed Connection 5146 

The request delay always result in a different value when comparing 

to the response delay, due to the fact that even the return path route 

remains the same, the discovery process will not be necessary. In the case 

that the response has to follow an alternative route, there is the 

probability of finding and spending time with uncooperative nodes. 

Experiments were conducted in order to calculate both request and 

response delays, i.e., the RQD and RPD metrics, as presented at Figure 39. 

As may be seen, the created scenario with one uncooperative node resulted 

in a request delay of approximately 16 seconds. Simulated experiments 

with two and three uncooperative nodes have resulted in an RQD in an 

average of 20 and 24.5 seconds, respectively. The experiment conducted 

without uncooperative nodes have provided the lowest RQD value of 

approximately 13,4 seconds. The value of the persistent RPD value, about 

5.5 seconds, is explained due to the fact that in the conducted tests the 

neighbours list was used in order to avoid the uncooperative nodes found 

during the request, which resulted in a response path free of not 

cooperative nodes.  
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 Figure 39. Measuring of the request and response delays 

 

Figure 40. Average Total Time. 
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In the above Figure 40, the ATT value is shown, which as previously 

mentioned, have resulted from the total delay from both the request and 

the response, taking into account from 0 to 3 uncooperative nodes. It is 

clearly visible that the increase of uncooperative nodes truly affects the 

cooperation performance. For a scenario without uncooperative nodes, the 

ATT is approximately 18.8 seconds, consisting on the lowest value. For one 

and two uncooperative nodes the ATT is about 21.4 and 25.7, 

approximately. The worst situation occurred when three uncooperative 

nodes were found in the request path, which caused a final ATT value of 

about the double of the lowest value, approximately 30 seconds. Thus, in 

this work this value defines the maximum waiting period (MWP), as 

previously mentioned in Section 4.3.2.4.  

 

Figure 41. Cooperation memory RAM consumption. 

Therefore, when ATT is greater than MWP, relay nodes will stop 

cooperating for that specific request and the requester node will initiate a 
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new request by searching for different nodes from those found during the 

previous cooperation process.   

As mentioned before, cooperation mechanisms were integrated in a 

foreground service that runs at the same time that the main activity (i.e., 

the mobile application itself), however with a background behaviour. In the 

performed experiments, the revealed memory footprint resulted from the 

cooperation process never jeopardized the system, and the packet 

forwarding never failed due to lack of resources. This service was 

individually tested aside the main process, and the required RAM memory 

for the service was measured, as may be seen in the above Figure 41. The 

retrieved value of 7.1 megabytes (MBs) was measure with the service in 

listen mode, waiting for incoming connections. The maximum value of 8.3 

MB was verified when the service was in full operation, exchanging data 

through Bluetooth with another mobile device. During the packet 

forwarding, it was also verified a 3.1 mb of memory RAM consumption for 

the native Bluetooth process of the operating system. 

5.4. Summary  

This chapter presented in Section 5.1 the m-health application 

where the cooperation mechanisms were integrated. This application, 

which was carried out by SAPO and NetGNA, aims the obesity prevention 

and treatment through a service oriented architecture. In Section 5.2, the 

cooperation scenario was presented in order to provide an awareness of 

how the tests were performed, including the information flow, i.e., what 

information was exactly transmitted between nodes, and in which order; 

Section 5.3 presented the performance metrics and the performance 

analysis. Two specific metrics, RQP and RPD, were defined in Section 5.3.1 

in order to quantify the delay of the request as well as the delay of the 

response. In Section 5.3.2 the performance analysis of all collected and 
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calculated data was performed. Tests were performed individually to 

measure required Bluetooth processes time, and more important, the 

efficiency of the system. Results clearly show that the greater the number 

of uncooperative nodes on the packet route path, greater will naturally be 

the time that the requester node needs to wait for the response. Thus, 

based on the tests results, a maximum waiting period was defined in order 

to guarantee the quality of the service, and to avoid a request to run 

indefinitely until a cooperative node with WS connectivity is found. Last 

but not least, the consumed amount of memory RAM by the foreground 

service was measured, and it was revealed a low memory footprint. 
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6. Conclusions and Future 

Work 

6.1. Conclusions 

This chapter presents a synthesis of this dissertation along with the 

main achievements and important conclusions that result from this work 

and points some directions for future work. The main objective of this 

dissertation was to study and develop cooperation mechanisms, creating an 

integrated pervasive cooperation system for service oriented mobile health 

applications with Internet connectivity dependency. Fundamentally, these 

mechanisms aimed to assure that users of a m-health system without WiFi 

or cellular network data connectivity can access remote data through 

cooperation, requesting packet forwarding from nearby nodes and receiving 

data through Bluetooth. This work was carried out with SAPO (Portugal 

Telecom), for integration with the m-health Google Android application 

SapoFit. Thus, all the dissertation objectives were successful accomplished 

and all intermediate objectives were achieved. 

After introducing and presenting the topic of this dissertation, define 

its objectives and main contributions, chapter two presented the 

cooperation mechanisms state-of-the-art, which included the challenges to 

its design, its advantages, incentive methods and existing approaches in the 

literature. It was also approached important related work in mobile health 

as well as some important insights in ubiquitous health and applications. 
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Chapter three presented the requirements analysis taken before the 

cooperation mechanisms development and integration process. First, the 

essential requirements were defined. Next, the used technologies from the 

software perspective were described in to provide an awareness of the 

required tools for the referred processes. Last, user case, activity, 

sequence and class diagrams were presented.   

Chapter four approached the developed ubiquitous cooperation 

mechanisms for mobile application integration. It was firstly introduced 

some important details regarding the Google Android mobile platform, such 

as the ubiquitous foreground service, in order provide the required 

ubiquitous context to the cooperation system architecture, which is also 

presented in the referred chapter. Next, the cooperation system 

architecture is presented, in order to provide an a global perspective of the 

system. For the proposed reputation-based strategy, a node and requester 

control messages along with neighbours and reputation lists and a 

cooperative web service were presented. Besides the potential constraints 

in service-oriented mobile applications, these mechanisms can also solve 

some several issues in existing cooperation frameworks, such as the system 

need for ubiquity, the choice of the optimal route path in packet 

forwarding as well as the choice for the mobile candidate to serve as a 

relay node, along with an reputation-based incentive method in order to 

decrease selfishness and motivate cooperation. It is important to note that 

this strategy, although defined for mobile health systems, was created 

taking into account the portability to other types of systems and mobile 

platforms. This means that this solution can be easily applied in systems 

with different categories (e.g., social networking services) as well as the 

use of JSON (both for WS and node communications) and Bluetooth provides 

common software and hardware interfaces that can be used in other mobile 

platforms allowing cross-platform interaction.    

Chapter five performs the system validation and performance 

evaluation. After a brief introduction about the m-health application (i.e., 

SapoFit) where the cooperation mechanisms were integrated, the network 
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scenario for test purposes was presented. Next, two performance metrics, 

the request delay and the response delay were defined, and were applied 

in the performance analysis. Experiments were conducted in order to verify 

the behaviour and efficiency of the system with a various number of 

uncooperative nodes. Last, the consumed amount of memory RAM by the 

foreground service was measured. 

A major concern during the cooperation system development was the 

fact that cooperation process would run on mobile devices with limited 

processor and memory resources, along with the need for ubiquity. Through 

the use of an Android service, if for some motive (e.g., lack of memory 

resources) the m-health application is stopped by the operating system or 

by the user, without user interaction the service restarts as soon as 

memory resources are restored, allowing the cooperation process to occur 

in background, transparently to the user. As the performance analysis 

revealed, the memory footprint resulted from this persistent process never 

jeopardized the system, and the packet forwarding always occurred 

without issues. Ultimately, through the conducted experiments the 

ubiquitous foreground service allowed mobile devices to be exploited at 

the same time that other functions occurred, such as texting, writing an 

email or make a phone call, without disturbing the user or jeopardizing 

packet forwarding. Although, there were some fluctuations on Bluetooth 

transfer speeds, much because of processor utilization in those different 

processes. 

In terms of energy consumption, performed tests have shown that 

Bluetooth transmissions spend imperceptible amounts of battery power, 

with the predictable exception of the unique node with WiFi data 

connection, where a perceptible decrease of battery power occurred after 

some dozens of tests, due to the amount of received requests.  

The cooperation strategy in this work applied to a particular m-

health system clearly presents advantages when comparing to similar 

systems without cooperative solutions, providing a suitable and free of 

charge alternative for remote access, as well as performance gains in the 
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server side, due to the less concurrency access. Also, this system allows 

reducing costs in existing cooperation solutions using specific 

infrastructures (e.g., relay base stations), due to its infrastructural 

independency. There are however, some potential downsides. Mobile 

devices resources, if very low through the various nodes in a request, can 

possibly affect an entire cooperation process, eventually causing a request 

to expire. As shown in the performance analysis, selfish or malicious nodes 

can significantly increase the message delay. While a request with a path 

with three cooperative intermediate nodes can take approximately 15 

seconds, if other three nodes are found before the node with WS access, 

the delay can reach the 30 seconds approximately, which represents a time 

loss of 50 percent in that scenario. Thus, it is necessary to take into 

account the predictable user acceptance issue in terms of the increased 

energy consumption, which ultimately at some point is required in order to 

maintain a positive reputation value. It is important that future works 

provide awareness to the end user that although cooperation usually 

translates into short-term losses they are often translated into long-term 

gains. 

From this work, it was accepted a paper for an international 

conference, as well as a submission with extended contributions for a 

major international journal. This work was also presented in the 15th 

Seminar of the Rede Temática de Telecomunicações Móveis, University of 

Minho, Guimarães, Portugal, in June 2012. 

6.2. Future Work 

To conclude this work, it just remains to suggest future research 

directions based on current work:  

• The development of APIs for other mobile platforms, such as 

iOS and Windows Phone, could greatly increase the value and 
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usefulness of cooperation mechanisms, for mobile applications 

that already are multi-platform.  

 

• The use of a location-aware service could provide an 

alternative to node discovery through Bluetooth. 

 

• Test other routing mechanisms and incentive methods. 

 

• Performance evaluation in larger scale with real users in a 

dynamic scenario to allow testing the system efficiency and 

effectiveness in a more reliable manner, as well as its user 

acceptance to the cooperation system. Real scenario tests 

would also allow retrieving more accurate data about energy 

consumption that results from cooperation.  
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In this appendix, the paper entitled “Performance Evaluation of 

Cooperation Mechanisms for mHealth Applications” accepted for an 

international conference is presented in the following pages, as well as the 

submitted international journal paper entitled “A Novel Cooperation 

Strategy for Mobile Health Applications. 
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Abstract— Mobile health (m-Health) includes the use of 
mobile applications to deliver healthcare services anytime and 
anywhere. This paradigm benefits with the advent of Web 
services based systems, since they allow health applications 
available for users with mobility support. This paper presents a 
novel cooperation strategy for m-Health services and 
applications. It consists in a reputation-based strategy for Web 
services oriented architectures that includes a cooperative Web 
service for managing all the network cooperation and nodes 
reputation. The cooperation strategy is divided in two modules 
for mobile nodes, one for verifying the cooperation status of 
neighbor nodes and another for classifying the neighbor nodes in 
function of their reputation. The performance of the proposal is 
evaluated in a real scenario, using an m-Health application, 
called SapoFit.  

Keywords- Mobile Health; m-Health; Mobile computing;  
e-Health; Cooperation; Healthcare Application. 

I.  INTRODUCTION 
Mobile health (m-Health) is considered the next generation of 
e-Health systems and it is already changing typical healthcare 
services [1-2]. Figure 1 illustrates a typical m-Health service 
architecture supported by Web services (WS). These WS are 
hosted on Web servers and can be used through network 
connectivity, including the Internet. These types of 
architectures based on mobile devices and wireless 
communications presents challenged issues, such as, battery 
and storage capacity, broadcast constrains, interferences, 
disconnections, noises, limited bandwidths, and network 
delays.  
 
 

 
 

Figure 1. Illustration of an m-Health application framework based on 
Web services. 

Cooperation-based strategies have been presented as a 
solution to solve such limitations, focusing on increasing 
network connectivity, communication rates, and reliability. 
Furthermore, in the last years several cooperation mechanisms 
and algorithms have been proposed to improve wireless 
networks performance, where mobile nodes cooperate with 
each other performing all networking functionalities [3-4]. 
This paper presents a novel cooperation strategy for m-Health 
applications focusing on forwarding and retrieving data 
to/from nodes that have no direct connection to an m-Health 
service. For instance, devices without Internet connection can 
use their m-Health applications without problems. This m-
Health cooperation proposal is a reputation-based strategy 
where a Web service manages all the cooperation among 
nodes and their reputation. It is based on three main 
components: a node control message, a network cooperative 
list, and a cooperative Web service (CWS). The control 
message and the cooperative list are included in the mobile 
nodes requests for services, and record all cooperative and 
non-cooperative actions. The CWS includes a reputation table 
for all nodes and decides which nodes can have access to the 
requested services. The performance assessment and 
validation of the proposal is also presented. This evaluation 
studies the impact of the cooperation strategy on the 
performance of an m-Health application taking into account 
different number of uncooperative nodes. The cooperation 
proposal is deployed and evaluated in an m-Health application 
for obesity prevention and control, called SapoFit [5-7]. 
Results show that mobile nodes without Internet connectivity 
can use the application continuously with success. It also 
shows the improvement of the service delivery probability and 
service average delay, increasing the overall network 
performance. 

The remainder of this paper is organized as follows. Section 
II elaborates on related work about the topic focusing on 
cooperation techniques that contribute to the proposed 
cooperation solution. Section III describes the proposed  
m-Health cooperation strategy. A performance evaluation and 
validation through a prototype with an m-Health application is 
presented in Section IV. Finally, Section V concludes the paper 
and points out further research works. 

II. RELATED WORK 
Cooperation is expected to play a central role in the evolution 
of pervasive mobile health applications towards mobile 
wireless networks. In wireless networks, energy saving is one 
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of the biggest concerns in mobile devices due to its limited 
resources. In [8] it is demonstrated that the energy consumed 
by Wi-Fi transmissions in idle hand-held devices can achieve 
more than 50% of the total energy. Thus, it is proposed the use 
of short links (e.g., Bluetooth) in order to save energy since it 
is estimated that Bluetooth consumes less than 10% battery 
power. In [9], an optimized energy efficient content 
distribution strategy for wireless ad-hoc networks is presented. 
The proposal consists in a centralized base station for network 
optimization management in order to reduce overall mobile 
devices energy consumption. A similar cooperative approach 
is presented in [10] for wireless networks which also uses a 
main base station for coordination, and rather than relay nodes 
proposes the use of relay stations in order to optimize the 
network performance and decrease overall node battery 
consumption. In order to improve the responsiveness of a Web 
Service to consumers, it is presented an approach in [11] that 
uses two proxies in order to arrange the cooperation strategy. 
The server-proxy aims to improve the server-side 
responsiveness. The client-proxy exists as a software module 
in the mobile application to allow cooperation with the service 
provider by sharing workflow for pre-processing. 
Furthermore, to improve mobile clients performance a server-
side caching component and a prediction model are also 
included.  

In cooperative systems, neither all nodes forward other 
nodes messages – they are called uncooperative nodes. 
Uncooperative nodes can be faulty or malicious, and/or selfish 
[12]. In order to mitigate the selfishness problem, many 
cooperation schemes have been proposed for stimulate 
cooperation and mitigate the detrimental effect of non-
cooperative nodes. Basically, two types of strategies were 
classified, virtual currency based schemes (also known as 
pricing-based strategies) and reputation based schemes.  

Pricing-based schemes use incentives to inflict nodes 
cooperation. These incentives are given to nodes that 
cooperate and use them in order to gain privileged services 
from the network, such as faster and/or routes more reliable. 
Non-cooperative nodes that have no currency cannot choose 
the route or do not have access to the service. Therefore, 
pricing-based schemes assume that forwarding a message 
incurs in a cost to a node. A dynamic pricing approach is 
presented in [13]. It proposes a routing scheme where users 
(i.e., nodes) could choose a route with least cost, which does 
not guarantee the quality of service (QoS) or a route with 
desired QoS guarantees but demands a higher cost. 

Reputation schemes use the node reputation to cutback 
selfish behavior. Generally, its calculation is assessed by 
neighbor monitoring or through the exchange of reputation 
information between nodes. The three main reputation-based 
cooperation systems are CONFIDANT [14], CORE [15], and 
OCEAN [16]. CONFIDANT uses a monitoring module to 
directly detect and isolate non-cooperative nodes in the 
network. CONFIDANT scheme assents on four components 
per node: a monitor module, so nodes can locally monitor any 
deviating behavior; a trust manager to make decisions about 
providing or accepting route information; a reputation system 

that holds all information about node reputation values; and a 
path manager which according to reputation values defines 
paths to avoid malicious nodes. Similarly, CORE schemes 
uses monitoring to stimulate cooperation among nodes and to 
detect and isolate non-cooperative nodes, but it defines three 
types of reputation: subjective reputation, based on direct 
observation; indirect reputation, according to information 
provided by other nodes; and functional reputation which is 
calculated through a function that uses a weight in function of 
its importance. Unlike CONFIDANT and CORE, OCEAN 
divides misbehavior nodes into misleading and selfish groups. 
If a node takes part in route finding but does not forward a 
packet is a misleading node, but if doesn’t take part on route 
finding is a selfish node. When the node rating is lower than 
the pre-determined threshold is added to an avoid list and 
classified as problematic. It is given to the node a period time 
to cooperate and return to the network. Although 
CONFIDANT, CORE and OCEAN are the three main 
reputation-based cooperation systems, many authors and 
existing approaches choose to adapt and create reputation 
systems with combined and/or different specifications from 
these schemes. Our proposed reputation-based system is based 
on CONFIDANT and CORE schemes, because it possesses 
characteristics from both, as it will be demonstrated later. 

I. COOPERATION MECHANISMS FOR  
MOBILE HEALTH APPLICATIONS 

This section describes, the cooperation approach for m-Healh 
applications. It is based on the following three modules: i) a 
node control message, ii) a cooperative list, and iii) a 
cooperative Web service (CWS).  

a. Nodes control message and network cooperative list 

The control message is exchanged when a node makes contact 
with a neighboring node. This message attempts to provide a 
control consciousness control of  neighbors nodes know if 
they are willing to cooperate and under what conditions. It 
contains a node ID, node status (storage capacity, power and 
Internet connectivity), and the status of cooperation 
(cooperative or uncooperative). An illustration of a control 
message and a list of cooperative nodes can be seen in Figure 
2. 
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The cooperative list records all cooperative nodes and 
uncooperative during a service request. This list ranks all the 
neighboring cooperative actions. It saves the node ID and adds 
or subtracts a threshold for classification according to the state 
of node cooperation. Each node updates the list of co-
operation each time a service is requested from a single node 
(a node without Internet connectivity). 
The cooperative threshold list (CT) starts at 0 (zero) and a unit 
(1) is added or subtracted in accordance with the state of 
cooperation node and node status. The CT has a direct 
influence on the reputation of the node. Table I shows the 
correlation between the node co-operation status, the node 
status, its Internet connectivity and the resulting CT. The node 
status is based on its capacity to store and energy lifetime. A 
node has three types of status: poor, regular and excellent. It is 
assumed that a node is poor when the storage capacity of the 
device is 95% or more, or its power energy available is less 
than 20%. The regular state occurs when a storage capacity of 
the node is less than 95% and its power supply is between 
20% and 80%. A node is an excellent state when the storage 
capacity of the node is less than 95% and energy power 
available is greater than 80%. The CT varies between -2 and 
+3. This interval is taken to ensure that non-cooperative nodes 
with a low number of nodes are punished. Nodes with co-
operative in a poor state has the highest value of CT (+3). 
Furthermore, nodes in a poor state, with or without storage 
capacity or low battery, have a plausible justification for not 
cooperating, so they are not punished in their CT (0). 
The worst scenario for a cooperative node is one that is in 
excellent condition, with connectivity to the Internet and still 
refuses to cooperation. This node is punished with the worst 
CT value (equal to -2). 
 

TABLE I. CORRELATION BETWEEN THE NODE COOPERATION STATUS, THE 

NODE STATUS, ITS INTERNET CONNECTIVITY, AND THE RESULTANT CT 

CLASSIFICATION. 

Node 
Status 

Internet 
Connectivity 

Cooperation 
State CT 

Poor 0 0 0 
Poor 0 1 +3 
Poor 1 0 0 
Poor 1 1 +3 

Regular  0 0 -1 
Regular 0 1 +2 
Regular 1 0 -2 
Regular 1 1 +2 

Excellent 0 0 -2 
Excellent 0 1 +1 
Excellent 1 0 -3 
Excellent 1 1 +1 

 
 

a. Cooperative Web service and reputation table 

The cooperative Web service (CWS) includes the table of 
node reputation. To calculate the reputation, the CWS uses the 
node cooperation lists. Based on node reputation, it decides if 
the requesting node must have access to the Web service m-
health application or not. The reputation table lists all the 
network nodes with its reputation and its current cooperative 
threshold. The threshold value on the reputation table for the 
node N is represented by Cn. After the CWS receives a 
request and the corresponding cooperative list, the service 
adds the CT value into the threshold in the reputation table for 
nodes listed in the cooperative list, i.e., ∁!= !∁! + !". The 
reputation table considers three states of Reputation: selfish, 
cooperative or super-cooperative. As can be seen by (1), these 
states are calculated using the node, and an optimum interval 
of time that is based on the total number of network nodes (t). 
For networks with few nodes, it is extremely important that 
uncooperative nodes receive worst CT, punishing and 
motivating them to cooperate. Therefore, half the number of 
network nodes to limit the range to the states reputation (t/2) is 
used. 
 

!"# ! = !
!"#$%&ℎ, ∁!∈!]−∞,− !

! [
!""#$%&'()$, ∁!∈ [− !

! ,+
!
! [

!"#$% − !""#$%&'()$, ∁!∈ [+ !
! ,+∞[

 

 
Based on the nodes reputation, the CWS will not grant access 
and release any resources of the Web services for selfish 
nodes. Selfish nodes are punished by CWS with an order to 
cooperate until it reaches a cooperative state. The CWS 
releases resources for cooperative, however, super-cooperative 
nodes have a first priority over application resources in case of 
simultaneous requests. 
The CWS also stores a list of all requests that were positively 
answered. These requests are stored until their time-to-live 
(TTL) expires. The TTL is the average delay that receives a 
request to be answered by the Web service. This list prevents 
that earlier requests are answered from the same node a 
second time. 
A major concern in the proposal is the issue of privacy of all 
data transmitted and retrieved. Privacy is a matter of priority 
in m-health services that deal with sensitive user information. 
On m-Health applications diverse security issues must be 
considered, such as personal information management, 
secondary use of personal information, misuse of personal 
information, and errors with the personal information stored. 
Therefore, cryptographic mechanisms can be seen as a 
solution to guarantee data confidentiality and protection [17]. 
The cooperation strategy presented assumes secure 
transactions of data between nodes using the Advanced 
Encryption Standard (AES) encryption algorithm used in 
Cipher Feedback Mode (CFB), with a key size of 128 bits 
[18]. 

(1) 
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IV. DEMONSTRATION AND VALIDATION 
This section focuses on the performance evaluation and 

validation of the m-Health cooperation proposal. First, the m-
Health application where the cooperation mechanisms were 
evaluated along with the respective network scenario and node 
expected behaviours is presented. Later, the validation and 
feasibility of the proposal and the performance evaluation 
results are shown. This study focuses on nodes service 
requests delivery probability and service average delay. These 
are the network challenges that the presented cooperation 
proposal aims to resolve and improve. 

a. SapoFit Application 

SapoFit application allows users their weight control, body 
mass index (BMI), basal metabolic rate (BMR), sports 
activity, and the possibility of following food plans based on 
the calories that user need in a healthy way. The entire 
communications pass through a Web service. Values such as 
name, height, sex, age, weight, and general physical activity 
level are used to calculate the user ideal weight, BMI, and 
BMR. Figure 3 shows three application activities, Login, 
Plans, and Profile. At the Login a user inserts is credentials. 
The Web service responds with the user data to populate the 
Profile window, which is the main window of SapoFit. The 
Plans activity displays the daily calories depending on the 
weight that the user wants to obtain, also presents daily meals 
with calories. For the performance evaluation of the m-Health 
cooperation proposal, it was considered a user without 
network availability, using the nodes cooperation to request 
access to the Login, Profile and Plans services. 
 

 

Figure 3. Three real activities of SapoFit with Login, Food Plans, and 
User Profile Screenshots. 

 

b. M-Health network scenario 

The real m-Health network scenario used for the 
performance evaluation study of the cooperative proposal may 
be seen in Figure 4. It includes eight mobile nodes (using 
SapoFit), assuming that three of them are uncooperative 
nodes. Node M is the single node with connection to the 
SapoFit Web services. Although an m-Health scenario 
presents high node mobility, for evaluation purposes, it is 
assumed the node positioned according to the presented 
network scenario. 

 
 

Figure 4. Illustration of the m-Health network scenario used for 
performance evaluation of the cooperation strategy. 

 
The activity diagram of a mobile node is presented in 

Figure 5. It is subdivided into three logical parts: (1) Node 
Discovery; (2) Node Control Message Exchange; and (3) 
Cooperative Web Service. The objective is to connect to the 
Web Service and get its data. First, a node without Internet 
connectivity starts searching for neighbor nodes using 
Bluetooth connection.  

Second, if it finds a known and available node, it receives 
the node control message from it, where the Requester Node 
(RN) is informed if the requested node (i.e., the found and 
chosen neighbor node) is in cooperative mode or not. If it does 
not cooperate, it saves the neighbor cooperative behavior for 
further update in the WS. Otherwise, the requested node sends 
the request to the WS along with its cooperative list records. 
The WS processes the received information updating 
reputation values according to the received cooperation list, 
and determines if the requester node is selfish or not selfish. If 
it is a selfish node, it is sent to the requester node that its 
reputation is not enough in order to access its data, which 
means it must cooperate in the future in order to increase its 
reputation and regain access to the WS. If the cooperation 
threshold status is equal or great than zero, the requested data 
is sent to the requested node, forwarding the information to the 
requester. In other hand, a node with Internet connectivity that 
tries to access the Web Service directly, it also needs to see its 
reputation verified by the Web Service, in order to determine 
if it is allowed or not to access the service. 
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Figure 5. Activity diagram of a mobile node representing a mobile device 

with SapoFit and its cooperation mechanisms. 
 

c. Performance Analysis 

This section focuses on the performance analysis of the 
proposed cooperative strategy and its impact on the overall 
network performance. In order to generate this analysis, each 
demonstrated result is achieved through an average of 30 
experiments. In a first analysis, it is possible to realize that the 
m-Health application cannot access the Web Service if the 
mobile terminal does not have Internet connectivity and 
cooperation mechanisms are not integrated. Through these 
mechanisms all mobile devices, with or without Internet 
connectivity, gain access to the remote services. However, 
uncooperative nodes affect directly the service delivery 
probability, service average delay, and the overall network 
performance. Performance metrics considered in this study are 
the service delivery probability (in percentage) and the service 
average delay (in seconds). The service delay is measured as 
the time between the request for the application service and its 
delivery. In our demonstrated scenario, it was considered from 
zero to three uncooperative nodes. The service delivery 
probability and the service average delay as function of the 
number of uncooperative mobile nodes are presented in Figure 
6. As can be seen, when the number of uncooperative nodes 
increases, the service delivery probability decreases about 95, 
88, 71, and 57 percent, respectively. As expected and present 
the in Figure 7, the service average delay presents the same 
behavior. Increasing the number of uncooperative nodes the 
service average delay increases 17.32, 26.1, 36.5, and 54.7 
seconds, respectively. The maximum service delay observed 
of about 68.7 seconds happened in our experiments with three 
uncooperative nodes. 

  

 
 Figure 6. Service average delay as function of the umber of 

uncooperative mobile nodes. 

 
Figure 7. Service delivery probability as function of the umber of 

uncooperative mobile nodes. 

V. CONCLUSIONS AND FUTURE WORK 
This paper presented a cooperation strategy for m-Health 

architectures using a Web service oriented approach. This 
proposal presents a reputation-based strategy were a Web 
service manages all the network cooperation. It is based on 
three cooperation mechanisms: a node control message; a 
network cooperative list; and a cooperation Web service 
(CWS). Based on the paradigm of m-Health services, anytime 
and anywhere, the main objective of this proposal was to raise 
the quality of the m-health service by forwarding requests in 
case of network unavailability. Therefore this proposal focuses 
on the probability of a success service request and its average 
delay. Furthermore, this work presented the performance 
assessment and validation of the cooperation proposal. The 
proposed cooperation mechanisms for m-health applications 
were deployed and evaluated in a mobile application for 
obesity control and prevention, called SapoFit.  
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  Through the network performance evaluation and its 
metrics comparisons, it was concluded that cooperation 
solution improved significantly the overall performance and 
the m-Health application. Despite of some results variations 
due to high mobility patterns and limited laboratory 
environment, cooperation mechanisms have shown 
significantly improvements on the service quality, namely on 
the request for services probability and its average delay.  

There are a number of extensions of this work planned to 
undertake in the future. Many of these involve refining the 
treatment of sensitive and priority medical information that is 
handled in m-Health applications. Furthermore, it is important 
to evaluate the cooperation proposal in more applications 
scenarios. 
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Abstract 

Mobile health (m-Health) proposes healthcare services delivering overcoming 

geographical, temporal, and even organizational barriers. Typical m-Health systems 

include the use of mobile applications that interact with caretakers. Mobile devices 

have several constraints (including processor, energy, and storage capacity) that affect 

the quality of service and user experience. M-Health paradigm of healthcare provides 

anytime and anywhere benefits with the advent of Web services based systems. The 

use of Web services on m-Health systems allows health applications available for 

users with mobility support. This paper proposes a cooperation strategy for m-Health 

services and applications. It follows a reputation-based strategy built for Web services 

oriented architectures including a cooperative Web service that manages all the 

network cooperation and nodes reputation. It includes two modules for mobile nodes, 

one is for verifying the cooperation status of neighbor nodes and another is for 

classifying the neighbor nodes in function of their cooperation with others 

(reputation). A performance evaluation study, in a real scenario, using an m-Health 

application, called SapoFit, is presented. Results comparison with an analytical model 

is also considered. It was shown that mobile nodes without Internet connectivity could 

use the application continuously. It also improves the service delivery probability and 

service average delay, increasing the overall network performance. 

Index Terms: Mobile Health, m-Health, Mobile computing, e-Health, Cooperation 



Appendix 

 J 

 

I. Introduction 
 
Mobile health (m-Health) is considered the strongest contribution for the next 

generation e-Health systems and it is already changing typical healthcare services 

[1],[2]. The study and development of m-Health services and applications have been 

an important point of attention in the last years. Several research topics related to 

health have gathered important findings and contributions from m-Health, such as, 

cardiology [3],[4],[5], diabetes [6],[7], obesity [8],[9],[10], smoking cessation [11], 

among others. These different medical topics make use of m-Health applications 

essentially for monitoring, diseases prevention and detection, and, in more advanced 

services, also provide basic diagnosis. M-Health services are also becoming popular 

in developing countries [12],[13], where healthcare facilities are frequently remote 

and inaccessible. Figure 1 illustrates a typical m-health service architecture supported 

by Web services (WS). These WS are hosted on Web servers and can be used through 

network connectivity, including the Internet. Caretakers use various equipment, such 

as mobile devices, sensors, and specialized devices in applications. 

 

Figure 1. Illustration of an m-Health application framework based on Web Services. 
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These types of architectures based on mobile devices and wireless communications 

presents challenged issues taking into account several constraints, such as, battery and 

storage capacity, broadcast constrains, interferences, disconnections, noises, limited 

bandwidths, and network delays. In this sense, cooperation-based approaches may be 

viewed as a good solution to solve such limitations, focusing on increasing network 

connectivity, communication rates, and reliability. Cooperation is a hot research topic 

that has been growing in recent years. With the advent of wireless networks, several 

recent studies present cooperation mechanisms and algorithms as a solution to 

improve wireless networks performance [14]. In the absence of a stable network 

infrastructure, mobile nodes cooperate with each other performing all networking 

functionalities. For example, it can support intermediate nodes forwarding packets 

between two distant nodes [15]. To the best of our knowledge, there are no 

cooperative solutions for m-Health services and applications. Then, this paper 

proposes a cooperation strategy for m-Health applications focusing on forwarding and 

retrieving data to/from nodes that have no direct connection to a m-Health 

application. In this sense, devices without Internet connection can use m-Health 

applications without problems. This cooperation approach presents a reputation-based 

strategy where a Web service manages all the cooperation among nodes and their 

reputation. It considers three main components: a node control message, a network 

cooperative list, and a cooperative Web service (CWS). The control message and the 

cooperative list are included in the mobile nodes requests for services, and record all 

cooperative and non-cooperative actions. The CWS includes a reputation table for all 

nodes and decides which nodes can have access to the requested services. The 

performance assessment and validation of the proposal is also considered. It proves 

the feasibility of this approach and also studies the impact of the cooperation strategy 
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on the performance of an m-Health application taking into account different number 

of uncooperative nodes. The cooperation proposal is deployed and evaluated in a m- 

Health application for obesity prevention and control, called SapoFit [16],[17],[18]. 

Results show that mobile nodes without Internet connectivity can use the application 

continuously with success. It also shows the improvement of the service delivery 

probability and service average delay, increasing the overall network performance. 

The remainder of this paper is organized as follows. Section II elaborates on related 

work about the topic focusing on cooperation techniques that contribute to the 

proposed cooperation solution, namely, wireless, mobile ad-hoc, and delay-tolerant 

networks (DTNs). Section III describes the proposed m-Health cooperation strategy, 

while its performance evaluation and validation through a prototype with an m-Health 

application is presented in Section IV. This section also includes an analytical model 

and these results are compared with those from the experiments. Finally, Section V 

concludes the paper and points out the further research works. 

I. Related Work 

Cooperative mechanisms have proven to be a promising solution for several network 

constraints in wireless networks and important solutions have been presented in the 

literature [19],[20],[21],[22]. Due to the overall characteristics of m-Health 

architectures, this study mainly focuses on wireless and mobile ad-hoc networks 

(MANETs). The delay tolerant network (DTN) paradigm is also considered to solve 

network disconnection problems. These approaches have contributed to the refining 

of the cooperation proposal for m-Health applications. 

a) Cooperation in wireless and mobile ad-hoc networks 

Energy saving is a major concern in the context of wireless networks with limited 

energy resources. Al-Kanj and Dawy [23] present an optimized energy efficient 
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incentives will not get any service from the network. Virtual currency schemes 

assume that forwarding a message incurs in a cost to a node. Therefore, a non- 

cooperative node needs an incentive in order to forward messages of other nodes. 

Nuglets [28] and Sprite [29] are examples of popular systems that use virtual currency 

schemes. These systems use virtual payments to incentive nodes to forward messages 

and the payment is deducted from the sender or destination node. 

Reputation schemes use the node reputation to diminish selfish behavior. All network 

nodes maintain the reputation of other nodes. Reputation is assessed by neighbor 

monitoring/observation or the exchange of reputation messages between nodes. Three 

popular reputation based schemes are the following: CONFIDANT [30] and CORE 

[31]. CONFIDANT detects and isolates non-cooperative nodes, compelling them to 

cooperate. Through passive observation nodes know all packets within a one-hop 

neighbor node. CONFIDANT scheme assents on four components per node: a 

monitor, where nodes locally monitor deviating behavior; a trust manager that makes 

decisions about providing or accepting route information; a reputation system that is 

basically the node reputation rating; and a path manager that according to the 

reputation system defines the paths to avoid malicious nodes. 

CORE scheme uses collaborative monitoring and reputation mechanisms to stimulate 

cooperation among nodes. Basically, nodes that have a good reputation can use 

network services while nodes with a bad reputation, due to non-cooperative 

behaviors, do not have access to network services. For calculating a node reputation 

value, CORE defines three types of reputation: subjective reputation, calculated based 

on direct observation; indirect reputation which is calculated according to a second 

hand of information given by other nodes; and functional reputation that is calculated 

through a function that uses a weight in function of its importance. 
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a) Delay Tolerant Networks Paradigm and Cooperation techniques 

In a Delay Tolerant Network (DTN) [32] scenario, network constraints (such as, 

limited storage capacity, limited network bandwidth, and limited energy) affect the 

network performance. Furthermore, the performance of a DTN is also affected by 

long or variable propagation delay, low node density, low transmission reliability, 

node mobility, and disruption. In such scenarios, node cooperation is a key issue to 

success. Nodes can cooperate with each other storing and forwarding interested data 

for all network nodes. DTN routing protocols usually assume a fully cooperative 

scenario. However, this is an unrealistic assumption. Nodes may not be able to always 

cooperate, due to resources limitations or even to a selfish behavior [33]. Therefore, 

several cooperation studies and proposals for DTNs have been presented and also 

offer contributions for the current proposal.  

Shevade et al. [34] studies and demonstrates the degradation of a DTN performance 

due to selfish node behavior. The authors propose the use of practical and simple tit- 

for-tat (TFT) mechanism as an incentive strategy to stimulate cooperation. Through 

the TFT inclusion, the proposal assumes and guaranties that every node forwards as 

much traffic as possible for a neighbor node since the neighbor also forwards to it. 

Morillo-Pozo et al. [35] proposes a cooperation scheme for DTNs based on the 

cooperative ARQ (C-ARQ). This cooperation proposal reduces data losses in 

transmissions between fixed access points placed along the roads and passing by 

vehicles that buffer all the data. Basically, in areas that vehicles have no connectivity 

to access points, vehicles cooperate between them to increase the data delivery rate. 

The cooperation mechanism proposed in this paper gathered contributions from the 

above-described strategies in wireless, mobile ad-hoc, and delay tolerant networks. 
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  III. Cooperation Strategy for Mobile Health Applications 
 
This section describes, in detail, the cooperation approach for m-Healh applications. It 

is based on the following three modules: i) a node control message, ii) a cooperative 

list, and iii) a cooperative Web service (CWS).  

a) Nodes control message and network cooperative list 

The control message is exchanged when a node establishes contact with a neighbor 

node. This message tries to provide an awareness control of neighbor nodes knowing 

if they are willing to cooperate and in what conditions. It contains a node ID, node 

status (storage capacity, energy, and Internet connectivity), and its cooperation status 

(cooperative or uncooperative). An illustration a node control message and a 

cooperative list may be seen in Figure 2. 

The cooperative list records all cooperative and uncooperative nodes during a service 

request. This list classifies all neighbor cooperative actions. It saves the Node ID and 

adds or subtracts a classification threshold according to the node cooperation status. 

Every node updates the cooperative list each time that a service is requested from an 

isolated node (a node without Internet connectivity).  

 
Figure 2. Illustration of a node control message and a cooperative list. 

 

The cooperative threshold list (CT) starts at 0 (zero) and a unit (1) is added or 

subtracted according to the node cooperation status and node status. The CT 

influences directly de node reputation. Table I presents the correlation between the 

node cooperation status, the node status, its Internet connectivity and the resultant 
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CT. The node status is based on its storage capacity and energy lifetime. A node has 

three types of status: poor, regular, and excellent. It is assumed that a node is poor 

when the device storage capacity is over 95% or its available power energy is below 

20%. The regular status occurs when a node storage capacity is under 95% and its 

power energy is between 20% and 80%. A node is in an excellent status when the 

node storage capacity is under 95% and its available power energy is over 80%. The 

CT ranges between -2 and +3. This interval is assumed to guarantee that non- 

cooperative nodes with a low number of nodes are punished. Cooperative nodes in a 

poor status have the highest CT value (+3). Moreover, nodes in a poor status with 

either no storage capacity or low levels of battery, have a plausible justification for 

being uncooperative, therefore, they are not punished in their CT (0). The worst-case 

scenario for an uncooperative node is the one that is in excellent status with Internet 

connectivity and still refuses the cooperation. This node is punished with the worst 

CT value (equal to -2). 

Table I. Correlation between the node cooperation status, the node status, 

its Internet connectivity, and the resultant CT classification 

Node Status 
Internet 

Connectivity 
Cooperation 

State 
CT 

Poor 0 0 0 
Poor 0 1 +3 
Poor 1 0 0 
Poor 1 1 +3 

Regular  0 0 -1 
Regular 0 1 +2 
Regular 1 0 -2 
Regular 1 1 +2 

Excellent 0 0 -2 
Excellent 0 1 +1 
Excellent 1 0 -3 
Excellent 1 1 +1 
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a) Cooperative Web Service and Reputation Table 

The cooperative Web service (CWS) includes a node reputation table. To calculate 

nodes reputation, the CWS uses the node cooperative lists. It decides if the requesting 

node should have access to the m-Health application Web service or not, based on the 

node reputation. The reputation table lists all the network nodes with their respective 

reputation and current cooperative threshold. The threshold value available at the 

reputation table for node N is represented by ∁! . Upon the CWS receives a request 

and the corresponding cooperative list, the service adds the CT value to the threshold 

in the reputation table for nodes listed in the cooperative list, i.e., ∁!= !∁! + !". The 

reputation table considers three states of reputation: selfish, cooperative or super-

cooperative. As may be seen in (1), these states are calculated considering the node 

∁!  and an optimal interval of time that is based on the total number of networks nodes 

(t). For networks with reduced number of nodes, it is extremely important that 

uncooperative nodes receive worst CT, punishing and motivating them to cooperate. 

Therefore, half number of the network nodes to limit the interval for reputation states 

( !!!) is used. 

!"# ! = !
!!"#$%ℎ, ∁!∈!]−∞,− !

! [
!""#$%&'()$, ∁!∈ [− !

! ,+
!
! [

!"#$% − !""#$%&'()$, ∁!∈ [+ !
! ,+∞[

 

Based on nodes reputation, the CWS will not grant access and release any resource 

from the Web services to selfish nodes. Selfish nodes are punished by the CWS with 

an order to cooperate until the reputation reaches a cooperative state. The CWS 

releases resources to cooperative nodes, however, super-cooperative nodes have a 

maximum priority over the application resources in case of simultaneous requests. 

(1) 
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The CWS also stores a list of all requests that where successfully answered. These 

requests are saved until its time-to-live (TTL) expires. The TTL is the average delay 

that takes a request to get answered by the Web service. This list avoids that previous 

requests from the same node are answered a second time. 

A major concern in the proposal is the privacy issue of all forwarded and retrieved 

data. Privacy is a top priority issue in m-Health services that deal with user sensitive 

information. On m-Health applications several security issues must be considered, 

such as, personal information management, secondary use of personal information, 

improper use of personal information, and errors with stored personal information. 

Therefore, cryptographic mechanisms can be seen as a solution to guarantied data 

confidentiality and protection [36]. 

The presented cooperation strategy assumes secure data transactions among nodes 

using the Advanced Encryption Standard (AES) cipher algorithm used in Cipher 

Feedback Mode (CFB) with a key size of 128 bits [37]. 

IV Performance Evaluation 

This section focuses on the performance evaluation and validation of the m-Health 

cooperation approach. First, the m-Health application (SapoFit) and corresponding 

network scenario used to evaluate and demonstrate the solution is introduced. 

Afterwards, the system validation and results are discussed. The performance metrics 

used in the study are the service requests delivery probability and service average 

delay. These metrics are the network challenges that proposed approach aims to 

improve. 

a) SapoFit application 

SapoFit is a weight control application that allows users to keep track of weight in a 
healthier and more practical way. SapoFit allows a user to control his/her weight, !
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body mass index (BMI), basal metabolic rate (BMR), sports activity, and the 

possibility of following food plans based on his/her needed calories. In this m-Health 

application all the users must be registered in a Web service. Figure 3 presents three 

activities screenshots of SapoFit application: Login, Plans, and Profile. At the Login 

window the user enters his/her e-Mail address and corresponding password for 

authentication. After login, the application communicates with the Web service to 

obtain the personal user data (name, height, age, sex, weight, etc.). After loading all 

the data, they are displayed in a Profile window, which is the main window of 

SapoFit. At the Plans option, the calories factor that depends on the user target weight 

are presented. For the performance evaluation of the m-Health cooperation proposal, a 

user without Internet connection requesting access to the Login and Plans services is 

considered. Therefore, the user Profile will be totally obtained through cooperation 

among nodes. 

 

Figure 3. Three activities of SapoFit with Login, Food Plans, and User Profile 
Screenshots. 
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a) M-Health network scenario 

The real m-Health network scenario used for the performance evaluation study of the 

cooperative proposal may be seen in Figure 4. It includes eight mobile nodes (using 

SapoFit), assuming that three of them are uncooperative nodes. Node M is the single 

node with connection to the SapoFit Web services. Although an m-Health scenario 

presents high node mobility, for evaluation purposes, it is assumed the node 

positioned according to the presented network scenario. The activity diagram of a 

mobile node (for a mobile device with SapoFit) and its cooperation mechanisms are 

presented in Figure 5. From the given figure, node A (without Internet connection) 

tries to login SapoFit server application (authenticating at the SapoFit Web service 

too). The application starts searching for neighbor nodes using Bluetooth connection. 

Afterwards, the requester node receives the node control message from each neighbor 

node. According to theses messages, the cooperative list is updated and the request 

for login is sent together with the cooperative list to all the cooperative neighbor 

nodes. This process is repeated until finding a node (Node M) that is willing to 

cooperate and with Internet connectivity as well. When the request reaches a node in 

these conditions, the cooperative Web service will update the reputation table and 

evaluate the reputation of the requester node. If the node has a selfish reputation, the 

login request is discarded. If it has a cooperative reputation the request is allowed 

without priority. If it has a super-cooperative reputation, the request is allowed with 

maximum priority over other sent answers. The same cooperation procedures are 

followed while retrieving the login service answer, but instead of searching a node 

with Internet connectivity, it searches for the requester node id. 
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Figure 4. Illustration of the m-Health network scenario used for performance evaluation of the 

cooperation strategy. 

 
Figure 5. Activity diagram of a mobile node representing a mobile device with SapoFit and its 

cooperation mechanisms. 
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a) Performance Analysis 

This section focuses on the performance analysis of the proposed cooperative strategy 

and its impact on the overall network performance. The study was performed through 

the above-described real prototype and each result represents an average of 30 

experiments. The first and perhaps the most important analysis refers to the case 

where without the cooperation strategy, all devices with no Internet connectivity were 

unable to access the application Web services and therefore cannot use the m-Health 

application. Through cooperation all devices can indeed use the m-Health application. 

However, uncooperative nodes affect directly the service delivery probability, service 

average delay, and the overall network performance. Performance metrics considered 

in this study are the service delivery probability (in percentage) and the service 

average delay (in seconds). The service delay is measured as the time between the 

request for the application service and its delivery. It was considered a worst-case 

scenario of three uncooperative nodes. The service delivery probability and the 

service average delay as function of the number of uncooperative mobile nodes are 

presented in Figure 6. As may be seen, when the number of uncooperative nodes 

increases, the service delivery probability decreases about 95, 88, 71, and 57 percent, 

respectively. As expected, the service average delay also presents the same behavior. 

Increasing the number of uncooperative nodes the service average delay increases 

17.32, 26.1, 36.5, and 54.7 seconds, respectively. The maximum service delay 

observed with three uncooperative nodes was about 68.7 seconds.
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Figure 6. Service delivery probability and service average delay as function of the number of 

uncooperative mobile nodes. 
 
 

For analysis of the service average delay results, an analytical model with two 

equations was used. Equations 2 and 3 calculate the maximum service delay and the 

service average delay, respectively. 

!"#$%&%!!"#$%&"!!"#$% = ! + !! + !! !×!!" + ! + ! !×!!"#, 

Service!Average!delay! = ! α+ !σ+ !φ !×!Tmin+ α+ σ !×!Tuc, 

where, 

• ! = !"#$%&#!!"##$!%&"#!!"#$%&'"ℎ!"#$!!"#$ = 3.6!!"#$%&!! 

• ! = !"#$%&#!!"!"!!"#$%"&!!"##$%"!!"#$%&'"!!"#$ = 0.43!!"#$%&! 

• ! = !"#$%&#!!"#$"%&!!"#!!"#$%&" + !""#$%&'(")!!"#$!!"#$%&'"!!"#$ =

0.35!!"#$%&! 

• ! = !"#$%&#!!"#$%&"!!"#$%!"#!!"#$%"&'!!"#$ = 0.28!!"#$%&! 

• !"#$ = !"#"$%$!!"#$%!"&!!"#$%!!"#!!""#$%&'(") = 3!!"#$% 

• !" = !!"#$!!"!!""#$%&'()$!!"#$%!(!"#$"%&') 

• !"# = !"#$%!!"!!"#$$!"#$%&'"!!"#$% (!"#$"%&') 

(2) 

(3) 
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The maximum service delay obtained by (2) was about 59.8 seconds, slightly below 

that one obtained by real experiments. A comparison between the service average 

delay results from the real experiments and the results obtained by (3) are depicted in 

Figure 7. As may be seen, the observed results show slightly variances that increase 

with the number of uncooperative nodes. These variances were mainly caused by 

mobile devices constrains, such as loss of Bluetooth connection between nodes, 

distance variation, and different devices hardware specifications. However, this 

comparison results are satisfactory, proving the feasibility of the obtained results from 

the real experiments that clearly follows the behavior provided by (3). 

 

Figure 7. Performance comparison of the service average delay as function of the number of 
uncooperative mobile nodes considering results obtained by experiments and by the equation (3). 

 
 
V Conclusion and Future work 
 
This paper proposed a cooperation strategy for m-Health architectures following a 

Web service oriented approach. This approach presented a reputation-based strategy 

where a Web service manages all network cooperation. It considered three main 

modules: a node control message, a network cooperative list, and a cooperative Web 

service. Based on the m-Health services paradigm, available anytime and anywhere, 
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the main objective of providing m-Health services and applications available in case 

of network unavailability was accomplished. 

The proposed solution was evaluated and validated through a real m-Health prototype 

using the SapoFit m-Health application. The service delivery probability and the 

service average delay were the considered performance metrics. It was shown that 

proposed solution provides network connectivity to m-Health servers when Internet 

connection is not available since at minimum a node provides that connectivity to 

servers. It was evaluated the influence of the number of uncooperative nodes on the 

network performance. The results confirm that when the number of uncooperative 

nodes increases, both the service delivery probability and the service average delay 

also increases, as expected. An analytical model confirmed these results. 

Through the network performance evaluation and its metrics comparisons, it was 

possible to conclude that the cooperation solution have improved significantly the 

overall performance and the quality of use of the m-Health application. Despite of 

some results variations due to high mobility patterns and limited laboratory 

environment, cooperation mechanisms have shown significantly improvements on the 

service quality, namely on the request for services probability and its average delay.  

Refining the proposed strategy including the treatment of sensitive and priority 

medical information that is handled in a given m-Health application can be considered 

for future work. The performance evaluation of the m-Health cooperative proposal in 

more m-Health applications scenarios should also be considered. 
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